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Summary

This discussion paper presents a LEAs view on the delivery of CC of VoLTE/IMS services, that may be improved with new optional ASN.1 elements in copying what do exist in TS 102 232-5 related to IMS multimedia services (unfortunately, don’t fit exactly for LI of VoLTE as location information or IMEI triggered function are not covered by these standard)
Explanation and needs

If the draft CR of NSN related to stage 3 of separated VoIP/IMS is approved, new improvements could be made in introducing at the CC parts new optional elements that do exist in ETSI TS 102 232-5, and are useful to help the process of the CC, especially in case of time sensitive LI cases – kidnapping or human being traffic…- 
In IMS, many services are based on different CC that could change dynamically during a “call”.

The Content of Communication (CC) provided is a copy of the multimedia stream sent through the service provider network that is addressed to, sent from or related to the targeted subscriber as described in the intercepted call signalling and call control information.

Multimedia stream consists of, at least:

· Every RFC 3550,  RTP and RTCP packet for real time multimedia services (e.g. VoIP);

· Every RFC 4975, MSRP packet for MSRP based multimedia services (e.g. instant messaging, file sharing, etc.).

· Every ITU-T Recommendation T.38 [16] UDPTL packet for Facsimile multimedia service.

· Specific content, based on agreement between CSP and LEA.

· Unknown contents

In the existing 33.108 system, there are no constraints in the delivery of the payload especially on complement information on its nature.

If information on the nature of the payload and on the headers of the payload is technically and easily available to the MF, it may be useful to introduce in SA3 LI standards (TS 33.107 and TS 33.108) such option:
Either to “fixed” or “agreed” default CC delivery between LEA and CSP

Or either to give new information elements in the HI3 that helps the process of the LEMF, 

By default, it is proposed that, the RTP CC may also contain the RTP header, UDP header and IP header, except by agreement between CSP and LEA (for example these headers may not be available at the point of interception). Each to VoipLIC PDU may contain one intercepted packet.

The UDPTL CC may follow the same principles.

The MSRP CC may contain the TCP header.

The Frame Type field indicates which headers are present in a given CC stream.

In the case where the RTP header is unavailable, one may be inserted by the mediation function, subject to agreement between LEA and CSP. The addition of an inserted RTP header may aid processing the audio stream at the receiver. When an artificial header is used, this may be signalled using the artificialRtpFrame parameter of the FrameType structure to avoid any legal issue regarding to the integrity of the duplicated CC.

IP and UDP or TCP headers shall not be inserted to the intercepted material by the mediation function if they are unavailable one way or another.

In addition to IRI messages, all RTP/RTCP, UDPTL or MSRP packets identified to be associated with a specific intercepted call or session shall be assigned the same voip Correlation Number. The SIP raw message existing in stage 3 of IMS is fine but could be completed by optional HI 2 elements, based on SDP or content of SDP such as supplementary info and PANI headers. Such development could be FFS.
In case where some headers are not reported within the CC (because not available at the point of interception) there may be a need to identify the media streams inside the CC, typically in situations where the SIP communication consists in multiple media streams of same type. The streamIdentifier field identifies the media stream unambiguously (it may contain the corresponding SDP 'c=' and 'm=' lines for instance).

NOTE 1:               The ASN.1 definition for CC is presented below as possible elements for a draft CR in a following meeting.

NOTE 2:               The CC also contains the target media streams that are not transferred via RTP or RTCP or UDPTL or MSRP (for example, those streams handled by a GW and not passing the core network). The format of such information on the handover interface should be agreed in advance between the CSP and LEA.”

ASN.1 proposal :

Voip-CC-PDU
::= SEQUENCE 

{

 
voipLIC-header

[1] VoipLIC-header, 


payload



[2] OCTET STRING

                               -- Copy of the multimedia stream, i.e. all related RTP/RTCP, UDPTL or MSRP packets
-- Each Voip-CC-PDU shall contain one intercepted packet

                               -- Protocol of the multimedia packets is indicated by means of CCprotocol parameter

}

VoipLIC-header ::= SEQUENCE 

{


hi3voipDomainId


[0]
OBJECT IDENTIFIER,  -- 3GPP VoIP HI3 Domain


lIID




[2] LawfulInterceptionIdentifier OPTIONAL,


voipCorrelationNumber
[3]
VoipCorrelationNumber, -- Contained in CorrelationValues [HI2]


timeStamp



[4]
TimeStamp OPTIONAL,


sequence-number


[5]
INTEGER (0..65535),


t-PDU-direction


[6] TPDU-direction,


national-HI3-ASN1parameters

[7] National-HI3-ASN1parameters OPTIONAL,


--  encoded per national requirements


ice-type



[8] ICE-type OPTIONAL,



-- The ICE-type indicates the applicable Intercepting Control Element in which



-- the VoIP CC is intercepted.
                ...,

                frameType                                                                        [9] FrameType OPTIONAL,

                               -- The availability of header information shall be signalled with the frameType parameter

                               -- The module is defined as OPTIONAL because of backwards compatibility reasons

                streamIdentifier                                             [10] OCTET STRING OPTIONAL,

                               -- Used to identify the media stream within the current voipCorrelationNumber, typically in case of 

                               -- multiple media streams communications

                               -- May be used to correlate each media stream with the relevant SDP media description of IRI (to be defined, FFS)
                               -- May contain c= and m= lines extracts for instance

                cCprotocol                                                [11] CCprotocol OPTIONAL

                               -- Used to identify the protocol of packets sent in cCContent (RTP, UDPTL, MSRP, etc.)

                               -- Absence means cCContents contains RTP/RTCP packets
}

VoipCorrelationNumber ::= OCTET STRING 

TPDU-direction ::= ENUMERATED

{


from-target 
(1),


to-target 

(2),


combined

(3), -- Indicates that combined CC (i.e., from/to-target)delivery is used.


unknown


(4)

}





ICE-type ::= ENUMERATED {


ggsn


(1),


pDN-GW          (2),

    aGW 


(3),


trGW


(4),


mGW



(5),


...

}





FrameType ::= ENUMERATED

{

                ipFrame(0),

                               -- All headers are present

                udpFrame(1),

                               -- IP header is missing

                rtpFrame(2),

                               -- UDP and IP headers are missing

                audioFrame(3),

                               -- All headers are missing

                tcpFrame(4),

                               -- IP header is missing

                artificialRtpFrame(5),

                               -- UDP and IP headers are missing; artificial RTP frame has been added

                udptlFrame(6)

                               -- UDP and IP headers are missing

                ...,

}
CCprotocol ::= ENUMERATED

{

                rTP(0),

                               -- cCContents parameter contains RTP/RTCP packets

                mSRP(1),

                               -- cCContents parameter contains MSRP packets

                uDPTL(2)

                               -- cCContents parameter contains UDPTL packets

                ...,

}
This paper is to propose to ease the jobs of LEMF but at the same time by its structures gives a lot of flexibility to the manufacturer, and room of negotiation between LEA and CSP on the delivery of VoIP and some multimedia services (video call…). There are only options.

Such proposal could be handled through national parameters regulation. As this proposal is made on already existing and working IMS system at least in Europe, it may address issue that may exist outside of Europe.
Other elements that are not in this discussion paper but have to be discussed soon or during this meeting are how to enrich HI2/IRI:

· by the PANI header 
· by extract without modify the raw SIP invite message to complement the HI 2 by the SDP contents /supplementary info and probably for resilience issue to duplicate such SDP in HI3 at the same time, as it do exist also in ETSI VoIP standard. Such development may help the development of new VoLTE services that may use codec (some of them are not standardized as basic VoIP) that do change dynamically during the same call/session and HI2 is delivered sometime with delays…
Any proposals or comments are welcome. 
This paper is to check SA 3 LI’s OK to go on in the next meeting with a draft CR probably in the TS 33.108 with a paragraph in the core document and ASN.1 definitions in the annex. Few explanations could be added to TS 33.107.

