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*** FIRST MODIFICATION ***
[bookmark: _Toc350431990][bookmark: _Toc350432184]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
· For a specific reference, subsequent revisions do not apply.
· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	Void
[2]	ETSI ES 201 158 (V1.2.1 April 2002): "Lawful Interception; Requirements for network functions".
[3]	ETSI ES 201 671 (V3.1.1 May 2007): "Handover Interface for the lawful interception of telecommunications traffic".
[4]	Void
[5]	Void
[6]	Void
[7]	3GPP TS 33.106: "3G Security; Lawful Interception Requirements".
[8]	ANSI J-STD-025‑A (April 2003): "Lawfully Authorised Electronic Surveillance".
[9]	 VOID
[10]	3GPP TS 23.060: "General Packet Radio Service (GPRS); Service description".
[11]	3GPP TS 33.108: "3G Security; Handover interface for Lawful Interception".
[12]	 Void
[13]	3GPP TS 21.905: "Vocabulary for 3GPP Specifications".
[14]	3GPP TS 23.234: "3GPP system to Wireless Local Area Network (WLAN) Interworking; System Description".
[15]	3GPP TS 23.008: "Organization of subscriber data".
[16]	3GPP TS 29.234: "3GPP system to Wireless Local Area Network (WLAN) interworking; Stage 3".
[17]	3GPP TS 24.234: "3GPP system to Wireless Local Area Network (WLAN) interworking; User Equipment (UE) to network protocols; Stage 3".
[18]	IETF RFC 1122 (October 1989): "Requirements for Internet Hosts -- Communication Layers".
[19]	IETF RFC 1123 (October 1989): "Requirements for Internet Hosts -- Application and Support".
[20]	3GPP TS 23.246: "Multimedia Broadcast/Multicast Service (MBMS); Architecture and Functional Description".
[21]	3GPP TS 24.147: "Conferencing Using the IP Multimedia (IM) Core Network (CN) subsystem 3GPP Stage 3".
[22]	3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".
[23]	3GPP TS 23.402: "Architecture enhancements for non-3GPP accesses".
[24]	3GPP TS 29.273: "Evolved Packet System (EPS); 3GPP EPS AAA interfaces".
[25]	3GPP TS 33.328: "IP Multimedia Subsystem (IMS) media plane security".
[26]	3GPP TS 29.212: "Policy and Charging Control (PCC); Reference points".
[27]	Void
[28]	3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".
[29]	3GPP TS 33.210: "Network Domain Security (NDS); IP network layer security".
[30]	3GPP TS 23.272: " Circuit Switched (CS) fallback in Evolved Packet System (EPS); Stage 2"
[31]	3GPP TS 22.220: " Service Requirements for Home NodeBs and Home eNodeBs".
[32]	3GPP TS 36.300: "Evolved Universal Terrestrial Radio Access (E-UTRA) and Evolved Universal Terrestrial Radio Access Network  (E-UTRAN); Overall description; Stage 2".
[33]	3GPP TS 25.467: "UTRAN architecture for 3G Home Node B (HNB); Stage 2"
[34]	3GPP TS 33.320: "Security of Home Node B (HNB) / Home evolved Node B (HeNB) ".
[35]	3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)". 
[36]	IETF RFC 3966 (December 2004): "The Tel URILs for Telephone Numbers ". 
[37]	3GPP TS 29.060: "General Packet Radio Service (GPRS); GPRS Tunnelling Protocol (GTP) across the Gn and Gp interface". 
[38]	3GPP TS 29.274: "3GPP Evolved Packet System (EPS); Evolved General Packet Radio Service (GPRS) Tunnelling Protocol for Control plane (GTPv2-C); Stage 3".
[39]	IETF RFC 791: "Internet Protocol".
[40]	IETF RFC 2460: "Internet Protocol, Version 6 (IPv6) Specification".
[41]	IEFT RFC 3697: "IPv6 Flow Label Specification"
[42]		3GPP TS 29.334: "IMS Application Level Gateway (IMS-ALG) – IMS Access Gateway (IMS-AGW); Iq Interface (Stage 3)"
[43]	3GPP TS 23.228: "IP Multimedia Subsystem; Stage 2"
[44]	3GPP TS 23.203: "Policy Charging and Control Architecture"
 [45]	3GPP TS 23.237: "IP Multimedia Subsystem (IMS) Service Continuity; Stage 2"
 [46]	3GPP TS 29.162: "Interworking between IM CN subsystem and IP Networks"
[47]	3GPP TS 29.163:"Interworking between IP Multimedia Core Network (CN) subsystem and Circuit Switched (CS) Networks"
[48]	3GPP TS 23.334: "IP Multimedia Subsystem (IMS) Application Level Gateway (IMS-ALG) – IMS Access Gateway (IMS-AGW) interface: Procedures descriptions"
[xx]	3GPP TS 24.229:   “IP multimedia call control protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP); Stage 3”	Comment by Selvam: Where is this referenced below.
[yy]	3GPP TS 24.173:  “IMS multimedia telephony communication service and supplementary services; Stage 3”

*** NEXT MODIFICATION ***
X	Separated VoIP Interception and Delivery 
X.1 Background
This clause describes a Separated VoIP (SEV) interception and delivery solution. SEV includes any type of VoIP service provided by a service provider including Voice over LTE (VoLTE). It is a national option to require SEV interceptions.   For SEV interceptions, the network operator is required to isolate and deliver the results of a VoIP intercept separate from all other on-going service(s) which the target is using.
SEV interception includes the capability to intercept and deliver VoIP IRI, and if authorized, CC.  
The network elements that may be  involved with interception for VoIP include a VoIP based call/application server such as a Multimedia Telephony Application Server (MMTEL AS defined in 4.1A.2 of 3GPP TS 24.173 [yy]), the HSS as well as other network elements that are necessary to intercept the IRI and CC for a VoIP session. The system of network elements is collectively referred to as a VoIP platform in this specification.  The VoIP platform is involved in intercepting and delivering IRI for SEV sessions and related supplementary services.  The HSS is used to report a serving (evolved) packet system event.
Based on the lawful authorization and national requirements, a SEV intercept may need to be enabled.
Only the capabilities described in Clause X are to be reported for separated VoIP  interception and delivery (SEVID).  CC to be reported for a VoIP session is addressed in Clause X.3.
X.2 IRI for Separated VoIP Interception and Delivery
In addition to the reference configurations in Clause 4 applicable to UMTS and in Clause 12 applicable to EPS interception, the following figure contains the reference configuration applicable for the lawful interception in the VoIP Platform:
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Figure X.1:	VoIP Platform Intercept configuration

The following events are applicable to the SEVID:
Call Related Events:
-	Call Establishment;
-	Answer;
-	Release;
-  Media Modification and Address Reporting;
-  Subject Signal;
-  Network Signal.
-	Virtual Call Continuity
Supplementary Service Related Events:
-	Supplementary Service;
- Redirection;
Non Call Related Events:
-	Location Update; - Needs further study
-	Subscriber Controlled Input.  – Needs further study
-	IMS VoIP Registration/De-Registration

X.2.1 IRI for Separated VoIP Interception and Delivery
This clause identifies the information to be reported for each event as viewed by the VoIP Platform.

Table 1: Information Elements for VoIP Event records
	Observed MSISDN
	Target Identifier with the MSISDN of the target subscriber (monitored subscriber).

	Observed IMSI
	Target Identifier with the IMSI of the target subscriber (monitored subscriber).

	Observed IMEI
	Target Identifier with the IMEI of the target subscriber (monitored subscriber),
	It shall be checked for each call over the radio interface

	SIP URI
              Target Identifier with the SIP URI of the target subscriber (monitored subscriber).

	Tel URI
              Target Identifier with the Tel URI of the target subscriber (monitored subscriber).

	Observed IMPU
               IMS Public User identity (IMPU) of the target subscriber (monitored subscriber).  In some cases, this identity 
               may not be observed by the VoIP Platform. Also see Note 1.

	Observed IMPI
               IMS Private User identity (IMPI) of the target subscriber (monitored subscriber). In some cases, this identity 
               may not be observed by the VoIP Platform.  Also see Note 1.


	event type
	Description which type of event is delivered: Establishment, Answer, Supplementary service,
	Handover, Redirection, Release, Media Modification and Address Reporting, Subject Signal, Network 
              Signal,  Location update, Subscriber controlled input

	event date
	Date of the event generation in the VoIP Platform Node

	event time
	Time of the event generation in the VoIP Platform Node

	Input address information
	Target dialled or signalled address information before address modification, IN-modification etc.  May also 
               include subsequent translation input

	Connected party address
	Address of the answering party

	Calling party address
	Address of the party originating the call.  

	Called party address
              Address of the party intended to receive the call.  

	call direction
	Information if the monitored subscriber is calling or called e.g. MOC/MTC or originating/ terminating
	In or/out

	Correlation number
	Unique number for each call sent to the DF, to help the LEA, to have a correlation between each
	Call and the IRI

	Network Element Identifier
	Unique identifier for the element reporting the ICE.

	Location Information
	Location information is the service area identity and/or location area identity that is present at the EPS 
              Intercepting Node at the time of event record production. In some traffic cases the available location 
              information can be the one received from the MME, i.e. the Tracking Area Identity (TAI) and/or the E-UTRAN 
              Cell Global Identification (ECGI) as specified in the 3GPP TS 23.272 [30].

	basic service
	Information about Tele service or bearer service or media information.

	Supplementary service
	Supplementary services used by the target e.g. CF, CW, ECT

	Forwarded to address
	Forwarded to address for a call diversion service

	call release reason
	Call release reason of the target call

	SCI
	Non call related Subscriber Controlled Input (SCI) which the VoIP Platform receives from the ME

	Forked Calls
              Identifies the call legs and destinations for forked calls (e.g. forked INVITE)

	Transit Carrier ID
              Identifies the transit carrier who will attempt to connect the call from the target to the called party.

	Redirected From Party ID(s)
              Identifies the Party(ies) which invoked call redirection towards the target.  This is provided if available.

	Redirected To Party ID
              Identifies the Party to whom the call is being redirected by the target. 

	Visited System ID
              Identifies the system to which the call has been redirected, when a call to a target is redirected to another 
              carrier and the system identity of that carrier is known. Examples include:  “sip.provider.com”  and 
             “2025551234.”

	Contact Address(es)
              An address(es) signalled by a target to the other party or vice versa.

	Target Contact Address(es)
            An address(es) signalled by a target to the other party.

	Other Party Contact Address(es)
            An address(es) signalled by the other party to the target.

	Signalling Party ID
            Identifies the Target.

	Signalled To Party Id
            Identifies the Other Party (e.g., result of any final translation).

	User Signal
            Identifies the dialling or signalling by the intercept subject to control a feature or service.

	Refer
           Identifies any SIP Refer information that may be available.

	Network Signal
           Identifies the signal, tone or message initiated, generated or sent by the VoP network toward the target, 
           or the signal, tone or message reported to the VoP network as having been initiated, generated or
           sent toward the target.

	Request Identity
           Identifies an address registration or deregistration request within a system.

	Address Registration Type
           Indicates whether an address registration, address deregistration, or both were detected. 

	Registering Party Identity
           Identifies the party for whom address registration, deregistration, or both, are being attempted

	Requesting Party Identity
           Identifies the party requesting the address registration, deregistration, or both, when different from the 
           Registering Party Identity.

	Registrar Identity
           Identifies the registrar to which the address registration request, deregistration request, or both, are destined.

	Request Address Information
           Identifies the address information attempted to be registered, deregistered, or both, when present.

	Response Address Information
           Identifies the Address information included in the response to the attempt to register, deregister, or both 
           register and deregister address information, when present.

	Failure Reason
           Indicates the reason that an address registration, deregistration, or both, were unsuccessful, when the 
           registration, deregistration, or both are unsuccessful.

	Expiration Period
           Identifies the address-independent registration lifetime applicable to the registered addresses.

	Visited Network ID
           For IMS roaming scenarios, identifies the visited IMS network information.  Note that this is based on 
           P-Visited-Network-Id header of the SIP REGISTER message.



NOTE 1:	In most cases, either the IMPU or IMPI may be available, but not necessarily both.

X.2.1.1	Call Related events
X.2.1.1.1	Call establishment
For call establishment a call establishment-event is generated. This event is generated at the beginning of a call when the VoIP Platform receives a VoIP call request from a target or detects a VoIP call request intended for a target. This information will be delivered to the DF2 if available:

	Observed IMEI

	Observed SIP URI

	Observed Tel URI

	Observed IMPU(s) – Note that we need to decide whether multiple IMPUs are reported.

	Observed IMPI

	event type

	event date

	event time

	Called party address

	Calling party address

	Input address information

	call direction

	Correlation number 

	Redirected From Party ID(s)

	Network Element Identifier

	Location Information

	basic service

	Supplementary service

	Forked Calls

	Transit Carrier ID



X.2.1.1.2	Answer
If the called party answers, an answer- event is generated. This information will be delivered to the DF2 if available:

	Observed IMEI

	Observed SIP URI

	Observed Tel URI

	Observed IMPU

	Observed IMPI

	event type

	event date

	event time

	Called party address

	Calling party address

	Input address

	Connected party address

	call direction

	Correlation number

	Redirected From Party ID(s)

	Network Element Identifier

	Location Information

	basic service

	Supplementary service



X.2.1.1.3	Supplementary Services
For supplementary services events are generated with the information regarding which supplementary service is used e.g. Call Forwarding (CF), Call Waiting (CW), Explicit Call Transfer (ECT), Multi Party (MPTY), Call Hold and information correlated to the service like the forwarded to number. This information will be delivered to the DF2 if available:

	Observed IMEI

	Observed SIP URI

	Observed Tel URI

	Observed IMPU

	Observed IMPI

	event type

	event date

	event time

	Called party address

	Calling party address

	Input address

	call direction

	Correlation number

	Network Element Identifier

	Location Information

	basic service

	Supplementary service

	Forwarded to Address


X.2.1.1.5	Redirection
For the redirection of a target call, a redirection event with the following information is generated. This information will be delivered to the DF2 if available:

	Observed IMEI

	Observed SIP URI

	Observed Tel URI

	Observed IMPU

	Observed IMPI

	event type

	event date 

	event time

	Calling Party Address

	Called Party Address

	call direction

	Redirected From Party ID(s)

	Redirected To Party ID

	Transit Carrier ID

	Correlation number

	Network Element Identifier

	Location Information

	basic service – media information

	Visited System ID



X.2.1.1.6	Release
For the release or failed attempt of a target call, a release event with the following information is generated. This information will be delivered to the DF2 if available:

	Observed IMEI

	Observed SIP URI

	Observed Tel URI

	Observed IMPU

	Observed IMPI

	event type

	event date 

	event time

	Calling Party Address

	Called Party Address

	call direction

	Correlation number

	Network Element Identifier

	Location Information

	basic service

	call release reason

	Contact Address(es)






X.2.1.1.7 	Media Modification and Address Reporting
For the modification of media or exchange of address information between parties of a target call, a media modification and address reporting event with the following information is generated, if this information would not already be reported by another event. This information will be delivered to the DF2 if available:

	Observed IMEI

	Observed SIP URI

	Observed Tel URI

	Observed IMPU

	Observed IMPI

	event type

	event date 

	event time

	call direction

	Correlation number

	Network Element Identifier

	basic service

	Target Contact Address

	Other Party Contact Address



X.2.1.1.8	Subject Signal
When an intercept subject sends a signal to the network, a subject signal events with the following information is generated, if this information would not already be reported by another event. This information will be delivered to the DF2 if available:

	Observed IMEI

	Observed SIP URI

	Observed Tel URI

	Observed IMPU

	Observed IMPI

	event type

	event date 

	event time

	Signalling party ID

	Signalled party ID

	call direction

	Correlation number – Only included if Subject Signal is associated with a call.

	Network Element Identifier

	Input Address Information

	User Signal

	Refer



X.2.1.1.9	Network Signal
When a network signal is being sent to the intercept subject of a target call, a network signal event with the following information is generated, if this information would not already be reported by another event. This information will be delivered to the DF2 if available:

	Observed IMEI

	Observed SIP URI

	Observed Tel URI

	Observed IMPU

	Observed IMPI

	event type

	event date 

	event time

	Signalled-to party ID

	other party media information

	Correlation number – Only included if Network Signal is associated with a call.

	Network Element Identifier

	Network Signal

	Refer




X.2.1.2 Non Call Related events
X.2.1.2.1	Location update
For location updates a Location update-event is generated, with the new location information. This information will be delivered to the DF2 if available:

	Observed SIP URI

	Observed Tel URI

	Observed IMPU

	Observed IMPI

	event type

	event date

	event time

	Network Element Identifier

	Location Information



X.2.1.2.2	Subscriber Controlled Input (SCI)
SCI includes subscriber initiated changes in service activation and deactivation. SCI does not include any information available in the CC. For subscriber controlled inputs - a SCI-event is generated with information about the SCI. This information will be delivered to the DF2 if available:

	Observed SIP URI

	Observed Tel URI

	Observed IMPU

	Observed IMPI

	event type

	event date

	event time

	Network Element Identifier

	Location Information

	SCI



X.2.1.2.3	VoIP Service Registration/De-Registration
When the subject registers for VoIP service or deregisters, a VoIP service registration-event is generated, with the new registration information. This information will be delivered to the DF2 if available:

	Observed SIP URI

	Observed Tel URI

	Observed IMPU

	Observed IMPI

	event type

	event date

	event time

	Network Element Identifier

	Location Information

	Request Identity

	Address Registration Type

	Registering Party Identity

	Requesting Party Identity

	Registrar Identity

	Request Address Information

	Response Address Information

	Failure Reason

	Expiration Period

	Visited Network ID





X.2.2 UMTS-Specific IRI for Separated VoIP Interception and Delivery
In addition to the IRI events to be reported from the VoIP Platform, this clause identified the events to be reported from UMTS specific network elements.  
The following events are applicable to the HLR:
· Serving System.
HLR related events are defined in Clause 7.3.2.
X.2.3 EPS-Specific IRI for Separated VoIP Interception and Delivery
In addition to the IRI events to be reported from the VoIP Platform, this clause identified the events to be reported from EPS specific network elements.  
The following events are applicable to the HSS:
· Serving Evolved Packet System.
HSS related events are defined in Clause 12.2.3.8.
X.2.4 WLAN-I-Specific IRI for Separated VoIP Interception and Delivery
In addition to the IRI events to be reported from the VoIP Platform, this clause identifies the events to be reported from WLAN-I specific network elements.  
The following events are applicable to the HLR:
· Serving System.
HLR related events are defined in Clause 7.3.2.

X.3 Separated VoIP CC Interception and Delivery
Separated VoIP CC Interception and Delivery shall follow the requirements of Clause 15.


*** END OF MODIFICATIONS ***
