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1. Overall Description:

SA3-LI thanks RAN for the LS RP-132107. 

SA3-LI would like to provide to the following answer to the question from RAN, together with questions for SA2 and SA3 (note that following this discussion, SA3-LI also provides Law Enforcement Requirements for ProSe below):
[RAN question]: TSG RAN respectfully asks SA3-LI, SA3 and SA2 to provide a description of the aspects with potential impact to RAN of the solutions being developed which enable lawful interception and data retention, in order to allow RAN to assess the impact over E-UTRAN.
[SA3-LI answer]: 
SA3-LI has listed below the five areas that SA2 has listed as prioritised components in their reply LS S2-140494, and would like to provide additional information on associated requirements. About RAN’s question, SA3-LI did not identify any clear RAN impact for the first three areas although the work is not completed. For the last two areas, SA3-LI was not able to draw any conclusion on the RAN impact yet as they have not yet progressed enough related discussions to decide:
· 1: direct discovery:
SA3-LI understood that this relates to the commercial case of direct discovery (not Public Safety).

SA3-LI acknowledge the requirement for LI for this area.

· 2: EPC-level discovery:
SA3-LI acknowledge the requirement to have knowledge of attempted/successful/unsuccessful contact at EPC-level ,. Note that if location information about the target is available within the ProSe system, this should be available for lawful interception reporting.
· 3: ProSe assisted interworking with WiFi-direct:
Additional requirement: For Wifi  direct mode, LI will require the network to be able to disable that for target UEs, or the network will need to provide a mechanism to capture the direct mode communication between UEs via RAN monitoring solutions (detection).

When the user is told there is a Wifi direct, since it still has ProSe service running, operators need to be aware of what is happening with the Wifi direct for billing services.

· 4: Communication using ProSe UE-to-Network Relays, applicable to Public Safety UEs only:

In order to help SA3-LI develop a LI solution, SA3-LI would like to ask SA2 if the proposed Relay solution currently supports a method for any of the S-GW, P-GW, MME or ProSe Function to obtain the identity of the UE attached to the relay node. Furthermore if not, does SA2 believe that is possible for these networks elements to be provided with this information, whether by pre-existing signaling or new signaling ?
· 5: One-to-many communication "in or out of coverage", applicable to Public Safety UEs only

· SA3-LI are considering the interception of ProSe PS one-to-many communication and the following issue was raised. Suppose that not all of the one-to-many communication is intercepted, would it be possible to calculate the session key(s) that are being used to protect the communication ?

Law Enforcement Requirements for ProSe
Introduction

SA3LI has discussed the currently available information on ProSe in relation with Lawful Interception (LI) and Data Retention (DR) requirements. Detailed requirements for LI can be found in 3GPP TS 33.106.  SA3LI does formally not deal with DR (this is mainly a European requirement). In it’s close relation with ETSI, SA3LI is able to give guidance on this issue. Please find below a summarised version of the requirements with projections on some of the ProSe events presented at the last SA3LI.

General requirements 
The general requirement for LI is to get related to a specific target  all the content of communication (CC) and the intercept related information (IRI). In general the CC will consist of all the communication to and from the target  or associated with the target (if forwarded or rerouted). The IRI will consist of the addresses or identities of the parties related to the communication, information on the type of communication (voice, data, message, etc.) and the status of the communication (start, update, change, end, etc.). Location of the target (as available  to the network) will be delivered associated with service events (log on/of, telecommunication sessions or attempts ). All LI events will be accompanied by a timestamp.

Associated requirements are that the LI is not noticeable by the target or other users or no authorized staff of the CSP. The product shall be delivered en clair (network provided encryption removed) or in some jurisdictions with encrypted contents with all the elements to decrypt such content (keys, etc.)  to lets the LEA to process the decryption . The information shall be delivered immediately (without unnecessary delay). No content shall to be stored  or processed by the CSP, except decryption


In General LI will consist of copies of information already available in the systems. National regulation may request also IRI only (copy  and delivery of any signalling  without any contents in it)

The DR requirements in general require (information similar to IRI), information processed in the system for business purposes, to be logged for all users of the system. The result typically consists of addresses/identities associated with service events, communication type information, location information and timestamps. In order to fulfil security requirements required by national regulation such information shall be stored for a limited time only.

ProSe specific examples
Direct discovery: 
For LI and DR it will be required to be reported when a target user utilizes ProSe discovery to discover another user or the system is aware of another user discovering the target user.  . For LI the identities of the associated users have to be reported. For in-network discovery, it appears that the needed information may be available in the ProSe Function.
EPC level discovery:
For EPC discovery the location, identities , RAT information, and timestamp information will be reported for discovery events involving the target user. For in-network discovery, it appears that the needed information may be available in the ProSe Function.
Out of network discovery
For out of network discovery (currently for public safety only), it is not clear where in the network this information will be available.  If not available, SA3-LI would kindly request SA2 (& others) to take into account in the work on the ProSe Discovery functionality the need to support the ability of the network operator/core network to make available ProSe Discovery event information for LI purposes. 
ProSe DM communication
Depending on national regulations the ProSe DM communication in dedicated public safety spectrum, for LI, has to be fully monitored, or can be done without any LI. If DM is done in the licenced spectrum of the 3GPP CSP, monitoring of the DM e.g. by a base station, where possible, is expected depending of national law. 
If ProSe communications is available in the network, then it is expected that LI can be addressed.  If ProSe communications is not available in the network, SA3-LI would kindly request SA2 (& others) to take into account in the work on the ProSe DM Communications  functionality the need to support the ability of the network operator/core network to make available ProSe Communications information for LI purposes. 
ProSe assisted interworking with WiFi-direct
Depending on national regulations the ProSe assistance to unlicenced spectrum is (1) not allowed, or (2) for LI has to be fully monitored, or  (3)can be done without any LI in the unlicenced spectrum. The first and third one seem to have no impact on ProSe.
If LI has to be fully monitored, it is expected that the communications will be available to the network operator/core network for LI purposes.  If not available in the network, SA3-LI would kindly request SA2 (& others) to take into account in the work on the ProSe assisted WiFi Direct  functionality the need to support the ability of the network operator/core network to make available ProSe Communications information for LI purposes.

ProSe relay
It is assumed that if a relay function is used, the user identities (including the UE behind the relay as well as the relay)  or information requested for direct access (location...), will be available in the network for LI and DR. 

Relation with ProSe  Public Safety needs It is a known basic requirement for public safety due to national regulations/requirements to have all the metadata and content of their users to be logged and being available for their dispatch centres.
Although the primary focus of SA3LI is on individual users there is a general LI requirement also for public safety systems. In general this is a more internal business driven requirement. The business  requirements are commonly in line with the LI & DR general requirements for individual users..


2. Actions:

To TSG RAN.

ACTION: 
Please take the above information into account.
To TSG SA2.

ACTION: 
Please take the above information into account and see question for SA2 on Relay solution.

To TSG SA3.

ACTION: 
Please take the above information into account see question for SA3 on interception of ProSe PS one-to-many communication.
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