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Abstract of the contribution: This contribution provides an update of the work in SA2 on ProSe and proposes some responses to S3LI14-003.
Discussion 
SA2 are now starting to get some agreements on the scope of the ProSe work for Rel-12 and also the architecture and flows needed for that work. The aim of this contribution is to provide a high level overview of this work in SA2 and draw some conclusions from this that are necessary to respond to the incoming LS from RAN plenary on LI for ProSe.

The contribution does not try to draw conclusion on what LI functions are needed or exactly how to perform such functions. In their response to the LS from RAN plenary (SA3LI14_016), SA2 list the following areas as the ones that are considered in Rel-12:

-
direct discovery 

-
EPC-level discovery 

-
ProSe assisted interworking with WiFi-direct 

-
communication using ProSe UE-to-Network Relays, applicable to Public Safety UEs only

-
one-to-many communication "in or out of coverage", applicable to Public Safety UEs only

We consider each of these areas in turn in order to give a brief overview of the agreed architecture and flows in SA2.
Direct Discovery

TThe SA2 agreements on this are described in Annex L of the latest version of TR 23.703 (and were agreed in S3-140520).They will be moved to the TS 23.303 at the next SA2 meeting. The following is a high level summary of the discovery procedures.
The introduction (which is copied below with slight modification to reflect the agreements at the meeting) to the S3-140520 provides a good overview of the agreed discovery solution.
“The basic principles of this solution that is based on the conclusions  are as follows: 

1. Authorization procedure: The UE contacting the ProSe function(s) in order to obtain authorisation to use direct discovery in the various PLMNs. This step also includes the ability for the network to revoke authorisation via a push message. The proposed protocol for this is OMA DM.

2. Discovery Request procedure: This allows an announcing and monitoring UE to obtain the necessary configuration information to announce a code or monitor for codes on a particular PLMN. Among other things, the configuration information includes the codes to be announced or monitored for.

3. Discovery over the air (PC5) procedure: The codes are announced by the announcing UE and received by the monitoring UE. Details of the over the air transmission are defined in RAN WGs.

4. Discovery Match procedure: This allows a code received by the monitoring UE to be checked and confirmed by the network. As part of this procedure, the network can also provide the UE with meta-data corresponding to the received code.”

Looking at clause 5.3.1 (copied below) of the pCR in S2-14520, we see the above procedures described in flows:

5.3.1
Overall procedure for direct discovery


[image: image1.emf]UE

ProSe

Function

HPLMN

ProSe

Function(s)

Other PLMNs (VPLMN or local) 1. Service authorisation

2a. Discovery Request (announce)

2b. Discovery Request (monitor)

4b. Match report

3a. Discovery 

announce on PC5

3b. Discovery 

monitor on PC5

For the announcing UE

For the monitoring UE


Figure 5.3.1-1: Overall procedure for direct discovery

1. Service authorisation for ProSe direct services is performed for direct discovery as defined in clause 5.2, and 4.5.1.

If the UE is authorised to announce: 

2a. When the UE is triggered to announce then it sends a discovery request for announcing to the ProSe Function in HPLMN as defined in clauses 5.3.2.1 and 5.3.2.2.

3a. If the request is successful and is provided with ProSe Application Code then it starts announcing on PC5 interface. 

NOTE : More details on the Access Stratum protocol of this step are provided in RAN specifications.

If the UE is authorised to monitor: 

2b. When the UE is triggered to monitor, it sends a discovery request for monitoring to the ProSe Function as defined in clauses 5.3.2.3 and 5.3.2.4.

3b. If the request is successful and the UE is provided with a Discovery Filter consisting of ProSe Application Code(s) or mask(s) starts monitoring for ProSe Application Codes on PC5 interface.

NOTE: More details on the Access Stratum protocol of this step are provided in RAN specifications.

4b. When the UE detects that one or more ProSe Application Code(s) that match the filter, it reports the ProSe Application Code(s) to the ProSe Function as defined in clause 5.3.3.

In the following sections non roaming direct discovery procedures cover the case where both the HPLMN of "announcing UE" and "monitoring UE" are from the same country. Roaming direct discovery procedures cover the cases that either the "announcing UE" or "roaming UE" or both are roaming in a different country.
From the above flows it is clear that the ProSe function in the network is aware of all the details of what a UE can announce, monitor for and any successful matches. This leads us to the conclusion that if LI is needed for discovery, then all the relevant information is available in the ProSe functions and hence it is possible to respond to the RAN LS that nothing extra is needed at the RAN layer for LI of discovery. 
EPC-level discovery
The SA2 agreements on this are described on Annex I of TR 23.703. The overall flow for this is given in “clause 5.X.1” of Annex I and copied below:

5.x.2
Overall call flow for EPC-level ProSe discovery

The overall call flow for EPC-level ProSe discovery and optional EPC support for WLAN direct discovery and communication is illustrated in Figure 5.x.2-1. Each procedural box is subsequently described in more detail as a separate call flow.
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Figure 5.x.2-1: Overall call flow for EPC-level ProSe discovery and optional EPC support for WLAN direct discovery and communication

1.
UEs perform UE registration for ProSe with the ProSe Function residing in their respective Home PLMNs;

2.
UEs perform application registration for ProSe with the ProSe Function residing in their respective Home PLMNs;

3.
UE A makes a proximity request for UE B, i.e. requests that it be alerted for proximity with UE B (possibly indicating a window of time during which the request is valid). In response, ProSe Function A requests location updates for UE A and UE B. These location updates can be periodic, based on a trigger, or a combination of both. To request location updates for UE A, ProSe Function A contacts SUPL Location Platform (SLP) A. To request location updates for UE B, ProSe Function A contacts ProSe Function B, which requests location updates for UE B from SLP B;

4.
The UEs' locations are reported to their respective ProSe Functions intermittently. ProSe Function B forwards UE B's location updates to ProSe Function A based on the conditions set by ProSe Function A. Whenever ProSe Function A receives location updates for UE A and/or UE B, it performs proximity analysis on UE A and UE B's locations;

5.
When ProSe Function A detects that the UEs are in proximity, it informs UE A that UE B is in proximity and (optionally) provides UE A with assistance information for WLAN direct discovery and communication with UE B. ProSe Function A also informs ProSe Function B, which in turn informs UE B of the detected proximity and (optionally) provides UE B with assistance information for WLAN direct discovery and communication with UE A.

The EPC level discovery procedures happen on the user plane and all the information is available in the network, so there is no LI affect on the RAN layer.
ProSe assisted interworking with WiFi-direct

The SA2 agreements on this are described on Annex H of TS 23.703. The overall flow for this is given in “clause 5.X.1” of Annex H and copied below:
5.x.1
General

The EPC network may decide to enable two or more ProSe-enabled WLAN-capable UEs to directly communicate using WLAN technology. This decision can be taken, for example, when the EPC network supports EPC-level ProSe discovery and becomes aware that two or more UEs are in close proximity, when the EPC network knows that UE-A requests to communicate with UE-B which is in close proximity of UE-A, etc.

Figure 5.x.1-1 shows how the EPC network enables UE-A and UE-B to directly communicate in WLAN direct mode. This is accomplished by triggering the two UEs to establish a WLAN direct group (e.g. like the Peer-to-Peer Group specified in [x]) and providing them with assistance information which enables the EPC network to control and to expedite the establishment of the WLAN direct group.

With the procedure shown in Figure 5.x.1-1 the EPC network can (i) control when a WLAN direct group can be established, (ii) authorize the UEs that can become members of this group (and thus communicate with each other in WLAN direct mode) and (iii) control the operating parameters of the WLAN direct group e.g. the SSID, the security keys, etc. (more details are provided in Annex X).

NOTE 1:
When the WLAN direct discovery and communication is based on the Wi-Fi Peer-to-Peer (P2P) specification [x], a WLAN direct group is autonomously established by one or more UEs without any network involvement. However, with the procedure shown in Figure 4.x.1-1 it is the EPC network that can authorize and trigger the establishment of WLAN direct groups.
The ProSe Function shown in Figure 5.x.1-1 is the network function that triggers and controls the establishment of a WLAN direct group between one or more UEs.
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Figure 5.x.1-1: Signalling flow for EPC support for WLAN direct communication

1.
The ProSe Function decides to trigger UE-A and UE-B to establish a WLAN direct group under the control of the network.

2.
The ProSe Function sends a WLAN Direct Group Setup Request (Assistance Information) to UE-A. The Assistance Information is a set of parameters which can expedite the establishment of the WLAN direct group and enables the EPC network to control the operating parameters of the WLAN direct group. The Assistance Information content depends on the WLAN technology and is further described in Annex X. If UE-A accepts the request and the offered Assistance Information, it responds with a WLAN Direct Group Setup Response. This response may include parameters for the WLAN direct group proposed by UE-A (e.g. an operating channel).

NOTE 2:
When EPC support for WLAN direct discovery and communication is used in conjunction with EPC-level discovery, the assistance information for WLAN direct discovery and communication is provided as part of the Proximity Alert procedure.
3.
The ProSe Function sends also a WLAN Direct Group Setup Request (Assistance Information) to UE-B. The Assistance Information in the request may take into account the parameters proposed by UE-A in step 1b.

4.
The two UEs establish a WLAN direct group and may start communicating in WLAN direct mode.

NOTE 3:
In this release of the specification it is assumed that UE-A and UE-B are controlled by the same ProSe Function.
The Wi-Fi direct procedures happen on the user plane and all the information is available in the network, so there is no LI affect on the RAN layer.

Communication using ProSe UE-to-Network Relays

This is applicable to Public Safety UEs only. The SA2 agreements on this are described in Annex K of the latest version of TR23.703 (and were agreed in S3-140567).  The overall architecture for relays is given in “clause 4.4.3” of Annex K and copied below:
4.4.3
ProSe UE-to-Network Relay

ProSe UE-to-Network Relay provides the functionality to provide connectivity for "unicast" services to Public Safety UEs that are not "served by E-UTRAN".
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Figure 4.4.3-1: ProSe UE-to-Network Relay

The ProSe UE-to-Network Relay needs to relay the unicast traffic in the UL and DL between a UE that connects to the Relay and the network. The relay is therefore a generic function that can relay any type of traffic that is relevant for public safety communication.

NOTE: There is no support for relaying eMBMS traffic from Uu interface to PC5 in this release of the specification.

Un-optimised one-to-one direct communication with ProSe UE-to-Network Relays has the following characteristics: 

-
Communication with ProSe UE-to-Network Relays is connectionless. 

-
ProSe Direct discovery following model A or model B can be used in order to allow the remote UE to select a ProSe UE-to-Network Relay.

-
ProSe Direct discovery can be used in order to allow the remote UE to discover the ProSe UE ID of the ProSe UE-to-Network Relay. 

-
ProSe Direct discovery can be used in order to allow the remote UE to discover L2 link layer address of the ProSe UE-to-Network Relay to be used by the remote UE for IP address allocation signalling and user plane traffic corresponding to a specific PDN connection supported by the ProSe UE-to-Network Relay.

-
ProSe Bearers are bi-directional. IP packets passed to the radio layer on a given radio bearer will be transmitted by the physical layer with the associated L2 destination address. Packets passed up from the radio layer on the same radio bearer will have been received over the air addressed to the same L2 destination.

The ProSe UE-to-Network Relay includes the following functions: 

- Acts as an "announcing" or "discoveree" UE on the PC5 performing direct discovery.

- Acts as a default router to the remote UE forwarding IP packets between the UE-ProSe UE-to-Network Relay point-to-point link and the corresponding PDN connection. 

- Handles Router Solicitation and Router Advertisement messages as defined in RFC 4861[x7].

- Acts as DHCPv4 and DHCPv6 Proxy or Server.

Editor's Note: Procedures for ProSe UE-to-Network Relay using DHCPv4 or DHCPv6 proxy are FFS.

- Acts as a NAT if IPv4 is used replacing the locally assigned IPv4 address of the remote UE with its own.

- Maps the L2 link ID used by the remote UE as Destination Layer-2 ID to the corresponding PDN connection supported by the UE-to-Network Relay UE.

NOTE: The aspects of the point-to-point link are defined in RAN specifications.
The IPv6 flows of how the UE connects to the relay is given below (from “clause 5.4.3.1” of Annex K)
5.4.3.1
IPv6 Stateless Address auto-configuration
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Figure 5.4.3.1-1: Direct communication via ProSe UE-to-Network Relay (IPv6 prefix allocation)

1. The ProSe UE-to-Network Relay attaches to the network and obtains IPv6 prefix from the network. It may optionally in addition establish an additional number of PDN connections. 

2. The ProSe UE-to-Network Relay following model A or model B discovery can provide information assisting the remote UE to perform "relay selection" e.g. if more than one relays announces in proximity. The ProSe UE-to-Network Relay also indicates whether it supports the ability to receive signalling from the remote UE.

Editor's Note:  It is FFS whether there is a need for control plane signalling between the remote UE and ProSe UE-to-Network Relay in order to establish a security association between the remote UE and the ProSe UE-to-Network Relay.

3. The remote UE uses the received relay selection information to select the UE-to-Network Relay and the PDN connection it wants to connect. 

4. If the PDN type associated with the PDN connection is IPv4v6 or IPv6 and the remote UE is configured to perform IPv6 Stateless Address auto-configuration, the remote UE shall send a Router Solicitation message to the network to the Layer-2 link ID of the Relay corresponding to the PDN connection the remote UE has selected, in order to solicit a Router Advertisement message. The message is sent using as Destination Layer-2 Address the ProSe UE ID of the ProSe UE-to-Network Relay discovered in step 2. 
5.  Upon receiving the Route Solicitation message from the UE the ProSe UE-to-Network Relay shall send an IPv6 Router Advertisement message as specified in IETF RFC 4862 [x3] to the UE for PDN connection type IPv4v6 or IPv6 (i.e. the ProSe UE-to-Network Relay acts as an advertising interface as specified in IETF RFC 4861 [x7] for the PDN connection type IPv4v6 or IPv6). The Router Advertisement messages shall contain the assigned IPv6 prefix received during the establishment of the PDN connection selected by the remote UE. After the remote UE receives the Router Advertisement message, it constructs a full IPv6 address via IPv6 Stateless Address auto-configuration in accordance with IETF RFC 4862 [x3]. However, the remote UE shall not use any identifiers defined in TS 23.003 [x9] as the basis for generating the interface identifier. For privacy, the remote UE may change the interface identifier used to generate the full IPv6 address, as defined in TS 23.221 [x8] without involving the network. The remote UE shall use the auto-configured IPv6 address while sending packets in this implicitly created PDN connection.
In addition to these procedures, SA3 are working on how to secure (including authentication) the interface between the UE and relay. If LI is necessary for this case, then the relay will be aware of the UE attached to it and the IP address that the UE is using. The open issue is then how the LI functions gets hold of this information from the relay and hence does not affect the RAN work.  

One-to-many communication "in or out of coverage"

This is applicable to Public Safety UEs only. The SA2 agreements on this are described in Annex J of the latest version of TR23.703 (and were agreed in S3-140xxx).  The high level description for one-to-may communications is given in “clause 4.1.2” of Annex J and copied below:
4.1.2
Direct communication one-to-many (decentralised mode)

Direct communication one-many (decentralised mode) is applicable to Public Safety UEs only and can apply when the UE is served by E-UTRA or not, if authorised.

Direct communication one-many (decentralised mode) has the following characteristics:

-
One-to-many communication decentralised mode is connectionless. Thus there is no over PC5 control plane signalling. 

-
There is no QoS support apart from priority handling.

-
The user plane interface to the D2D radio layer is IP packets carried over radio bearers.

-
Members of a group share a secret from which a group security key may be derived to encrypt all user data for that group.  Only group members will be able to decrypt the user data as only they will possess the group secret.

-
Authorisation for Direct communication one-to-many (decentralised mode) is pre-configured in the UE by the ProSe Function using PC3c reference point.

-
ProSe UE configuration parameters (e.g. including ProSe Group IP multicast addresses, ProSe Group IDs, Group security material, radio related parameters) are be pre-configured in the UE, as defined by procedures defined in this document.
The flows for communicating UEs are given below (from “clause 5.4” of Annex J)
5.4

Procedures for direct communication

5.4.1
Direct communication one-to-many (decentralized mode) transmitter

This procedure is applicable to authorized ProSe-enabled Public Safety UEs that are authorised to transmit.
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Figure 5.4.1-1: Direct one-to-many communication (decentralised mode) transmitter

1.
UE is configured with the related information for one-to-many communication as defined in clause 4.5.1.1.1.2.2. The UE obtains the necessary group context (ProSe Layer-2 Group ID, ProSe Group IP multicast address) to transmit IP-layer transport of data, and also the radio resource used for the direct communication. 

2.
The originating UE finds the appropriate radio resource to conduct one-to-many communication. If the UE is "served by E-UTRA" it always uses the resources signalled from the network. If the UE is not "served by E-UTRA" it uses the appropriate radio resources for this purpose. 

NOTE: More details about step 2 to be defined in RAN WGs.

3.
The originating UE sends the IP data to the IP multicast address, and the ProSe Layer-2 Group ID as Destination Layer-2 ID.

5.4.2
Direct communication one-to-many (decentralized mode) receiver

This procedure is only applicable to authorized ProSe-enabled Public Safety UEs that are authorised to receive.
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Figure 5.4.2-1: Direct one-to-many communication (decentralised mode) receiver

1.
UE is configured with the related information for one-to-many communication as defined in clause 4.5.1.1.1.2.2. The UE obtains the necessary group context (ProSe Layer-2 Group ID, Group IP multicast address) to receive IP-layer transport of data, and also the radio resource used for the direct communication. 

2.
The receiving UE finds the appropriate radio resource to conduct one-to-many communication. If the UE is "served by E-UTRA" it always uses the resources signalled from the network. If the UE is not "served by E-UTRA" it uses the appropriate radio resources for this purpose. 

NOTE: More details about step 2 to be defined in RAN WGs.
If it is necessary to provide LI in this case, the only possibility seems to be to have some “LI-entity” which acts like a receiving UE and can receive the transmission that need to be intercepted. Another option, not mutually exclusive, is when required to disable use of ProSe communication 1-many when the UEs are “served by E-UTRAN” e.g. through a configuration element provided by the ProSe Function. In that case the UEs can make use of GCSE_LTE which (presumably) will provide capability for LI in GCSE AS. Neither of this solutions affect the RAN work. 
Proposal 

It proposed that SA3-LI agree the following response to the LS from RAN plenary:

Title:
Reply LS on ProSe Lawful Interception 

Response to:
SA3LI14_003 =( RP-132107)
Source:
SA3-LI
To:
TSG RAN 

Cc:
SA3, SA2, RAN1,RAN2, RAN3, SA, SA1
Contact Person:


Name:


Tel. Number:


E-mail Address:


Attachments:
None

1. Overall Description:

SA3-LI thanks RAN for the LS SA3LI14_003/RP-132107. 

SA3-LI would like to provide to the following answer to the question from RAN: 

[RAN question]: TSG RAN respectfully asks SA3-LI, SA3 and SA2 to provide a description of the aspects with potential impact to RAN of the solutions being developed which enable lawful interception and data retention, in order to allow RAN to assess the impact over E-UTRAN.

[SA3-LI answer]: SA3-LI have considered the LI impacts of the areas under consideration in SA2 (see S2-140494, the reply LS from SA2) and have found no LI impacts to RAN from these areas.
2. Actions:

To TSG RAN.

ACTION: 
Please take the above information into account

