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1. Introduction

The 3GPP SA2 work on ProSe is progressing and stabilizing.  Hence this is a good time for SA3-LI to review and provide input to SA2 on any needed/missing LI related requirements and support functionality in ProSe prior to the final architecture determination.

From the SA2 discussions, OTD suggest that there are two specific areas that require SA3-LI input:

1. Help SA2 understand that target communications must be identified and associated w/the target.  This will help clarify what SA2 needs to consider/design for the UE-Network relay capability being developed,  and 

2. Asking SA2 to consider/develop mechanisms to make ProSe direct communications to/from the target (and the associated signaling) available in the network for LI (and other) purposes.   These mechanisms can be toggled (enabled/disabled per target and, if possible, per service) and should be designed as undetectable as possible (i.e., SA3-LI recommend a generic/multipurpose mechanism to minimize LI detection). 
In the current draft TR for ProSe, SA2 has not yet added an ability to identify the remote UE when a UE-Network relay is used.  The remote UE is the UE behind the relay UE (i.e., the connectivity path is:  Remote UE-Relay UE-eNodeB).  According to third paragraph of Clause 5.1.2 of 3GPP TS 33.106, this capability is a requirement:

For interception, there needs to be a means of identifying the target, correspondent and initiator of the communication.  Target identities used for interception for each domain and service are found in TS 33.107 [9] and TS 33.108 [10]. 

Not being able to separately identify the traffic from the Remote UE from the Relay UE in the network will obviously cause problems from an LI and privacy perspective.  Additionally, national regulations may require strict user identification regarding spectrum use to satisfy licensing agreements.  Hence SA3-LI should inform SA2 of the basic requirement from TS 33.106 regarding the need to be able to identify the target of interception in the network.

LI solutions developed in SA3-LI rely on having communications and associated signaling of a target of interception available in the network.  With ProSe direct communications, the ability of LE to perform interception will be severely hampered if the network is unable to access the communications and signaling.  Consequently, OTD is recommending that SA3-LI request SA2 to consider developing generic mechanisms for allowing the communications and associated signaling to be made available to the network, and to provide SA2 with the EPS nodes where LI can currently be performed (e.g., MME, PDN-GW, S-GW, HSS).  This would provide SA2 with the information on what nodes might be “easier” for them to route the signalling and communications. If the existing EPS LI Nodes are not sufficient, SA3-LI can consider the ProSe Function for LI purposes if that is more suitable.
2. Proposal

Review and include the following material in a liaison to the February 2014 SA2 meeting.   
SA3-LI would like SA2 to take the following into account for ProSe-based services:
1. For Lawful Interception purposes, target communications must be identified and associated w/the target.  Specifically in the case of UE-Network relay, the ability to separately identify the remote UE versus relay UE is critical in correctly identifying the target of communications.  and 

2. Consider developing mechanisms to enable direct communications to/from the target (and the associated signaling) to be made available in the network for LI (and other) purposes.   These mechanisms can be toggled (enabled/disabled per target and, if possible, per service) and should be designed as undetectable as possible (i.e., SA3-LI recommend a generic/multipurpose mechanism to minimize LI detection). According to 3GPP TS 33.107, the following EPS nodes can provide LI functionality:  S-GW, P-GW, and MME.  If needed, the ProSe Function can also be considered for LI purposes. 
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