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Lawful Interception for IMS-based VoIP 

Drawn by N. Rao 

• The 3GPP TS 33.107 defines the LI capabilities for IMS as: 
- P-CSCF & S-CSCF to provide the Interception IRI 
- Packet Core Network node (aka IP-CAN) to provide the interception of packet data through a separate activation and invocation.   

• For lawful interception of IMS-based VoIP calls, the IRI  is to be derived from the call control related signaling messages & the CC is to 
be derived from the media transmitted between the parties involved in a call.   

• In an IMS-based VoIP network, the network nodes that provide the call control related signaling functions can be different from the 
network nodes that provide the media transmission.  

• IRI Interception: The network node that intercepts the IRI should be on the signaling path of an intercepted call. 
- S-CSCF of Target handles call control related signaling and stays on the signaling path for all calls.  
- Therefore, the S-CSCF can provide the IRI interception for all calls including the redirected and transferred calls. 
- P-CSCF provides the IRI interception in a visited CSP for IMS roaming scenario. Since the feature control is not done in the visited TSP, this must 

be okay.    
- But, S-CSCF/P-CSCF based interception method intercepts all SIP messages sent to and from the Target. The interception of voice-specific 

services may require an voice-specific Application Server to provide the interception of IRI.  
• CC Interception:  The network node that intercepts the CC should be on the media path of an intercepted call. 

- IP-CAN associated with the Target  is on the media path as long as the Target is on the media path.  
- But, the Target  may not be on the media path for redirected or transferred calls; hence IP-CAN associated with the Target can not provide the CC 

interception for  redirected and transferred calls (in simple language: IP-CAN cannot provide CC interception for all calls).   
- This leads to a situation where CC may not always be delivered to the LEA for some call cases  based on the existing Standards.  
- In other words, depending on the call scenarios, additional nodes to provide the CC interception may have to determined dynamically, during an 

intercepted call.     
- This dynamic determination and activation together with a need to have a method to correlate the CC and IRI an intercept trigger is needed  from 

the node that controls the call to the node that provides the actual CC interception.  
•   
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Originating Calls 
Intercept Subject: Originating Party 
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IP-CAN Providing the CC Interception 
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IMS-AGW Providing the CC Interception 
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Called Party in CS Domain 
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IMS Call Party in another TSP 
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Called Party has Call Forwarding 
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IMS Roaming Called Party 
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Terminating Calls 
Intercept Subject: Terminating Party 
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IP-CAN Providing the CC Interception 
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IMS-AGW Providing the CC Interception 
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Calling Party is from CS Domain 
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Calling IMS User is from another TSP 
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IMS Roaming Calling Party 
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Call Forwarding 
Intercept Subject: Called Party who has the call forwarding active 
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Intra-TSP Call Forwarding: CC Interception at IP-CAN   
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Intra-TSP Call Forwarding:  CC Interception at IMS-AGW   
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Inter-TSP Call Forwarding: IMS(intra-TSP) to-IMS-to-CS(inter-TSP)  
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Inter-TSP Call Forwarding: IMS(intra-TSP)-to-IMS-to-IMS(inter-TSP) 
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Inter-TSP Call Forwarding: CS(inter-TSP)-to-IMS-to-CS(inter-TSP) 
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Inter-TSP Call Forwarding: IMS(inter-TSP)-to-IMS-to-CS(inter-TSP) 
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Inter-TSP Call Forwarding: IMS(inter-TSP)-to-IMS-to-IMS(inter-TSP) 
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Inter-TSP Call Forwarding: CS(inter-TSP)-to-IMS-to-IMS(inter-TSP) 



25 1/28/2014 
Drawn by N. Rao 

Intra-TSP Call Forwarding: IMS (IMS Roaming)-to-IMS-to-IMS (intra-CSP) 
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Inter-TSP Call Forwarding: IMS(IMS Roaming)-to-IMS-to-IMS(inter-TSP) 
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Inter-TSP Call Forwarding: IMS(IMS Roaming)-to-IMS-to-CS(inter-TSP) 
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IMS Roaming 
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Call Origination from IMS Roaming Intercept Subject 
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Call Termination to IMS Roaming Intercept Subject 
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Call Forwarding to an IMS Roaming Forward-to-Party 
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Call Origination from IMS Roaming Intercept Subject to an IMS Roaming User 
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Call Origination from IMS Roaming User to IMS Roaming Intercept Subject 
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Visited TSP, IMS Roaming 
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Call Origination from Intercept Subject: IP-CAN Provides the CC Interception 
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Call Origination from Intercept Subject: IMS-AGW Provides the CC Interception 
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Call Termination to Intercept Subject: IP-CAN Provides the CC Interception 
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Call Termination to Intercept Subject: IMS-AGW Provides the CC Interception 
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Problematic Scenarios 
- if a network deployment has such a configuration 
- should be discouraged from implementing. 
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Call Origination from IMS Roaming Intercept Subject to IMS Roaming User 
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Voice media is not 
reasonably available 

in Home TSP’s 
network 
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Inter-TSP Call Forwarding: IMS (inter-TSP)-to-IMS-to-IMS (inter-TSP) 
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Voice media is not 
reasonably available 

in Home TSP’s 
network 
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Inter-TSP Call Forwarding: IMS(intra-TSP)-to-IMS-to-IMS(inter-TSP) 
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Inter-TSP Call Forwarding: CS(inter-TSP)-to-IMS-to-IMS(inter-TSP) 
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Inter-TSP Call Forwarding: IMS(IMS Roaming)-to-IMS-to-IMS(inter-TSP) 
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Voice media is not 
reasonably available 

in Home TSP’s 
network 
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Conclusion 
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Intercept Subject: Originating Party 
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Term  ↓;  Orig →  Home (O) Visited (O) IMS Domain (O) CS Domain (O) 

Home (T) IP-CAN/IMS-AGW TrGW  (Note 1) Originating TSP Originating TSP 

Visited (T) IP-CAN/IMS-AGW TrGW  (Note 1) Originating TSP Originating TSP 

IMS Domain (T) IP-CAN/IMS-AGW TrGW  (Note 1) Originating TSP Originating TSP 

CS Domain (T) IP-CAN/IMS-AGW TrGW  (Note 1) Originating TSP Originating TSP 

Home (F) IP-CAN/IMS-AGW TrGW  (Note 1) Originating TSP Originating TSP 

Visited (F) IP-CAN/IMS-AGW TrGW  (Note 1) Originating TSP Originating TSP 

IMS Domain (F) IP-CAN/IMS-AGW TrGW  (Note 1) Originating TSP Originating TSP 

CS Domain (F) IP-CAN/IMS-AGW TrGW  (Note 1) Originating TSP Originating TSP 

Visited (T), Home (F) IP-CAN/IMS-AGW TrGW  (Note 1 Originating TSP Originating TSP 

Visited (T), Visited (F) IP-CAN/IMS-AGW TrGW  (Note 1 Originating TSP Originating TSP 

Visited (T), IMS Domain (F) IP-CAN/IMS-AGW TrGW  (Note 1 Originating TSP Originating TSP 

Visited (T), CS Domain (F) IP-CAN/IMS-AGW TrGW  (Note 1 Originating TSP Originating TSP 

Originating Side 
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e Note 1: If Visited TSP has an intercept order, then IP-CAN/IMS-AGW within the Visited TSP 

provides the CC interception for calls originated from the Intercept Subject. P-CSCF within 
the Visited TSP provides the CII interception for calls originated from the Intercept Subject.  
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Intercept Subject: Terminating Party 
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Originating Side 
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Term  ↓;  Orig → Home (O) Visited (O) IMS Domain (O) CS Domain (O) 

Home (T) IP-CAN/IMS-AGW IP-CAN/IMS-AGW IP-CAN/IMS-AGW IP-CAN/IMS-AGW 

Visited (T) TrGW (Note 2) TrGW (Note 2) TrGW (Note 2) TrGW (Note 2) 

IMS Domain (T) Terminating TSP Terminating TSP  Terminating TSP  Terminating TSP  

CS Domain (T) Terminating TSP Terminating TSP Terminating TSP Terminating TSP 

Home (F) IP-CAN/IMS-AGW IP-CAN/IMS-AGW IP-CAN/IMS-AGW IP-CAN/IMS-AGW 

Visited (F) TrGW TrGW TrGW TrGW 

IMS Domain (F) TrGW TrGW TrGW TrGW 

CS Domain (F) IM-MGW IM-MGW IM-MGW IM-MGW 

Visited (T), Home (F) IP-CAN/IMS-AGW IP-CAN/IMS-AGW IP-CAN/IMS-AGW IP-CAN/IMS-AGW 

Visited (T), Visited (F) TrGW TrGW TrGW  TrGW  

Visited (T), IMS Domain (F) TrGW TrGW TrGW TrGW 

Visited (T), CS Domain (F) IM-MGW IM-MGW IM-MGW IM-MGW 

Note 2: If Visited TSP has an intercept order, then IP-CAN/IMS-AGW within the Visited TSP 
provides the CC interception for calls terminated to the Intercept Subject. P-CSCF within 
the Visited TSP provides the CII interception for calls terminated to the Intercept Subject.  
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