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*** FIRST CHANGE ***
7A.7.2 
Signalling over the Xk interfaces and LI events

The following messages are defined over the Xk interface:

· get_keys

· get_keys_response

The message get_keys shall be sent by the DF2/MF to the KMS in order to ask the KMS to provide session keys for an ongoing communication.

The message get_keys_response shall be sent by the KMS to the DF2/MF in order to provide the session keys. 

The message get_key_response defines a LI event provided by the KMS to the DF2/MF which shall then be sent by the DF2/MF to the LEMF in a proper IRI record over the HI2 interface. 

Table 7A.7.2.1 provides the list of parameters, which shall be carried by the message get_keys, in order to transfer to the KMS the information, as specified in [25], needed to provide the session encryption keys:

Table 7A.7.2.1 Parameters and information in message get_keys

	Public KMS Identity of the target user

	TRANSFER_INIT

	TRANSFER_RESP


Upon reception of get_keys message, the KMS shall verify that the key management information is related to the targeted user.

Table 7A.7.2.2 provides the list of parameters, which shall be carried by the message get_keys_response, in order to provide the DF2/MF with the session keys:

Table 7A.7.2.2 Parameters and information in message get_keys_response

	Crypto Session ID

	Session key

	Salt

	Media decryption failure indication (optional)


A timer may be defined in the DF2/MF in order to specify the amount of time that the DF2/MF shall wait for the response from the KMS. If this timer expires, a failure indication shall be sent to the LEMF.
The following information shall be added by the DF2/MF to the session keys retrieved in get_keys_response and provided to the LEMF:

· Lawful interception identifier

· Observed target identity(ies)

· Correlation number (in order to correlate the keys to IMS session under interception at the CSCF(s))

· Event type (session encryption keys available)
· Media decryption failure indication (optional).
*** END OF CHANGES ***

