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*** FIRST MODIFICATION ***
[bookmark: _Toc360195851]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
· For a specific reference, subsequent revisions do not apply.
· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	ETSI TS  101 331: "Lawful Interception (LI); Requirements of Law Enforcement Agencies".
[2]	ETSI ES 201 158: "Telecommunications security; Lawful Interception (LI); Requirements for network functions".
[3]	ETSI ETR 330: "Security Techniques Advisory Group (STAG); A guide to legislative and regulatory environment".
[4]	3GPP TS 29.002: "3rd Generation Partnership Project; Technical Specification Group Core Network; Mobile Application Part (MAP) specification".
[5A]	ITU‑T Recommendation X.680: "Abstract Syntax Notation One (ASN.1): Specification of Basic Notation".
[5B]	ITU‑T Recommendation X.681: "Abstract Syntax Notation One (ASN.1): Information Object Specification".
[5C]	ITU‑T Recommendation X.681: "Abstract Syntax Notation One (ASN.1): Constraint Specification".
[5D]	ITU‑T Recommendation X.681: "Abstract Syntax Notation One (ASN.1): Parameterization of ASN.1 Specifications".
[6]	ITU‑T Recommendation X.690: "ASN.1 encoding rules: Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER)".
NOTE 1:	It is recommended that for [5A], [5B], [5C], [5D] and [6] the 2002 specific versions should be used.
[7]	ITU‑T Recommendation X.880: "Information technology - Remote Operations: Concepts, model and notation".
[8]	ITU‑T Recommendation X.882: "Information technology - Remote Operations: OSI realizations - Remote Operations Service Element (ROSE) protocol specification".
NOTE 2:	It is recommended that for [8] the 1994 specific versions should be used.
[9]	3GPP TS 24.008: "3GPP Technical Specification Group Core Network; Mobile radio interface Layer 3 specification, Core network protocol; Stage 3".
[10] - [12]	Void.
[13]	IETF STD 9 (RFC 0959): "File Transfer Protocol (FTP)".
[14]	3GPP TS 32.215: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Telecommunication Management; Charging Management; Charging data description for the Packet Switched (PS) domain)".
[15]	IETF STD0005 (RFC 0791: "Internet Protocol".
[16]	IETF STD0007 (RFC 0793): "Transmission Control Protocol".
[17]	3GPP TS 29.060: "3rd Generation Partnership Project; Technical Specification Group Core Network; General Packet Radio Service (GPRS); GPRS Tunnelling Protocol (GTP) across the Gn and Gp interface".
[18]	3GPP TS 33.106: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Lawful Interception Requirements".
[19]	3GPP TS 33.107: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Lawful interception architecture and functions".
[20]	3GPP TS 23.107: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Quality of Service QoS concepts and architecture".
[21] – [22]	Void.
[23]	ANSI/J-STD-025-A: "Lawfully Authorized Electronic Surveillance".
[24]	ETSI TS 101 671: "Handover Interface for the lawful interception of telecommunications traffic".
[25]	3GPP TS 23.003: "3rd Generation Partnership Project; Technical Specification Group Core Network; Numbering, addressing, and identification".
[26]	IETF RFC 3261: "SIP: Session Initiation Protocol".
[27]	IETF RFC 1006: "ISO Transport Service on top of the TCP".
[28]	IETF RFC 2126: "ISO Transport Service on top of TCP (ITOT)".
[29]	ITU‑T Recommendation Q.763: "Signalling System No. 7 - ISDN User Part formats and codes".
[30]	ETSI EN 300 356 (all parts): "Integrated Services Digital Network (ISDN); Signalling System No.7; ISDN User Part (ISUP) version 3 for the international interface".
[31]	ETSI EN 300 403-1 (V1.3.2): "Integrated Services Digital Network (ISDN); Digital Subscriber Signalling System No. one (DSS1) protocol; Signalling network layer for circuit-mode basic call control; Part 1: Protocol specification [ITU-T Recommendation Q.931 (1993), modified]".
NOTE 3:	Reference [31] is specific, because ASN.1 parameter "release-Reason-Of-Intercepted-Call" has the following comment: "Release cause coded in [31] format". In case later version than the given one indicated for ISDN specification ETSI EN 300 403‑1 has modified format of the "release cause", keeping the reference version specific allows to take proper actions in later versions of this specification.
[32] - [33]	Void
[34]	ITU-T Recommendation Q.931: "ISDN user-network interface layer 3 specification for basic call control".
[35]	Void.
[36]	Void.
[37]	3GPP TS 23.032: "3rd Generation Partnership Project; Technical Specification Group Core Network; Universal Geographical Area Description (GAD)".
[38]	3GPP TR 21.905: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Vocabulary for 3GPP Specifications".
[39]	ISO 3166-1: "Codes for the representation of names of countries and their subdivisions - Part 1: Country codes".
[40]	3GPP TS 23.228: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; IP Multimedia Subsystem (IMS); Stage 2".
[41]	3GPP TS 29.234: "3rd Generation Partnership Project; Technical Specification Group Core Network and Terminals: 3GPP System to Wireless Local Area Network (WLAN) interworking; Stage 3".
[42]	3GPP TS 23.060: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; General Packet Radio Service (GPRS); Service description".
[43]	3GPP TS 23.234: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3GPP system to Wireless Local Area Network (WLAN) Interworking; System Description".
[44]		3GPP TS 23.401: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access”.
[45]	3GPP TS 23.402:  "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Architecture enhancements for non-3GPP accesses".
[46]	3GPP TS 29.274: "3GPP Evolved Packet System (EPS); Evolved General Packet Radio Access (GPRS) Tunneling Protocol for Control Plane (GTPv2-C); Stage 3".
[47]	3GPP TS 24.301: "Non-Access-Stratum (NAS) protocol for Evolved Packet System (EPS); Stage 3".
[48]	3GPP TS 29.275: "Proxy Mobile IPv6 (PMIPv6) based Mobility and Tunneling protocols; Stage 3".
[49]	3GPP TS 24.303: "Mobility management based on Dual-Stack Mobile IPv6; Stage 3".
[50]	(void) 
[51]	(void)
[52]	3GPP TS 24.147: "3rd Generation Partnership Project; Technical Specification Group Core Network and Terminals; Conferencing Using the IP Multimedia (IM) Core Network (CN) subsystem 3GPP Stage 3".
[53]	3GPP TS 29.273: "3rd Generation Partnership Project; Technical Specification Group Core Network and Terminals; Evolved Packet System (EPS); 3GPP EPS AAA interfaces".
[54]	3GPP TS 33.328: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; IP Multimedia Subsystem (IMS) media plane security".
[bookmark: _Ref260745760][55]	ATIS-0700005 "Lawfully Authorized Electronic Surveillance (LAES) for 3GPP IMS-based VoIP and other Multimedia Services".
[56]	3GPP TS 29.212: "3rd Generation Partnership Project; Technical Specification Group Core Network and Terminals; Policy and Charging Control(PCC); Reference points".
[57]	Void.
[58]	IETF RFC 4217: "Securing FTP with TLS".
[59]	3GPP TS 29.272: "3rd Generation Partnership Project; Technical Specification Group Core Network and Terminals; Evolved Packet System (EPS); Mobility Management Entity (MME) and Serving GPRS Support Node (SGSN) related interfaces based on Diameter protocol".
[60]	3GPP TS 33.310: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Network Domain Security (NDS); Authentication Framework (AF)".
[61]	IETF RFC 6043: "MIKEY-TICKET: Ticket-Based Modes of Key Distribution in Multimedia Internet KEYing (MIKEY)", available at www.ietf.org
[62]	3GPP TS 25.413: "UTRAN Iu interface Radio Access Network Application Part (RANAP) signalling".
[63]	3GPP TS 29.279: "Mobile IPv4 (MIPv4) based mobility protocols; Stage 3".
[64]	3GPP TS 29.118: "Mobility Management Entity (MME) –Visitor Location Register (VLR) SGs interface specification"
[65]	ANSI/J-STD-025-B: "Lawfully Authorized Electronic Surveillance”, July 17, 2006.
[66]	3GPP TS 24.007: "Mobile Radio Interface Signalling Layer 3; General Aspects".
[67]	IETF RFC 3966: "The Tel URIs for Telephone Numbers", December, 2004.
[a]	IETF RFC 791:  “Internet Protocol”.
[b]	IETF RFC 2460:  “Internet Protocol, Version 6 (IPv6) Specification”.
[c]	IEFT RFC 3697:  “IPv6 Flow Label Specification”.

[bookmark: _Toc360195950]*** NEXT MODIFICATION ***
[bookmark: _Toc360195984]8.5	IRI for I-WLAN
The IRI will in principle be available in the following phases of a data transmission:
1.	At I-WLAN access initiation attempt, when the target identity becomes active, at which time packet transmission may or may not occur (at the set up of a I-WLAN tunnel, the target may be the originating or terminating party);
2.	At the end of a connection, when the target identity becomes inactive (removal of a I-WLAN tunnel);
3.	At certain times when relevant information are available.
In addition, information on non-transmission related actions of a target constitute IRI and is sent via HI2, e.g. information on subscriber controlled input.
The IRI may be subdivided into the following categories:
1.	Control information for HI2 (e.g. correlation information);
2.	Basic data communication information, for standard data transmission between two parties.
The events defined in TS 33.107 [19] are used to generate records for the delivery via HI2.
There are multiple different event types received at DF2 level. According to each event, a Record is sent to the LEMF if this is required. The following table gives the mapping between event type received at DF2 level and record type sent to the LEMF.
Table 8.1: Mapping between I-WLAN Events and HI2 records type
	Event
	IRI Record Type

	I-WLAN Access Initiation
	REPORT

	I-WLAN Access Termination
	REPORT

	I-WLAN Tunnel Establishment (successful)
	BEGIN

	I-WLAN Tunnel Establishment (unsuccessful)
	REPORT

	I-WLAN Tunnel Disconnect
	END

	Start of intercept with I-WLAN Communication Active
	BEGIN or REPORT

	Packet Data Header Information
	REPORT



A set of information is used to generate the records. The records used transmit the information from mediation function to LEMF. This set of information can be extended in the ICE or DF2 MF, if this is necessary in a specific country. The following table gives the mapping between information received per event and information sent in records.
For the event “Start of intercept with I-WLAN Communication Active” reported from a AAA server, this event is reported using a:
· REPORT record to provide an indication that I-WLAN Access Initiation event has already occurred, but there are no tunnels established yet.
· BEGIN record to provide an indication that one or more I-WLAN Tunnels are already established.
Table 8.2: Mapping between Events information and IRI information
	parameter
	description
	HI2 ASN.1 parameter

	observed MSISDN
	Target Identifier with the MSISDN of the target subscriber (monitored subscriber).
	partyInformation (partyIdentiity)

	observed IMSI
	Target Identifier with the IMSI of the target subscriber (monitored subscriber).
	partyInformation (partyIdentity)

	observed NAI 
	Target Identifier with the NAI of the target subscriber (monitored subscriber).
	partyInformation (partyIdentity)

	event type
	Description which type of event is delivered: I-WLAN Access Initiation, I-WLAN Access Termination, I-WLAN Tunnel Establishment, I-WLAN Tunnel Disconnect, Start of Intercept with I-WLAN Communication Active, Packet Data Header Information, etc. 
	i-WLANevent

	event date
	Date of the event generation in the PDG or AAA server.
	timestamp

	event time
	Time of the event generation in the PDG or AAA server.
	

	WLAN access point name
	The WLAN Access Point Name contains a logical name of the access point (see 3GPP TS 23.060 [---TBD---])
	partyInformation
(services-Data-Information)

	initiator
	This field indicates whether the event being reported is the result of an MS directed action or network initiated action when either one can initiate the action.  
	initiator

	correlation number
	Unique number for each I-WLAN tunnel delivered to the LEMF, to help the LEA, to have a correlation between each I-WLAN tunnel and the IRI. 
	correlationNumber

	lawful interception identifier
	Unique number for each lawful authorization.
	lawfulInterceptionIdentifier

	WLAN UE Local IP address
	The Local IP address used by the target in a WLAN AN.
	partyInformation
(services-data-information)

	WLAN UE MAC address
	MAC Address of WLAN UE on the WLAN 
	i-WLANInformation
 (wLANMACAddress)

	WLAN Remote IP address 
	It is the IP address of the WLAN UE in the network being accessed by the WLAN UE and is used in the data packet encapsulated by the WLAN UE-initiated tunnel.  In addition, it is the source address used by applications in the WLAN UE. 
	partyInformation
(services-data-information)

	network identifier
	Operator ID plus PDG or AAA server address.
	networkIdentifier

	WLAN Operator name
	This field identifies the WLAN Operator serving the intercept subject.
	i-WLANInformation
 (wLANOperatorName)

	WLAN Location Name
	This field identifies the name of the location of the WLAN serving the subject.
	i-WLANInformation
(wLANLocationName)

	WLAN Location Information
	This field provides detailed location information about the WLAN serving the intercept subject. 
	i-WLANInformation
(wLANLocationInformation)

	NAS IP/IPv6 address
	An IP address of the serving Network Access Server.
	i-WLANInformation
 (nasIPIPv6Address)

	visited PLMN ID
	This field identifies the visited PLMN that will either terminate or tunnel the intercept subject's communications to the Home PLMN.
	visitedPLMNID

	session alive timer
	This field identifies the expected maximum duraton of the I-WLAN access being initiated. 
	i-WLANInformation
(sessionAliveTimer)

	failed access reason
	This field gives information about the reason for a failed access initiation attempt of the target subscriber.
	i-WLANOperationErrorCode

	session termination reason
	This field identifies the reason for the termination of the I-WLAN access.
	i-WLANOperationErrorCode

	failed tunnel establishment reason
	This field gives information ("Authentication failed" or Authorization failed") about the reason for a failed tunnel establishment of the target subscriber.
	i-WLANOperationErrorCode

	tunnel disconnect reason
	This field gives information about the reason for tunnel disconnect of the target subscriber. (For Further Study).
	i-WLANOperationErrorCode

	NSAPI
	Network layer Service Access Point Identifier.
Information element contains an NSAPI identifying a PDP Context in a mobility management context specified by the Tunnel Endpoint Identifier Control Plane.
This is an optional parameter to help DF/MF and LEA's to distinguish between the sending mobile access networks when the GGSN is used as element of the PDG according TS 23.234 [43].
	nSAPI

	destination IP address
	Identifies the destination IP address of a packet.
	destinationIPAddress

	destination port number
	Identifies the destination port number of a packet
	destinationPortNumber

	source IP address
	Identifies the source IP address of a packet.
	sourceIPAddress

	source port number
	Identifies the source port number of a packet.
	sourcePortNumber

	transport protocol
	Identifies the transport protocol (i.e., Protocol Field in IPv4 or Next Header Field in IPv6.
	transportProtocol

	flow label
	The field in the IPv6 header that is used by a source to label packets of a flow (see RFC 3697 [c])
	flowLabel

	packet count
	The number of packets detected and reported in a particular packet data summary report.
	packetCount

	packet size
	The size of a packet (i.e., Total Length Field in IPv4 [a] or Payload Length Field in IPv6 [b])
	packetsize

	packet direction
	Identifies the direction of the intercepted packet (from subject or to subject)
	packetDirection

	packet header copy
	Provides a copy of the packet headers including IP layer and next layer, and extensions, but excluding content.
	packetHeaderCopy

	summary period
	Provides the period of time during which the packets of the summary report were sent or received by the subject.
	summaryPeriod

	sum of packet sizes
	Sum of values in Total Length Fields in IPv4 packets or Payload Length Field in IPv6 packets.
	sumOfPacketSizes

	packet data summary reason
	Provides the reason for a summary report.
	packetDataSummaryReason

	packet data summary
	For each particular packet flow, identifies pertinent reporting information (e.g., source IP address, destination IP address, source port, destination port, transport protocol, packet count, time interval, sum of packet sizes) associated with the particular packet flow.
	packetDataSummary



NOTE:	LIID parameter must be present in each record sent to the LEMF.
[bookmark: _Toc319417416]
*** NEXT MODIFICATION ***
[bookmark: _Toc360195987]8.5.1.2	REPORT record information
The REPORT record is used to report non-communication related subscriber actions (events) and for reporting unsuccessful packet-mode communication attempts.
The REPORT record shall be triggered when:
-	the intercept subject's WLAN UE performs a (successful or unsuccessful) I-WLAN access initiation procedure (triggered by AAA server);
-	the intercept subject’s WLAN UE performs a (successful or unsuccessful) re-authentication (triggered by AAA server);
-	the intercept subject's WLAN UE performs a I-WLAN access termination detach procedure (triggered by AAA server);
-	the intercept subject's WLAN UE is unsuccessful at performing a I-WLAN tunnel establishment procedure (triggered by AAA server or PDG);
-	the interception of a subject's communications is started and the WLAN UE has already successfully performed a I-WLAN access initiation procedure (triggered by AAA server), but there are no tunnels established;
-	packet data header reporting is performed on an individual intercepted packet basis and a packet is detected as it is sent or received by the target for I-WLAN communications;
-	when packet data summary reporting is performed on an summary basis for I-WLAN communications associated with a particular packet flow (defined as the combination of source IP address, destination IP address, source port, destination port, and protocol and for IPv6 also include the flow label) and:
-	the packet flow starts, 
-	an interim packet summary report is to be provided, or
-	packet flow ends including the case where the I-WLAN interworking tunnel is deactivated.
An interim packet summary report is triggered if:
-	the expiration of a configurable Summary Timer per intercept occurs.  The Summary Timer is configurable in units of seconds, or
-	a per-intercept configurable count threshold is reached. 
Packet Header Information Reporting is reported either on a per-packet (i.e., non-summarised) basis or in a summary report.  These reports provide IRI associated with the packets detected. The packet header information related REPORT record is used to convey packet header information during active I-WLAN communications.
Note – in the case of IP Fragments, Packet Header Information on a 6-tuple basis may only be available on the first packet and subsequent packets may not include such information and therefore may not be reported.

.
Table 8.3: I-WLAN Access Initiation REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed NAI
	
	

	event type
	C
	Provide I-WLAN Initiation event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	WLAN Operator Name
	C
	Provide, when available, to identify the WLAN operator serving the intercept subject.

	WLAN Location Name
	C
	Provide, when available, to identify the name of the WLAN location serving the intercept subject.

	WLAN Location Information
	C
	Provide, when available, to identify the location information of the WLAN serving the intercept subject.

	NAS IP/IPv6 address
	C
	Provide, when available, to identify the address of the NAS serving the intercept subject.

	WLAN UE MAC address
	C
	Provide, when available, to identify the MAC address of the intercept subject in the WLAN serving the intercept subject.

	visited PLMN ID
	C
	Provide, when available, to identiy the visited PLMN that will either terminate or tunnel the subject's communications to the Home PLMN.

	session alive time
	C
	Provide, when available, to identify the expected maximum duration of the I-WLAN Access being initiated.

	failed access reason
	C
	Provide information about the reason for failed access initiation attempts of the target subscriber.



Table 8.4: I-WLAN Access Termination REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed NAI
	
	

	event type
	C
	Provide I-WLAN Access Termination event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	WLAN Operator Name
	C
	Provide, when available, to identify the WLAN operator serving the intercept subject.

	WLAN Location Name
	C
	Provide, when available, to identify the name of the WLAN location serving the intercept subject.

	WLAN Location Information
	C
	Provide, when authorized, to identify the location information of the WLAN serving the intercept subject.

	NAS IP/IPv6 address
	C
	Provide, when available, to identify the address of the NAS serving the intercept subject.

	WLAN UE MAC address
	C
	Provide, when available, to identify the MAC address of the intercept subject in the WLAN serving the intercept subject.

	session termination reason
	C
	Provide information about the reason for termination of I-WLAN access of the target subscriber.



Table 8.5: I-WLAN Tunnel Establishment (unsuccessful) REPORT Record - PDG
	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed NAI
	
	

	event type
	C
	Provide I-WLAN Tunnel Establishment event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	WLAN access point name
	C
	Provide to identify the packet data network to which the intercept subject requested to be connected when the intercept subject's WLAN UE is unsuccessful at performing a I-WLAN tunnel establishment procedure (MS to Network).

	network identifier
	M
	Shall be provided. 

	lawful intercept identifier
	M
	Shall be provided.

	WLAN UE Local IP address
	C
	Provide, when available, to identify the IP address associated with the intercept subject in the WLAN.  

	WLAN UE Remote IP address
	C
	Provide, when available, to identify the IP address associated with the intercept subject in the network being accessed by the intercept subject.  

	failed I-WLAN tunnel establishment reason
	C
	Provide information about the reason for failed I-WLAN tunnel establishment attempts of the target subscriber.



Table 8.6: I-WLAN Tunnel Establishment (unsuccessful) REPORT Record – AAA Server
	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed NAI
	
	

	event type
	C
	Provide I-WLAN Tunnel Establishment event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	WLAN access point name
	C
	Provide to identify the packet data network to which the intercept subject requested to be connected when the intercept subject's WLAN UE is unsuccessful at performing a I-WLAN tunnel establishment procedure (MS to Network).

	network identifier
	M
	Shall be provided. 

	lawful intercept identifier
	M
	Shall be provided.

	failed I-WLAN tunnel establishment reason
	C
	Provide information about the reason for failed I-WLAN tunnel establishment attempts of the target subscriber.

	visited PLMN ID
	C
	Provide, when available, to identiy the visited PLMN that will either terminate or tunnel the subject's communications to the Home PLMN.



Table 8.7: Start of Intercept With I-WLAN Communication Active REPORT Record – AAA Server
	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed NAI
	
	

	event type
	C
	Provide Start of Intercept With I-WLAN Communication Active event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	WLAN Operator Name
	C
	Provide, when available, to identify the WLAN operator serving the intercept subject.

	WLAN Location Name
	C
	Provide, when available, to identify the name of the WLAN location serving the intercept subject.

	WLAN Location Information
	C
	Provide, when available, to identify the location information of the WLAN serving the intercept subject.

	NAS IP/IPv6 address
	C
	Provide, when available, to identify the address of the NAS serving the intercept subject.

	WLAN UE MAC address
	C
	Provide, when available, to identify the MAC address of the intercept subject in the WLAN serving the intercept subject.

	visited PLMN ID
	C
	Provide, when available, to identiy the visited PLMN that will either terminate or tunnel the subject's communications to the Home PLMN.

	session alive time
	C
	Provide, when available, to identify the expected maximum duration of the I-WLAN Access being initiated.




Table 8.a: Packet Data Header REPORT Record 
	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed IMEI
	
	

	event type
	M
	Provide the Packet Data Header Information event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	WLAN access point name
	M
	Provide to identify the packet data network to which the intercept subject is connected.

	WLAN local IP address
	M
	Provide to identify the IP address associated with the intercept subject in the WLAN.  

	WLAN remote IP address
	M
	Provide to identify the IP address associated with the intercept subject in the network being accessed by the intercept subject for the I-WLAN tunnel.   

	network identifier
	M
	Shall be provided.

	correlation number
	M
	Provide to uniquely identify the I-WLAN interworking communications.delivered to the LEMF used to correlate IRI records with CC.

	lawful intercept identifier
	M
	Shall be provided.

	packet data header information
	M
	Shall be provided to identify the packet header information to be reported on a per-packet basis as defined in Table 8.b or on a summary basis.  For summary reporting includes one or more packet flow summaries where each packet flow summary is associated with a particular packet flow as defined in Table 8.c. 

	NSAPI
	O
	Provided for additional information.




Table 8.b: Contents of per-packet, packet data header information parameter
	Parameter
	MOC
	Description/Conditions

	source IP address
	C
	Provide when mapping packet header information to identify the source IP address for a particular packet flow.

	source port number
	C
	Provide when mapping packet header information to report the source port number for a particular packet flow when the transport protocol supports port numbers.

	destination IP address
	C
	Provide when mapping packet header information to Identify the destination IP address for a particular packet flow.

	destination port number
	C
	Provide when mapping packet header information to report the destination port number for a particular packet flow when the transport protocol supports port numbers.

	transport protocol
	C
	Provide when mapping packet header information to identify the transport protocol (e.g., TCP) for a particular packet flow.

	flow label
	C
	Provide when mapping packet header information for IPv6 only for a particular packet flow.

	direction
	M
	Shall be provided.  Identifies the direction of the packet (from subject or to subject).  

	packet size
	O
	Provide when mapping packet header information to convey the value contained in Total Length Fields of the IPv4 packets or the value contained in the Payload Length fields of the IPv6 packets.

	packet data header copy
	C
	Provide when reporting a copy of the entire packet header information rather than mapping individual information.  




Table 8.c: Contents of a single summary flow packet data header information parameter
	Parameter
	MOC
	Description/Conditions

	source IP address
	M
	Shall be provided.  Identifies the source IP address for a particular packet flow.

	source port number
	C
	Provide to report the source port number for a particular packet flow when the transport protocol supports port numbers.

	destination IP address
	M
	Shall be provided.  Identifies the destination IP address for a particular packet flow.

	destination port number
	C
	Provide to report the destination port number for a particular packet flow when the transport protocol supports port numbers.

	transport protocol
	M
	Identifies the transport protocol (e.g., TCP) for a particular packet flow.

	flow label
	C
	Provide for IPv6 only for a particular packet flow.

	summary period
	M
	Provides the period of time during which the packets of a particular packet flow of the summary report were sent or received by the subject and defined by specifying the time when the first packet and the last packet of the reporting period were detected. 

	packet count
	M
	Provides the number of packets detected for a particular packet flow.

	sum of packet sizes
	O
	Provides the sum of values contained in Total Length Fields of the IPv4 packets or the sum of the values contained in the Payload Length fields of the IPv6 packets.

	packet data summary reason
	M
	Provides the reason for the report being delivered to the LEMF (i.e., timeout, count limit, end of session).




[bookmark: _Toc319417422]*** NEXT MODIFICATION ***



[bookmark: _Toc360196074]B.7	Intercept related information (and I-WLAN)
Declaration of ROSE operation iwlan-umts-sending-of-IRI is ROSE delivery mechanism specific. When using FTP delivery mechanism, data IWLANUmtsIRIsContent must be considered.

ASN1 description of IRI (HI2 interface)
IWLANUmtsHI2Operations {itu-t(0) identified-organization(4) etsi(0) securityDomain(2) lawfulintercept(2) threeGPP(4) hi2wlan(6) r8r12(812) version-1 (1)} 

DEFINITIONS IMPLICIT TAGS ::=

BEGIN

IMPORTS 

		OPERATION, 
		ERROR 
			FROM Remote-Operations-Information-Objects 
			{joint-iso-itu-t(2) remote-operations(4) informationObjects(5) version1(0)}

		LawfulInterceptionIdentifier,
		TimeStamp,
		Network-Identifier,
		National-Parameters,
		National-HI2-ASN1parameters,
		DataNodeAddress,
		IPAddress

			FROM HI2Operations
			{itu-t(0) identified-organization(4) etsi(0) securityDomain(2)
 				  lawfulIntercept(2) hi2(1) version10 (10)}; -- Imported from TS 101 671
			

-- Object Identifier Definitions

-- Security DomainId
lawfulInterceptDomainId OBJECT IDENTIFIER ::= {itu-t(0) identified-organization(4) etsi(0)
securityDomain(2) lawfulIntercept(2)}

-- Security Subdomains
threeGPPSUBDomainId OBJECT IDENTIFIER ::= {lawfulInterceptDomainId threeGPP(4)}
hi2wlanDomainId OBJECT IDENTIFIER	::= {threeGPPSUBDomainId hi2wlan(6) r8r12(812) version-1(1)}

iwlan-umts-sending-of-IRI  OPERATION ::= 
{
	ARGUMENT	IWLANUmtsIRIsContent
	ERRORS		{ OperationErrors }
	CODE		global:{threeGPPSUBDomainId hi2wlan(6) opcode(1)}
}
-- Class 2 operation . The timer shall be set to a value between 3 s and 240 s. 
-- The timer.default value is 60s.
-- NOTE:	The same note as for HI management operation applies.

IWLANUmtsIRIsContent		::= CHOICE
{
	iWLANumtsiRIContent			IWLANUmtsIRIContent,
	iWLANumtsIRISequence		IWLANUmtsIRISequence
}

IWLANUmtsIRISequence		::= SEQUENCE OF IWLANUmtsIRIContent

-- Aggregation of IWLANUmtsIRIContent is an optional feature.
-- It may be applied in cases when at a given point in time
-- several IRI records are available for delivery to the same LEA destination.
-- As a general rule, records created at any event shall be sent
-- immediately and not withheld in the DF or MF in order to
-- apply aggragation.
-- When aggregation is not to be applied,  
-- IWLANUmtsIRIContent needs to be chosen.


IWLANUmtsIRIContent		::= CHOICE 
{
	iRI-Begin-record		[1] IRI-Parameters,	 
	iRI-End-record			[2] IRI-Parameters,
	iRI-Report-record		[3] IRI-Parameters,	 
   …
}

unknown-version 		ERROR ::= { CODE local:0}
missing-parameter		ERROR ::= { CODE local:1}
unknown-parameter-value	ERROR ::= { CODE local:2}
unknown-parameter		ERROR ::= { CODE local:3}

OperationErrors ERROR ::= 
{ 
	unknown-version | 
	missing-parameter | 
	unknown-parameter-value | 
	unknown-parameter 
}
-- These values may be sent by the LEMF, when an operation or a parameter is misunderstood.

IRI-Parameters		::= SEQUENCE 
{
	hi2iwlanDomainId				[0]	OBJECT IDENTIFIER,  -- 3GPP HI2 WLAN domain
	lawfulInterceptionIdentifier	[2] LawfulInterceptionIdentifier,
		-- This identifier is associated to the target.
	timeStamp				[3] TimeStamp, 
		-- date and time of the event triggering the report. 
	initiator 				[4] ENUMERATED 
	{
		not-Available		(0),
		originating-Target	(1),
			-- in case of I-WLAN, this indicates that the I-WLAN tunnel disconnect is WLAN UE 
			-- requested.
		terminating-Target	(2),
			-- in case of I-WLAN, this indicates that the I-WLAN tunnel disconnect is network 
			-- initiated.
	...
	} OPTIONAL,

	partyInformation 		[5] SET SIZE (1..10) OF PartyInformation OPTIONAL, 
		-- This parameter provides the concerned party, the identiy(ies) of the party
		-- and all the information provided by the party. 

	national-Parameters		[6] National-Parameters OPTIONAL,
	networkIdentifier		[7] Network-Identifier OPTIONAL,
	i-WLANevent				[8] I-WLANEvent	OPTIONAL,
	correlationNumber		[9] CorrelationNumber OPTIONAL,
	i-WLANOperationErrorCode[10] I-WLANOperationErrorCode 	OPTIONAL,
	
	i-wLANinformation		[11] I-WLANinformation OPTIONAL,
	visitedPLMNID			[12] VisitedPLMNID 	OPTIONAL,
	national-HI2-ASN1parameters	[255]	National-HI2-ASN1parameters	OPTIONAL,
...,
	nSAPI					[13] OCTET STRING (SIZE (1)) OPTIONAL,
    -- Include either Octet 2 of the NSAPI IE of 3GPP TS 24.008 [9]
    -- or Octet 2 of the NSAPI IE of 3GPP TS 29.060 [17]. 
 	packetDataHeaderInformation		[xx] PacketDataHeaderInformation	OPTIONAL
}


-- PARAMETERS FORMATS

PartyInformation 			::= SEQUENCE 
{
	party-Qualifier 	[0]  ENUMERATED 
	{
		iWLAN-Target(1),
	...
	},
	partyIdentity 		[1] SEQUENCE 
	{
		imsi					[2] OCTET STRING (SIZE (3..8)) OPTIONAL,
			-- See MAP format [4] International Mobile 
			-- Station Identity E.212 number beginning with Mobile Country Code

		msISDN					[3] OCTET STRING (SIZE (1..9)) OPTIONAL,
			-- MSISDN of the target, encoded in the same format as the AddressString
			-- parameters defined in MAP format document TS 29.002 [4]

		nai						[7]  OCTET STRING  OPTIONAL,
			-- NAI of the target, encoded in the same format as 
			-- defined in 3GPP TS 29.234 [41].
	...

	},

	services-Data-Information 	[2] Services-Data-Information OPTIONAL,
		-- This parameter is used to transmit all the information concerning the
		-- complementary information associated to the basic data call
	...
}


CorrelationNumber ::= OCTET STRING (SIZE(8..20))


I-WLANEvent ::= ENUMERATED 
{
	i-WLANAccessInitiation 					(1),
	i-WLANAccessTermination					(2),
	i-WLANTunnelEstablishment				(3),
	i-WLANTunnelDisconnect					(4),
	startOfInterceptionCommunicationActive	(5),
	...
	packetDataHeaderInformation				(xx)

}
-- see [19]


Services-Data-Information ::= SEQUENCE
{
	i-WLAN-parameters [1] I-WLAN-parameters OPTIONAL,
	...

}


I-WLAN-parameters ::= SEQUENCE 
{
	wlan-local-IP-address-of-the-target 	[1] DataNodeAddress OPTIONAL,
	w-APN 									[2] OCTET STRING (SIZE(1..100))	OPTIONAL,
	-- The Access Point Name (APN) is coded in accordance with
		-- 3GPP TS 24.008 [9] without the APN IEI (only the last 100 octets are used).
		-- Octets are coded according to 3GPP TS 23.003 [25].
	wlan-remote-IP-address-of-the-target 	[3] DataNodeAddress 	OPTIONAL,
	...
}

I-WLANOperationErrorCode ::= OCTET STRING
-- The parameter shall carry the I-WLAN failed tunnel establishment reason, the I-WLAN Failed Access -- Initiation reason or the I-WLAN session termination reason.


I-WLANinformation ::= SEQUENCE 
{
	wLANOperatorName 					[1] OCTET STRING 		OPTIONAL,
	wLANLocationName 					[2] OCTET STRING		OPTIONAL,
	wLANLocationInformation 			[3] OCTET STRING		OPTIONAL,
	nASIPIPv6Address					[4]	IPAddress			OPTIONAL,
	wLANMACAddress						[5]	OCTET STRING		OPTIONAL,
	sessionAliveTimer					[6]	SessionAliveTime	OPTIONAL,
	...
--These parameters are defined in 3GPP TS 29.234.

}


VisitedPLMNID ::= OCTET STRING
-- The parameter shall carry the VisitedPLMNID as defined in 3GPP TS 29.234. 



SessionAliveTime ::= OCTET STRING
--The parameter shall carry the SessionAliveTime as defined in 3GPP TS 29.234.



PacketDataHeaderInformation ::= CHOICE
{

	packetDataHeader		[1]	PacketDataHeader,
	packetDataHeaderSummary	[2]	PacketDataHeaderSummary,
...
}


PacketDataHeader ::= CHOICE
{

	packetDataHeaderMapped	[1]	PacketDataHeaderMapped,
	packetDataHeaderCopy	[2]	PacketDataHeaderCopy,
...
}


PacketDataHeaderMapped ::= SEQUENCE OF
{
	sourceIPAddress			[1] IPAddress	OPTIONAL,
	sourcePortNumber		[2] INTEGER (0..65535) OPTIONAL,	
	destinationIPAddress	[3] IPAddress	OPTIONAL,
	destinationPortNumber	[4] INTEGER (0..65535) OPTIONAL,
	transportProtocol		[5] INTEGER  OPTIONAL,
	-- For IPv4, report the “Protocol” field and for IPv6 report “Next Header” field.
	-- Assigned Internet Protocol Numbers can be found at 
	-- http://www.iana.org/assignments/protocol-numbers/protocol-numbers.xml
	packetsize				[6] INTEGER OPTIONAL,
	flowLabel				[7] INTEGER OPTIONAL,
	packetCount				[8] INTEGER OPTIONAL,
	direction				[9] TPDU-direction,
...
} 





TPDU-direction ::= ENUMERATED
{
	from-target 	(1),
	to-target 		(2),
	unknown 		(3)
}



PacketDataHeaderCopy ::= SEQUENCE OF
{
	direction				[1] TPDU-direction,
	headerCopy				[2] OCTET STRING,	-- includes a copy of the packet header at the IP 
				-- network layer and above including extension headers, but excluding contents.
...
} 



PacketDataSummary ::= SEQUENCE OF PacketFlowSummary

PacketFlowSummary ::= SEQUENCE
{

	sourceIPAddress			[1] IPAddress,
	sourcePortNumber		[2] INTEGER (0..65535) OPTIONAL,	
	destinationIPAddress	[3] IPAddress,
	destinationPortNumber	[4] INTEGER (0..65535) OPTIONAL,
	transportProtocol		[5] INTEGER,
	-- For IPv4, report the “Protocol” field and for IPv6 report “Next Header” field.
	-- Assigned Internet Protocol Numbers can be found at 
	-- http://www.iana.org/assignments/protocol-numbers/protocol-numbers.xml
	flowLabel				[6] INTEGER OPTIONAL,
	summaryPeriod			[7] ReportInteval,
	packetCount				[8] INTEGER,
	sumOfPacketSizes		[9] INTEGER,
	packetDataSummaryReason	[10] ReportReason,
...
} 


ReportReason ::= ENUMERATED
{
	timerExpired			[0],	
	countThresholdHit		[1],
	pDPComtextDeactivated   [2],
	pDPContextModification	[3],
	other or unknown		[4],
	...
} 

ReportInterval ::= SEQUENCE
{
	firstPacketTimeStamp	[0] TimeStamp,
	lastPacketTimeStamp		[1] TimeStamp,
	...
} 


END -- OF IWLANUmtsHI2Operations


*** END MODIFICATIONS ***

