3GPP TSG-SA3-LI #51
SA3LI13_115
Burlington, VT, USA 22 – 24 Oct 2013



Source:
FBI
Title:
Separate Delivery of Message Services
Document for:
Discussion 
Agenda Item:
3GPP TS 33.106
Work Item / Release:
Rel-12 LI
Abstract of the contribution: This contribution introduces the need for Message Services (e.g., SMS, MMS) to be delivered separately from voice and/or packet data interceptions. 
This is a companion discussion paper for a CR to TS 33.106 found in SA3LI13-114.   
1. Introduction
The delivery of SMS is explicitly part of domain-based interception, with no explicit delivery defined for MMS.  MMS is an evolutionary replacement to SMS and should be delivered to Law Enforcement similarly to SMS. 

Law Enforcement has an operational need for these messages to be delivered independently of other services.  

2. Background
From TS 33.107 (unless explicitly identified at TS 33.108)
a. Circuit Switched Service:  Clause 6.2 provides for the delivery of SMS IRI and CC via DF2, triggered from the 3G MSC.
1. Clause 6.3.4.1 identifies the information elements for delivery in an “SMS” event message.
b. GSN Packet Data Service:  Clause 7.1 provides for the delivery of SMS IRI and CC via DF2, triggered from the 3G GSN.

1. Clause 6.3.4.1 identifies the information elements for delivery in an “SMS” event message.
2. Clause 7.6 states that, “The Multimedia Messaging Service (MMS) is a service running over the 3GPP PS-domain. Both mobile originating and mobile terminating MMS messages must pass through PS domain GSN nodes en route to or from Multimedia Message Service Centres (MMSCs). Therefore, interception of MMS messages shall be performed at the GSN in exactly the same way as for other PS-domain bearer services.  The GSN is not responsible for recovering individual MMS messages from the user PDP context IP stream.  No MMS specific HI2 records are defined to be delivered to the LEMF over the DF2 other than those listed in clause 7.4 of this specification. CC records shall be sent to the LEMF over the DF3 as specified in clause 7.3.  Interception of a user PDP context IP stream will occur as described in clause 7.2. Such a stream may or may not contain MMS messages.”
c. Packet Data Multi-media Service:  

1. Clause 7A.1 states, “Interception of the content of communications for GSN packet data services is explained in clause 7.2. No additional content of communications intercept requirements are identified.”

2. Clause 7A.6 states, “SMS over IMS shall be intercepted in accordance with normal IMS interception as described in 7A.3.  SMS IRI (including originating and destination addresses, SMS direction, and SMS Centre Address) are reported, if available, for IRI-only intercepts.”

3. Note:  Clause 7A.3 is on Multi-media Events and discusses interception of SIP messages. 

d. WLAN-Interworking:

1. Clause 9.1 states, “LI for SMS in the 3GPP-WLAN Interworking case is described in Clause 7A.4.”

2. Note:  Clause 7A.4 covers Multi-media Call State Control Service Scenarios and references Annex C, an informative annex that does not address SMS explicitly.

e. Evolved Packet System
1. Clause 12.1 states, “In addition to the reference configurations applicable to PS interception…” but makes no explicit statement on the delivery of SMS or MMS.

2. From TS.108, Clause10 states, “In case the SGSN is used in the EPS and interworks with a S-GW by using S4/S12 interfaces, the SGSN and the HSS are subjected to the requirements applicable to these nodes for PS interception, as specified throughout this document.”

f. Comparison of information elements for SMS (CS and PS):

	SMS Parameter
	Circuit Switched Services
	GSN Packet Data Services

	
	
	

	Observed MSISDN
	X
	X

	Observed IMSI 
	X
	X

	Observed IMEI
	
	X

	Event Type
	X
	X

	Event Time
	X
	X

	Event Date
	X
	X

	Network Element Identifier
	X
	X

	Location Information
	X
	X

	SMS (content)
	X
	X

	SMS Initiator
	x
	X

	IAs (if applicable)
	
	X

	SMS originating/destination addresses and Service Center address

	X
	X


3. Discussion
SMS and MMS allow subscribers to exchange messages via the 3GPP-based core network, independent of radio access type.  These messages may contain one or more types of different media.  SA3-LI based the delivery of intercepted messages on the technology that is used to provide the service(s).  

Law Enforcement has an operational need to receive SMS and MMS messages separately from voice or data services, independent from the network access and underlying technology used. 
TPS is proposing to enhance the existing capabilities to report SMS and to expand the capability to report MMS.  This proposed message should be triggered when the intercept subject either sends or receives a message.
	Proposed Parameter
	MOC
	Description/Conditions

	CaseIdentity
	M
	Identifies the intercept subject.

	IAPSystemIdentity
	M
	Identifies the system containing the IAP 

	TimeStamp
	M
	Identifies the date and time that the event was detected.

	Message Service Identity
	M
	Identifies type of message 

	Message Identity
	M
	Uniquely identifies the message within a system.  Includes, if applicable, a message session identity.

	Subject Identity
	M
	Provides all known identifiers/addresses of the intercept subject (e.g., IMSI, IMEI, MSISDN, email address, or proprietary). 

	Message Direction
	M
	Indicates whether the message is Subject sent or received

	Associate Identity
	M
	Identifies the non-Subject identifiers/address(es) (e.g., IMSI, IMEI, MSISDN, email address, or proprietary) for the message.  May be more than one, if Subject’s message is sent to multiple addressees.

	Location information 
	C
	When authorized, identifies the location of the intercept subject.

	Message Center/Server Address
	C
	If Message Content is not authorized for delivery, identifies the address of the relevant message center/server.

	Message Service Specific Information
	C
	Provide, when information is integral to the Message Service (e.g., Presence
 information, platform identity
).  May be more than one instance.

	Message Content
	C
	When authorized, delivers message content, including header(s) and attachments.  This may include the entire message or the content location/content identity where the content is stored.  

	Correlation Number
	C
	If delivery of Message Content is delayed, this parameter shall be included to correlate content with the earlier Message Service Message that reported the notification.


Note:  for each specific message service (e.g., SMS or MMS) each of the proposed parameters would need to be appropriately defined as needed.  The proposed parameters that are listed here are to generate thought and discussion.

4. Proposal

Approve the companion CR to TS 33.106 for separate delivery of Messaging.
Discuss TS 33.107/108 structuring preference for follow-on CRs.

� Added in TS 33.108, Table 6.7.


� Presence information is an indicator that conveys availability and willingness of a user to engage in communications.  Some states are pre-defined (i.e., "busy", "away", "do not disturb") while others can be user defined.  Presence is used by many services (e.g., Message Services and VoIP) and is often integrated into address books or buddy lists.


� Some message services use platform identity to identify the client device and software version for service-specific formatting for presentation and display.
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