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1. Introduction
This contribution proposes text to be used in the Recommendation and Conclusion section
2. Discussion
Key aspects for this section where outlined in section 4.3, that have been reiterated here
3. Proposal

This document summarizes approaches to realize lawful intercept 
*******************first addition****************************

for Mobile Operators that provide white labelled or Branded Mobile Cloud Services and discusses the challenges to support Lawful Access of those services.  In particular this document prime focus was on Interception of data in motion.
The document utilized many use cases in Section 4.2 that were analysed in Section 4.3.  It could be seen from these non exhaustive lists of use cases that three scenarios emerged.   

1. Cloud Services that did not transit the Mobile Operator network or were wholly within the MNO facilities.

These services should be supported by ETSI TS 101 567 Lawful Interception (LI); Cloud/Virtual Services (CLI).  Integration of TS 101 567 or inclusion of aspects of functioned required with TS 33.106, 33.107, 33.108 are beyond the scope of this document. 

If new work is determined for inclusion of aspect of TS 101 567 into 3GPP the following should be considered:

a) How location, Cloud application ID, IMS interaction are reported for those services supported,
b) If the Mobile Cloud service is in a different Regulatory Domain, and supports ETSI, and is supported through Mutual Legal Access (MLA) instruments, 

c) If the Mobile cloud service is in a different Regulatory Domain, and supports ETSI, and is supported through Mutual Legal Access (MLA) instruments, and supports dynamic triggering, 
d) Incorporation of any Derived Requirements from Section 5;

2) Cloud Services that transit the MNO facilities via Proxy
It is left to implementation how a mobile operator will meet their Lawful Access requirements.  The document illustrates several examples in the Use cases that may be used.  The Uses case where not exhaustive, and there may be other implementations.  However from the list provided the following issues were noted:
a) How the network supports and handles Location information received from the PDG and the Mobile network when a user device is access WIFI and Cellular at the same time?  Which location is reported, how are they reported?

b) Are new IRI messages required for some Cloud Service?

3) Cloud Services that transit the MNO facilities via Polices

With the introduction of Access Network Discovery and Selection Function (ANDSF) it is possible for an MNO to specify which application must be routed through the MNO network while accessing hotspots or other WiFi/IP networks.  Work is still progressing in this area.  However from the list provided the following issues were noted: 

a) How the network supports and handles Location information received from the PDG and the Mobile network when a user device is access WIFI and Cellular at the same time?  Which location is reported, how are they reported?

b) Are new IRI messages required for some Cloud Service?

c) Whether a Subject and or the Subjects Cloud Service can detect invocation of Lawful Access

Next steps
SA3 LI continue to work with ETSI TCLI and others on Cloud aspects and update respective documents as required.

SA3 LI via SA3 to SA 2 a liaison regarding architecture issues around ANDSF and possible detection of lawful access innovation

SA3 LI share the living Document with SA1 should any Cloud Services be considered in their work program.

***************************End of first addition**********************************
4. Recommendation
Discuss and adopt the proposed text in the Mobile Cloud Services living document.
