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1. Introduction
This contribution builds on SA3LI13_053R1 with proposed text for Section 5 Derived Requirements for the Mobile Cloud Services living document.
.
2. Discussion
Proposed are initial derived requirements to support Lawful access for mobile cloud services offered by MNO 
3. Proposal

***********************First addition******************************
5
Derived Requirements
This section derives requirements from the Use Cases for Operators to deploy Branded Mobile Cloud Solutions that meet the various regional regulatory Lawful Access requirements.  This section only deals with those cases that transit MNO facilities as identified in Section 4.3 
5.1
General 

In general not all regulatory domains have the same Lawful Access requirements, this document will assume the most stringent requirements such that any specification created or modified will support the requirements, and then regional implementation can deal with the capability in regional variations or optional parameter settings. 

(Editor’s note: basically if a requirement requires a new field or parameter in 33.107, 33.108, then that is mandatory to be included in the specification, however the delivery of the information to LEA may be optional pending the regional differences)
5.2
Mobile Cloud Requirements 

Editors Note
Need to define lawful access versus lawful interception

Lawful access provides the LEA access to MNO under national regulations. That may in the following forms: interception, disclosure, and retention.  These forms should be applied to the derived requirements This may cause a change to the general description in section 5 to address data in transit, and thus only interception.
--------------------------Proposed text
Lawful Access requirement vary by national regulations, but generally include interception of private communications, disclosure, and retention of an operator’s subscriber and their services and information.  These requirements are described in national laws and regulations and also define the instruments required to invoke access.  Other regulation may define the qualification of a Communications Service Provider (CSP)
Each of these aspects of Lawful Access have different technical requirements. The derived requirements in the living document should be viewed only in terms of interception or data in motion across a 3GPP network as outlined in TS33.106.  Granted, some or all the requirements may be used by other systems that support retention, and or disclosure or are subject to search and seizure.
The definition of a “Subject of investigation” may vary by national regulation and may evolve over time.  Typically a “Subject” is a living naturalized citizen.  A Subject’s service may be any communication, feature or function that operates on behalf of the Subject even if the Subject is not presently communicating with the service, examples, email, voice mail, and cloud services like file sharing.
--------------------------------------------
5.2.1
 General Requirement
Editors note, reference to 33.106 should be made which describes the requirements of LEA’s
[R001]
MNO provided cloud services (White labelled or in house) require Lawful Access.

[R002]
Lawful Access may extend to MNO services that transgress the operator domain (non 3gpp Access Domains). 

[R003]
Lawful Access must occur in the regulatory Domain of the MNO
Editor note, the regulatory requirement on the MNO may be an issue.

[R004]
Lawful Access may occur in the regulatory domain of the Cloud Service if supported and authorized.

 Editors note, but may cause regulatory problems 

[R005]
MNO provided cloud service must provide the capability to provide IRI and Content related intercepts

[R006]
MNO is required to assist the LEA to provide content in the clear of a provided cloud service.
(Editor note, are there business relationships where this might not happen) (it was noted that licensing of software and or key material may be an issue)
[R007]
Lawful Access must not be detectable by the subject and or the subject services or others users..
Editors note, files can be a subject, need a list of Subject attributes (is a subject a User, service, Cloud service, file)(example, Facebook, app “who has been viewing my information”
[R008]
Lawful access shall report the location
Editors note, what is the subject and what is the location, ( ie we normally dont provide location of associates that access the service however an IP address has 2 modes, as an identifier and as a pointer to an location
Editors Note; with devices that can access 2 or more networks at the same time, (eg, Cellular, WIFI (2.4 and 5GHz) each will have different location information. The accuracy of the location may be different and or spoofed for each radio, or network function reporting the location.  Ideally all location reporting should be sent to the LEA, ie no processing or filtering of location data should occur in the MNO collection facilities
[R009]
Lawful Access shall report all identities used by the subject 

[R010]
Lawful Access shall report access to the subjects cloud service by others

(Editors note; in the file share use case, other can access files, either by sms link or login parameters, if they are directed to the proxy, can it be associated with the subjects service?  The generation of SMS and or login is for file share transactions would have been captured prior, can a dynamic trigger be enabled? (going to deep into the application layer), Likely not part of Interception) In general this can only occur for interception mode (data in transist), if the Cloud service itself sends confirmations to the Subject, when the event occurs, or when the subject access the service.

 [R011]
A cloud service identifier should be available to aid collection systems

Editors note, to be discussed
Comment:  If there are multiple cloud services, and vendors providing different services for the MNO, would an identifier assist LEA in future investigate work?  Disclosure from the MNO may not identify uniquely the cloud service. Retention services might be able to determine the Cloud Services and end points (the IP address may not be static or may change due to DNS query and cache location of servers)  If there are multiple proxies used as outline in [R017] the identifier might assist in future search and seizure activities.
5.2.2
Proxy


[R012]
Session timers (Time to Live) should be set to allow proxy systems to be able transpose address
Editors note, does changing the messages result in contamination of evidence, should not as S or CSFS do this anyways as b2b user agents, clarification may be required
Also note that the user may never get the file and there may never be a retry and the service may not indicate the failure, that the LEA may have the file and the user may not, if the proxy requests the file as per use case 4.2.16
[R013]
Any hashes used by the cloud service should be known to the proxy, such that reconstructed addresses can be created without errors

[R014]
If the proxy and cloud client report non 3gpp access parameters, they should be provided as IRI




[R015]
The proxy shall report the IP addresses used by the subject
[R016]
The proxy shall be uniquely identified in Lawful Access messages

[R017]
The network should allow multiple proxies to be deployed in a MNO network, allowing redundancy, and reducing latency.
(Editors Note;  Data retention is not addressed, additionally can a proxy request copies of files in separate messages if the content is delivered from the cloud service directly from the CSP and not through the proxy)
[R01x]


[R01x]

5.2.3
ANDSF


[R018]
It should be possible to configure policies for subjects on the fly to restrict cloud and MNO base services to be kept with the MNO network

[R019]
The change in policies should be undetectable by the subject or the subject services
(Editors note:  it not clear how LEA and or the operator will know if the ANDSF polices are set correctly for interception)
It is not clear if it feasible to prevent an ANDSF policy change not to be detected in external cloud networks , ie, when on Hotspot x, now getting services from a MNO IP address range, where an APP on the device can determine the Hotspot SSID and send that to the cloud
[R020]
The IP addressed used for non 3gpp access shall be captured

(Editors note; its not clear if the PDG will know why a client is accessing the MNO network, or if it has an IAP capability)

[R021]
The ANDSF client should report additional information such as SSID, Local IP address, 

(Editor’s Note; the ANDSF client or client server may have additional information in regards to the user location as policies are used to steer traffic to particular WIFI access networks, including SSID, )
***************************End of first addition**********************************
4. Recommendation
Discuss and adopt the proposed text in the Mobile Cloud Services living document.
