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********************************Start of First Change*********************************

Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [19] and the following terms apply.

Content of Communication: information exchanged between two or more users of a telecommunications service, excluding intercept related information. This includes information which may, as part of some telecommunications service, be stored by one user for subsequent retrieval by another.

Customized Alerting Tone: An indication that is customized by the called party or the calling subscriber that is played to the calling party during call establishment or during an established call session indicating that the called party is being alerted, the progress of a communication request, or any alerting event during a call session. A Customized Alerting Tone may be a piece of recorded or composed music, greeting words, voice, advertisement or video.

Customized Ringing Signal: An indication to the called party as an incoming communication indication during the establishment of a communication that is customized by the calling party or the called party. A Customized Ringing Signal (CRS) may e.g. be a picture, a piece of recorded or composed music, greeting words, voice, advertisement or video.
Intercept Related Information: information or data associated with telecommunication services involving the target identity, specifically communication associated information or data (e.g. unsuccessful communication attempts), service associated information or data, and location information.

Interception Area: is a subset of the Public Lands Mobile Network (PLMN) service area comprised of a set of cells which define a geographical zone.

Location Dependent Interception: is interception within a PLMN service area that is restricted to one or several Interception Areas (IA).

Subject Based Interception: Interception that is invoked using a specific Target Identity of a User.
Target Identity: A technical identity that uniquely identifies a target of interception. One target may have one or several identities.
UE Based Interception: Interception that is invoked using a specific Target Identity of a UE.
******************************************Start of Second Change**********************************

5.1.2
General principles

A 3GPP network shall provide access to the intercepted Content of Communications (CC) and the Intercept Related Information (IRI) of the mobile target and services related to the target (e.g. Call Forwarding) on behalf of Law Enforcement Agencies (LEAs).

A mobile target in a given 3GPP network can be a user subscribed to  and operating in that 3GPP network, a UE operating in that 3GPP network, or a user roaming from another 3GPP network or from any other network capable of using that 3GPP network. The intercepted CC and the IRI can only be delivered for activities on that given 3GPP network.

For interception, there needs to be a means of identifying the target, correspondent and initiator of the communication.  Target identities used for interception for each domain and service are found inTS 33.107 [9] and TS 33.108 [10]. 

When encryption is provided and managed by the network, it shall be a national option as to whether the network provides the intercepted communication to the LEA decrypted, or encrypted with keys and additional information to make decryption possible. End-to-end encryption implemented in the user equipment based on encryption features provided by the operator is considered to be a network-managed encryption and is subject to the same requirements. See subclause 5.7 for additional requirements.

Encryption not provided or managed by the network, e.g. user provided end-to-end encryption, cannot be removed by the network. In the case that the Communication Service Provider (CSP) provides encryption keys to the subscriber or customer but does not provide the encryption itself, the CSP shall provide the keys to the LEA if required by national regulations.

When compression is provided and managed by the network, it shall be a national option as to whether the network provides the intercepted communication to the LEA decompressed, or compressed with information to make decompression possible.

When encoding is provided and managed by the network, it shall be a national option as to whether the network provides the intercepted communication to the LEA decoded, or encoded with capability (e.g., codec information) to make decoding possible.

Location Dependent Interception, (LDI) allows a 3GPP network to service multiple interception jurisdictions within its service area. Multiple law agencies with their own interception areas can be served by the 3GPP network. All the information or rules given for interception within a 3GPP network apply to interception within an Interception Area (IA) when LDI is invoked. A target may be marked in one or more different IAs within the same 3GPP network. Interception is neither required nor prohibited by this standard when LDI is active and the location of the target subscriber is unknown or unavailable.

******************************************Start of Third Change**********************************

5.8
Lawful Interception for Customized Alerting Tone (CAT) 

CAT is a service defined in TS 22.182 [12], TR 23.872 [13], TS 24.182 [14], and TR 29.882 [15]. The target may participate in the service as either the calling or the called party. The CSP providing the CAT service, and doing the interception, should report the following:


-
When the target activates, modifies (e.g., changes to content, content descriptors, and timing descriptors), and deactivates CAT settings
-
When the target invokes the function ofcopying of another subscriber’s CAT

-

When the target invokes the up loading or down loading CAT and is not part of CAT delivery to the calling party, the CAT should be delivered

-
The identity whose CAT is played to the target.
Additionally for Subject Based Interception, the CSP providing the CAT service, and doing the interception, should report the following:

The CAT sent to the calling party

· When another subscriber copies the target’s CAT
· When available, the access method (e.g., via MS/UE or web) the target used to activate, modify, and deactivate their CAT settings
Intercepted CAT may, depending on national regulations, be:

-
"played" as part of the CC, during a call set up or,

-
Delivered as a file in the IRI Record.

NOTE:
Depending on national regulations, intercepted CAT media may be considered content or a signalling.

5.9
Lawful Interception for Customized Ringing Signal (CRS) 

CRS is a service defined in TS 22.183 [16] and TS 24.183 [17]. The target may participate in the service as either the calling or the called party.  The CSP providing the CRS service, and doing the interception, should report the following:

-
The CRS, when invoked by the target, is sent to the called party

-
When the target activates, modifies (e.g., changes to content, content descriptors, and timing descriptors), and deactivates their CRS settings
-
When the target invokes the function of copying another subscriber’s CRS


-
When the target invokes the up loading or down loading CRS, and is not part of CRS delivery to the called party the CRS should be delivered


-
The identity whose CRS is played to the target.
Additionally for Subject Based Interception, the CSP providing the CRS service, and doing the interception, should report the following:

-
When another subscriber copies the target’s CRS 

-
When available, the access method (e.g., via MS/UE or web) the target used to activate, modify, and deactivate their CRS settings
Intercepted CRS may, depending on national regulations, be:

-
"played" as part of the CC, during a call set up or,

-
Delivered as a file in the IRI Record.

NOTE:
Depending on national regulations, intercepted CRS media may be considered content or a signalling.

5.10
Lawful Interception for Home Node B and Home enhanced Node B (H(e)NB)

HNB and HeNB are jointly referred to as H(e)NB, as defined in TS 22.220 [11]. The location of the H(e)NB is the location information used by the operator to verify the location for H(e)NB activation.  

For the purpose of LI, a target may be a user or UE attached to a H(e)NB, a Closed Subscriber Group (CSG), or it is a national option to allow targeting a H(e)NB itself.  

The LI requirements for H(e)NB local routing, selected IP traffic offload (SIPTO) or local IP access (LIPA) are FFS.

Interception should be done in such a manner to avoid detectability by the target or others.

When a target receives service from the PLMN via a H(e)NB, the following applies:

-
the interception capabilities shall take place as for normal PLMN use

-
H(e)NB information (e.g., location and identification) shall also be provided to the LEMF  

-
If available, the location reported for the target attached to a H(eNB) is the H(e)NB’s location
-
Target attachment to the H(e)NB and handovers to/from the H(e)NB shall be reported to the LEMF  

-
There may be national requirements to identify specific information that is required to be reported  

When the target is the CSG, the CSP shall report the following:

-
modifications (e.g., additions, deletions, changes in time limits for temporary CSG Members) of the CSG list for the H(e)NB 

-
When available, the access method (e.g., via MS/UE or web) the H(e)NB Hosting Party used to modify the CSG list, if multiple access methods are allowed

-
CSG member’s handovers to/from the H(e)NB

-
CSG members attachments to the H(e)NB

-
CSG members communications via the H(e)NB

-
It is a national option whether interception on CSG members’ communications continues after handover occurs from the H(e)NB

NOTE 1:
The requirements for the CSG are FFS.

When the target is the H(e)NB, then the CSP shall report the following:

-
activation and deactivation of the targeted H(e)NB

-
IP address information regarding the secure tunnel endpoints between the H(e)NB and the Femto Security Gateway in the home network

-
modifications (e.g., additions, deletions, changes in time limits for temporary CSG Members) of the CSG list for the H(e)NB

-
When available, the access method (e.g., via MS/UE or web) the target used for the modification of the CSG list, if multiple access methods are allowed

-
handovers to/from the H(e)NB.

-
MS/UE registrations on the H(e)NB

-
communications via the H(e)NB 

-
It is a national option whether interception on H(e)NB communications continues after handover occurs from the H(e)NB  

NOTE 2:
The requirements for the CSG are FFS.

******************************************End of Third Change**********************************
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