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1 Introduction
This discussion paper considers further the security and trust issues with the IMEI provided by the UE using IMS procedures.
SA2 and CT1 in their Reply Liaisons to SA3 LI (SA3LI13_059/ CT-131767 and SA3LI13_042/S3-130505) indicate that from release 10 3GPP IMS all UEs that have an IMEI must include the IMEI in the SIP REGISTER request sent to the S-CSCF during IMS registrations and re-registrations and this functionality is included as part of the mandatory requirements for GSMA IR.92 (Voice over LTE). References from 3GPP Release 10 IMS Specification TS 24.229 v10.11.0; 
Subclause 3.1 states:

Instance ID:  An URN generated by the device that uniquely identifies a specific device amongst all other devices, and does not contain any information pertaining to the user (e.g., in GPRS instance ID applies to the Mobile Equipment rather than the UICC). The public user identity together with the instance ID uniquely identifies a specific UA instance. If the device has an IMEI available, it generates an instance ID based on its IMEI as defined in 3GPP TS 23.003 [3] clause 13. 

Subclause 5.1.1.2.1 states:
…

On sending an unprotected REGISTER request, the UE shall populate the header fields as follows:

a)
a From header field set to the SIP URI that contains the public user identity to be registered;

b)
a To header field set to the SIP URI that contains the public user identity to be registered;

c)
a Contact header field set to include SIP URI(s) containing the IP address or FQDN of the UE in the hostport parameter. If the UE:

1)
supports GRUU (see table A.4, item A.4/53);

2)
supports multiple registrations;

3)
has an IMEI available; or

4)
has an MEID available;


the UE shall include a "+sip.instance" header field parameter containing the instance ID. Only the IMEI shall be used for generating an instance ID for a multi-mode UE that supports both 3GPP and 3GPP2 defined radio access networks.

…

Reference to GSMA IR.92 IMS Profile for Voice and SMS, Version 7, 4 March 2013, section 2.2.1 SIP Registration procedures state;

UE and IMS core network must follow the Session Initiated Protocol (SIP) registration procedures defined in 3GPP TS 24.229.
…

The UE must include an IMEI URN (see 3GPP TS 23.003 [2] section 13.8) in the "+sip.instance" header field parameter (Instance ID) of the Contact address.

These above references verify the statements made in the CT1 liaison to SA3-LI.

CT1 further indicated that after registration the IMEI is stored by the S-CSCF and could be associated with all communication sessions involving that UE. The sip.instance is a media feature tag as per RFC 5626:
To convey its instance-id in both requests and responses, the UA includes a "sip.instance" media feature tag as a UA characteristic [RFC3840].

In order to perform the feature capability matching as per RFC 3841 and perform GRUU (RFC 5627) and SIP Outbound (RFC5626) procedures the S-CSCF has to store all media feature tags it receives in the SIP REGISTER request. 

The 3GPP references for the S-CSCF storing the sip instance are indicated in TS 24.229 v10.11.0 subclause 5.4.1.2.2 Protected REGISTER with IMS AKA as a security mechanism
6)
update registration bindings:

a)
bind to each non-barred registered public user identity all registered contact information including all header field parameters contained in the Contact header field and all associated SIP URI parameters, with the exception of the "pub-gruu" and "temp-gruu" header field parameters as specified in RFC 5627 [93], and store information for future use;

b)
for each binding that contains a "+sip.instance" Contact header field parameter, assign a new temporary GRUU, as specified in subclause 5.4.7A.3;

c)
if the Contact header field of the REGISTER request contained a "+sip.instance" and a "reg-id" header field parameter, and the SIP URI in the Path header field inserted by the P-CSCF contained an "ob" SIP URI parameter header field, and:

-
if the public user identity has not previously been registered with the same "+sip.instance" and "reg-id" Contact header field parameter values, then create the registration flow in addition to any existing registration flow; or

-
if the public user identity has previously been registered with the same "+sip.instance" and "reg-id" header field parameter values, then determine whether the request refreshes or replaces an existing registration flow. If the request:

As stated in TS 24.229 v10.11.0 subclause 5.4.3.3 Requests terminated at the served user, the S-CSCF can associate the feature tags including sip.instance/instance-id with the sessions. 

9)
if necessary perform the caller preferences to callee capabilities matching according to RFC 3841 [56B] to the target set;

10)
in case there are no Route header fields in the request:

a)
if there is more than one route in the target set determined in steps 8) and 9) above:

-
if the fork directive in the Request Disposition header field was set to "no-fork", use the contact with the highest qvalue parameter to build the target URI. In case no qvalue parameters were provided, the S-CSCF shall decide locally what contact address to be used to build the target URI;

-
if the fork directive in the Request Disposition header field was not set to "no-fork", fork the request or perform sequential search based on the relative preference indicated by the qvalue parameter of the Contact header field in the REGISTER request, as described in RFC 3261 [26]. In case no qvalue parameters were provided, then the S-CSCF determine the contact address to be used to build the target URI as directed by the Request Disposition header field as described in RFC 3841 [56B]. If the Request-Disposition header field is not present, the S-CSCF shall decide locally whether to fork or perform sequential search among the contact addresses;

-
in case that no route is chosen, return a 480 (Temporarily unavailable) response or another appropriate unsuccessful SIP response and terminate these procedures;

-
per the rules defined in RFC 5626 [92], the S-SCSF shall not populate the target set with more than one contact with the same public user identity and instance-id at a time. If a request for a particular public user identity and instance-id fails with a 430 response, the S-CSCF shall replace the failed branch with another target with the same public user identity and instance-id, but a different reg-id; and

-
if two bindings have the same instance-id and reg-id, it should prefer the contact that was most recently updated.
2. IMS Clients
There has been some concern raised that IMS Clients cannot be trusted to provide the valid IMEI to the network. However this is not true in all cases as there are different types of IMS Clients and UE architectures to consider.
2.1 Downloadable fully self-contained IMS Client executing in application space 

This type of client is fully self-contained including its own IMS registration procedures and uses the IP layer  NAS access functions of the ME. Such a client should be considered equivalent to other over-the-top communication clients (Skype, Viber, Yahoo, WhatsApp, etc) that can be downloaded to the UE.

Characteristics
a. Unverifiable downloadable application and IMS registration code 

b. Performs its own IMS registrations directly and cannot be trusted to provide the correct IMEI

c. Unable to use IMS AKA authentication (unless the OS provides access to the necessary UICC functions for this)

NOTE: Android IMS Application is only able to support IMS AKA authentication if this is supported by the device manufacturer (OEM) otherwise HTTP Digest Authentication has to be used: http://code.google.com/p/the-ims-open-source-project-for-android/
2.2
Downloadable IMS Client executing in application space utilising common ME registration procedure.
A characteristic of the IMS architecture is that when there are multiple applications on the UE they need to use a common IMS registration function. This is because IMS registrations from the same IP address overwrite previous registrations from that same IP address. Since IMS applications depend on feature tags that are bound to the registration the effect of multiple applications performing their own IMS registrations is that the last application to register effectively deregisters the previous application. This has been an issue in combining RCS and IR.92 applications on the same UE. Therefore for practical support of multiple downloadable IMS applications (or support of downloadable IMS applications along with an embedded IMS client, such as an IMS telephony client) it is necessary that the ME provide a common IMS registration function and APIs for downloadable applications to utilise the embedded common IMS registration procedure.
Characteristics

a. Unverifiable downloadable application client code 

b. Uses the ME embedded core IMS registration procedures, therefore can be trusted to provide a valid IMEI

c. Able to use IMS AKA authentication 

2.3
Fully embedded IMS Client 

This is an IMS client that is part of the embedded functionality of the handset, and can be part of the OS or embedded into the firmware/protocol stack, for example an embedded IMS telephony client or SMS over IMS client.
Characteristics

a. Verifiable embedded code 

b. Performs its own IMS registrations and can be trusted to provide the correct IMEI

c. Able to use IMS AKA authentication)

3. UICC
It has been suggested that the UICC might offer a mechanism to secure the IMEI by hashing the IMEI and returning the coded value to the ME for use in IMS Sessions. While the UICC may be considered trusted, the UICC has no direct access to the IMEI but has to rely on the ME to provide it the IMEI. Similarly the UICC has no direct access to IMS or NAS but has to rely on the underlying IMS or NAS functionality of the ME for communication with the network. If the ME cannot be trusted then it cannot be trusted to provide the correct IMEI to the UICC or to support secure communication with the UICC.
4. Conclusions and recommendations

· The IMEI is provided to the network at IMS registration and can be associated with sessions involving the UE at the network infrastructure.
· Whether the IMEI is secure and can be trusted is an ME architecture and implementation issue. The IMEI can be equally secured for provision using IMS as for NAS.
· The UICC cannot be relied upon to provide the correct IMEI if the ME is not trusted.
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