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Abstract of the contribution: Proposes sending a liaison to 3GPP SA2 clarifying general LI requirements for network operators and vendors regarding the ability to disable ProSe Direct Communications.  
1. Introduction

At the May 2013 3GPP SA2 meeting, the work on ProSe was advanced with options being put forward identifying issues to be studied and addressed.  One contribution was jointly submitted by Telecom Italia, DT, and KPN, proposing a Key Issue for Lawful Interception for ProSe.  Note that in SA2, a Key Issue is a topic for which SA2 needs to develop a solution.  TPS also had a contribution clarifying the requirement to support LI as well as adding LI aspects of ProSe to be considered.  

SA2 did not accept LI as a Key Issues because they do not want to develop LI solutions and indicated that area is the purview of SA3-LI.   While TPS believes that the development of an LI solution does fall under the remit of SA3-LI, certain network capabilities may be needed to ensure that an adequate LI solution can be developed.  

This contribution focuses on the need to have a network capability for disabling the ProSe direct communications between ProSe UE.  
The ProSe direct communications capability being developed by 3GPP SA2 allows two ProSe UEs to communicate with each other directly when they are under network coverage and if they are Public Safety ProSe UE, when they are out of network coverage as well.  For a handset that is the target of interception, allowing direct communication capability will not allow LE to intercept such communications.  

One approach to addressing this concern is to develop a network capability to disable the use of ProSe direct communications for a UE that is a target of interception. While ProSe direct communications is disabled, any communication attempt can still occur, however, it would be routed via the network.  Whether ProSe direct communications is disabled or not for a particular UE may depend on national/regional regulations.

SA3-LI should request SA2 to develop a mechanism to provide such control in the network.  This will provide SA3-LI a hook that can be utilized to develop a complete LI solution.  In addition, this capability can be generic so that the operator can use this for other purposes as well (e.g., network resource management purposes, billing purposes, etc.)
2. Proposal

Review and include the following material in a liaison to July 2013 3GPP SA2.   
3GPP developed services and capabilities require an LI solution in order to enable operators and vendors to meet regulatory requirements.  To this end, if services are developed that prevent the network from intercepting communications of a target of interception, consideration needs to be given to enhancing the service design to either allow interception or limit access to a service for a target of interception.  
More specifically, SA3-LI kindly requests SA2 to develop a capability by which the operator can enable/disable the ability of a ProSe UE to perform direct communications.  This capability could include mandatory routing into the core network as well as disabling the direct communication mode completely. 
Whether and when these settings are used for lawful interception purposes will be determined by regional/national regulatory requirements.  It is expected that this generic mechanism or other mechanisms can also be used by operators for purposes other than LI.
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