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*** FIRST MODIFICATION ***
[bookmark: _Toc350431990][bookmark: _Toc350431993]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
· For a specific reference, subsequent revisions do not apply.
· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	ETSI TS 101 331: "Telecommunications security; Lawful Interception (LI); Requirements of Law Enforcement Agencies".
[2]	ETSI ES 201 158: "Lawful Interception; Requirements for network functions".
[3]	ETSI ES 201 671: "Handover Interface for the lawful interception of telecommunications traffic".
[4]	GSM 01.33: "Lawful Interception requirements for GSM".
[5]	GSM 02.33: "Lawful Interception - stage 1".
[6]	GSM 03.33: "Lawful Interception - stage 2".
Editor's note: 
References 4, 5 & 6 are not cited in the body of the present TS, and anyway they do not exist in this Release.
[7]	3GPP TS 33.106: "3G Security; Lawful Interception Requirements".
[8]	ANSI J-STD-025‑A: "Lawfully Authorised Electronic Surveillance".
[9]	IETF RFC 2806: "URLs for Telephone Calls ".
[10]	3GPP TS 23.060: "General Packet Radio Service (GPRS); Service description".
[11]	3GPP TS 33.108: "3G Security; Handover interface for Lawful Interception".
[12]	IETF RFC 3261: "SIP: Session Initiation Protocol".
[13]	3GPP TS 21.905: "Vocabulary for 3GPP Specifications".
[14]	3GPP TS 23.234: "3GPP system to Wireless Local Area Network (WLAN) Interworking; System Description".
[15]	3GPP TS 23.008: "Organization of subscriber data".
[16]	3GPP TS 29.234: "3GPP system to Wireless Local Area Network (WLAN) interworking; Stage 3".
[17]	3GPP TS 24.234: "3GPP system to Wireless Local Area Network (WLAN) interworking; User Equipment (UE) to network protocols; Stage 3".
[18]	IETF RFC 1122: "Requirements for Internet Hosts -- Communication Layers".
[19]	IETF RFC 1123: "Requirements for Internet Hosts -- Application and Support".
[20]	3GPP TS 23.246: "Multimedia Broadcast/Multicast Service (MBMS); Architecture and Functional Description".
[21]	3GPP TS 24.147: "Conferencing Using the IP Multimedia (IM) Core Network (CN) subsystem 3GPP Stage 3".
[22]	3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".
[23]	3GPP TS 23.402: "Architecture enhancements for non-3GPP accesses".
[24]	3GPP TS 29.273: "Evolved Packet System (EPS); 3GPP EPS AAA interfaces".
[25]	3GPP TS 33.328: "IP Multimedia Subsystem (IMS) media plane security".
[26]	3GPP TS 29.212: "Policy and Charging Control (PCC); Reference points".
[27]	(void)
[28]	3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".
[29]	3GPP TS 33.210: "Network Domain Security (NDS); IP network layer security".
[30]	3GPP TS 23.272: “Circuit Switched (CS) fallback in Evolved Packet System (EPS); Stage 2”
[31]	3GPP TS 22.220:  “Service Requirements for Home NodeBs and Home eNodeBs”.
[32]	3GPP TS 36.300:  Evolved Universal Terrestrial Radio Access (E-UTRA) and Evolved Universal Terrestrial Radio Access Network  (E-UTRAN); Overall description; Stage 2”.
[33]	3GPP TS 25.467:  “UTRAN architecture for 3G Home Node B (HNB); Stage 2”
[34]	3GPP TS 33.320:  “Security of Home Node B (HNB) / Home evolved Node B (HeNB)”.
[xy]	3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)".


*** SECOND MODIFICATION ***
3.2	Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [13] and the following apply:
3GMS	3rd Generation Mobile Communications System
3G GGSN	3rd Generation Gateway GPRS Support Node
3G GSN		3rd Generation GPRS Support Node (GGSN/SGSN)
3G MSC		3rd Generation Mobile Switching Center
3G SGSN	3rd Generation Serving GPRS Support Node
3G UMSC	3rd Generation Unified Mobile Switching Centre
AAA	Authentication, Authorization, and Accounting
ADMF	Administration Function
AN	Access Network
AP	Access Provider
BM-SC	Broadcast-Multicast Service Centre
BSF	Bootstrapping Serving Function
CC	Content of Communication
CS	Circuit Switched
CSCF	Call Session Control Function 
CSG	Closed Subscriber Group
DF	Delivery Function
DSMIP		Dual Stack Mobile IP
ECT	Explicit Call Transfer
EPC	Evolved Packet Core
ePDG	Evolved PDG
EPS	Evolved Packet System
E-UTRAN	Evolved UTRAN
FTP	File Transfer Protocol
GBA	Generic Bootstrapping Architecture
GGSN	Gateway GPRS Support Node
GPRS	General Packet Radio Service
GSM	Global System for Mobile communications
GSN	GPRS Support Node (SGSN or GGSN)
HA	Home Agent 
HeMS	HeNB Management System
HeNB	Home enhanced NodeB
HeNB GW	HeNB Gateway
H(e)NB	Home and Home enhanced NodeB
HI	Handover Interface 
HMS	HNB Management System
HNB	Home NodeB
HNB GW	HNB Gateway
HRPD	High Rate Packet Data
HSS	Home Subscriber Server
IA	Interception Area
ICEs	Intercepting Control Elements (3G MSC Server, 3G GMSC Server, P-CSCF, S-CSCF, SGSN, GGSN, HLR, AAA Server, PDG, MME, S-GW, PDN-GW, HSS)
IETF	Internet Engineering Task Force
IMEI	International Mobile station Equipment Identity
IMS	IP Multimedia Core Network Subsystem
IMSI	International Mobile Subscriber Identity
INEs	Intercepting Network Elements (3G MSC Server, 3G GMSC Server, P-CSCF, S-CSCF, SGSN, GGSN, MGW, HLR, AAA Server, PDG)
IP	Internet Protocol
IRI	Intercept Related Information
I-WLAN	Interworking WLAN (3GPP WLAN interworking subnetwork)
LAN	Local Area Network
LDI	Location Dependent Interception
LEA	Law Enforcement Agency
LEMF	Law Enforcement Monitoring Facility 
LIPA	Local IP Access
MBMS	Multimedia Broadcast/Multicast Service
ME	Mobile Entity
MIP	Mobile IP
MME	Mobility Management Entity
MN	Mobile Node
MSISDN	Mobile Subscriber ISDN Number
NAF	Network Application Function
NAI	Network Access Identifier
NO	Network Operator
PDG	Packet Data Gateway
PDN 	Packet Data Network
PDN-GW	PDN Gateway
PMIP	Proxy Mobile IP
PoC	Push to talk over Cellular
PS	Packet Switched
RA	Routing Area
RAI	Routing Area Identity
SAI	Service Area Identity 
SeGW	Security Gateway
SGSN	Serving GPRS Support Node
SIP	Session Initiation Protocol
SMS	Short Message Service
S-GW	Serving Gateway
TEL URL	"tel" URL, as defined in RFC 2806 [9]
TLS	Transport Layer Security
UE	User Equipment
UMTS	Universal Mobile Telecommunication System
URI	Universal Resource Identifier
URL	Universal Resource Locator
VoIP	Voice over IP
WLAN	Wireless LAN

*** NEXT MODIFICATION *** NEW CLAUSE ***

14	Interception of Generic Bootstrapping Architecture (GBA) Secured Communications
14.1	Introduction
The Generic Bootstrapping Architecure (GBA) is defined in the 3GPP TS 33.220 [xy]. This section details the stage 2 Lawful Interception architecture and functions that are needed to provide the GBA based application specific encryption keys from the GBA architecture towards the DF2 for a subscriber that is target of interception.
Figure 14.1 shows the LI architecture for the GBA where the BSF provides the events and associated information towards the DF2 over the X2 interface.



Figure 14.1: GBA Intercept Configuration

[bookmark: _Toc350432083]14.2	Provision of Content of Communications
The GBA interception provides the application specific cryptographic keys (aka GBA application specific keys) which are used to decrypt the intercepted communication secured using those GBA application specific keys. Interception of the content of communications for GBA secured services is not part of this section and can be achieved via other methods outlined in this specification.
[bookmark: _Toc350432084]14.3	Provision of Intercept Related Information
14.3.1	Provision of Intercept Related Information Data Flow
Figure 14.2 shows the transfer of intercept related information to the DF2. If an event related to a target subscriber occurs, the BSF shall send the relevant data to the DF2.
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Figure 14.2: Provision of Intercept Related Information
[bookmark: _Toc350432085]14.3.2	X2-interface
The following information needs to be transferred from the BSF to the DF2 in order to allow a DF2 to perform its functionality:
-	target identity;
-	events and associated parameters as defined in clauses 14.3.3 may be provided;
The IRI should be sent to DF2 using a reliable transport mechanism.
[bookmark: _Toc350432086]14.3.3	GBA LI Events and Event Information
Intercept Related Information (Events) are necessary for the following;
· Bootstrapping
· Query from NAF
· Start of interception with GBA key
A set of possible elements as shown in Table 14.3.1 are used to generate the events.
Table 14.3.1: Information Events for GBA Event Records
	Element

	Observed IMSI
IMSI of the target subscriber (monitored subscriber).

	Observed Other Identity
Other Identity of the target subscriber (monitored subscriber).

	Event type
Description which type of event is delivered: Bootstrapping, Query from NAF, 
Start of interception with GBA key

	Event date
Date of the event generation in the BSF

	Event time
Time of the event generation in the BSF. 

	Network Element Identifier
Unique identifier for the element reporting the BSF.

	B-TID
Bootstrapping transaction identifier, TS 33.220 [xy].

	Key lifetime
The lifetime of the key material is set according to the local policy of the BSF, TS 33.220 [xy].

	Bootstrapping time
The timestamp of the bootstrapping event.

	Ks_int_NAF
GBA application specific key (internal), if GBA_U has been used, TS 33.220 [xy].

	Ks_ext_NAF
GBA application specific key (external), if GBA_U has been used, TS 33.220 [xy].

	Ks_NAF
GBA application specific key, if GBA_ME has been used, TS 33.220 [xy].

	Ua protocol id
Ua interface security protocol id defined in clause Annex H in TS 33.220 [xy].

	NAF_Id
The FQDN of the NAF, concatenated with the Ua security protocol identifier, TS 33.220 [xy].





[bookmark: _Toc350432087]14.4	Structure of GBA Events
[bookmark: _Toc350432088]14.4.1	Bootstrapping
This event will be generated when the UE triggers a bootstrapping procedure towards the BSF when the UE wants to interact with a NAF. The actual bootstrapping procedure is defined in the TS 33.220 [xy], in sections 4.5.2 and in 5.3.2. The information elements shown in Table 14.4.1 table, if available, will be delivered to the DF2, by the BSF.
Table 14.4.1: Bootstrapping
	Observed IMSI

	Observed Other Identity

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	B-TID

	Key lifetime

	Bootstrapping time


[bookmark: _Toc350432089]14.4.2	Query from NAF
The Query from NAF event is generated when the BSF receives an application specific key query from a NAF in order to retrieve GBA based application specific keys and related information. A new event is generated for each individual query events. The information elements shown in Table 14.4.2 will be delivered to the DF2, if available, by the BSF. 
Table 14.4.2: Query from NAF
	Observed IMSI

	Observed Other Identity

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Ks_ext_NAF

	NAF_Id

	Ks_int_NAF

	Ks_NAF

	Key lifetime

	Bootstrapping time

	Ua protocol id



[bookmark: _Toc350432090]14.4.3	Start of Interception with GBA key
For start of interception where GBA application specific key is already in use a Start of Interception with GBA key event is generated. The elements, shown in Table 14.4.3 will be delivered to the DF2, if available, by the BSF. A new Start of Interception with GBA key event shall be generated for each individual B-TID the interception target has associated to in the BSF.
Table 14.4.3: Start of Interception with GBA key
	Observed IMSI

	Observed Other Identity

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	B-TID

	NAF_Id

	Ks_ext_NAF

	Ks_int_NAF

	Ks_NAF

	Key lifetime

	Bootstrapping time

	Ua protocol id



*** END OF MODIFICATION ***
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