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Feature Package Description
High-Level Description of the Feature Package 
In every country, network operators and telecom service providers require licences to offer communication services to users. Deployments of networks supporting IPTV are no exception and must also have a licence, usually delivered by the country’s regulatory agency. Such licences most of the time come with requirements to support mandatory services. One such mandatory service in almost all countries around the world is lawful intercept (LI).
Lawful intercept is the legally approved surveillance of telecommunication services. It is an important tool for law enforcement agencies (LEAs) in their investigation and prosecution of criminal activities and terrorism. To achieve this purpose, most countries have passed laws requiring telecommunication service providers to support LEAs (upon duly authorized requests) to identify, monitor and deliver all of the electronic communication of specific individuals and groups.
As indicated above, the consumer in this case is a LEA. Upon its request, network operator has to deliver signalling, network management information or content of the communications or a combination of them (either in real time or after the communication ended). LI operation can be functionally divided into three (3) activities:
· collection and extraction from the network of call/session data, including content when required
· formatting of data  for delivery to LEA
· delivery of data and content to LEA
Schematic Illustration

The figure above illustrates the principal applicability of the Lawful Intercept requirements to the IPTV networks. From the Lawful Interception perspective, the variety of communications services enabled by the OIPF IPTV solution may be conceptually mapped into the depicted interaction. For example, the IPTV service may be an A/V communications service or it may be a service that blends content delivery with an external social media service interaction (e.g. Facebook or Twitter).
The goal is to intercept communications related to individual or group under surveillance. In order to accomplish this goal IPTV solution has to include a functional entity (intercept controller) where user’s communications can be monitored, intercepted and delivered to an LEA.
End-User Experience
The end-user experience shall not be affected. This pertains to the subjects of the Lawful Intercept activities, as well as to the general users of IPTV services. Moreover, special attention shall be paid to keeping the lawful intercept activities unnoticeable and untraceable by the end-users, as well as by unauthorized service provider personnel.
Relevance to OIPF and Industry 
Market Assessment
As indicated above, support of lawful intercept in commercial networks is required in almost every country. Therefore, in order to maximize the use of OIPF specifications on commercial networks offering IPTV services, it is important that OIPF support lawful intercept functionality.
Relation with Industry or Other Standards Development Activity 
It is well understood that lawful intercept requires specialized expertise, and a cross industry alignment is desirable. International standardization bodies with additional technical expertise exist: ETSI, ATIS, 3GPP, CableLabs. They have developed technical standards for lawful intercept to facilitate the work of LEAs and help operators and service providers to minimize their costs, which are applicable to all network and service types. The OIPF LI solution should maximally reuse the work they have done. 
Specifically, expertise existsin the following organizations:
· ETSI TC LI 
· 3GPP SA3-LI 
· ATIS PTSC-LAES and WTSC-LI
Use Case Scenarios and Requirements
Use Cases
The following use case is provided as an example of a typical scenario where LI is applicable.
Interception of user generated content
This use case describes a user acting as a TV content producer where he can create content which is shared with other users. The user is suspected of plotting a criminal activity and sharing the plot with its collaborators. Note: Similar steps would be applicable to other forms of communications initiated by the user.
Assumptions and pre-conditions
Intercept warrant for the user A is received by the IPTV service provider from a Law Enforcement Agency (LEA). Intercept for User A is active.
All relevant steps
1. User A connects to the IPTV service provider and declares a live event he will capture and upstream in real time. The user also specifies the distribution policy for the event.
2. User A starts capturing the live event and feeds the stream to the IPTV service provider.
3. The IPTV service provider allows other users to discover and receive the live events based on the service provider and producer policy.
4. In parallel, the content and information related to the interception (including identities of the event subscribers) is captured by the service provider, in accordance with the LEA order. The captured data is delivered securely to the LEA over a handover interface. User A concludes the live event streaming. Neither User A, nor the event watchers are aware the event was intercepted.
Outcome
The IPTV service provider has fulfilled its obligations to intercept the communications of a user under legal investigation and provided the LEA with the requested information.
Alternative Steps
Although this use case is based on a live event, it can also be applicable to recorded personal live events or other user generated content on the IPTV platform, which would be made available to other users in any mode under the control of the producer.
In that case, reports will need to be generated about:
· The upload of this content (including the content itself)
· The access to this content – the content itself does not need to be retransmitted.
Requirements
The following Figure 2 depicts the generic operation of the Lawful Interception

 Figure 2: Organizational flow chart for Lawful Interception (Adapted from ETSI TS 101 331)
Typically, a LEA issues an order for LI to a specific network operator, access provider, or service provider, which is obliged by law to deliver the requested information to a Law Enforcement Monitoring Facility.
The provider’s LI system must provide transparent interception only of the traffic and information lawfully authorized and in accordance with the LI warrant. The intercept subject must not be aware of the interception. Additionally, the service provided to other uninvolved users must not be affected during interception. 
Service Control Requirements for LI service
The following requirements typically apply to an LI solution. The OIPF LI Solution shall support them:
1) Provision/withdrawal
The LI service shall be always provided, there is no explicit provision/withdrawal required.
2) Activation/deactivation
The LI service shall be activated upon issuing of a valid interception warrant from a LEA. The LI service shall be deactivated when the interception warrant expires or as defined by the LEA.
3) Invocation and operation
The LI service shall be invoked on any communication from or to the LI target. The LI service shall also be invoked when a content related to the LI target is accessed (e.g. LI target-generated content uploaded and stored in the SP storage facilities)
4) Interrogation
Interrogation shall be possible only from an authorized (by LEA and by SP) user.
5) Interaction with other services
There shall be no interaction, i.e., the invocation of LI shall not alter the operation of any service.
LI Operational Requirements
General requirements
1) The OIPF LI solution shall ensure that:
a) the entire content of communication associated with an intercept target can be intercepted during the period of the intercept warrant;
b) any content of communication associated with an intercept target which is routed to technical storage facilities or is retrieved from such storage facilities can be intercepted during the period of the intercept warrant;
c) the delivery of the intercept related information (IRI) is reliable;
d) the delivery of the content of communication (CC) is reliable;
e) the service provider does not monitor or permanently record the results of interception;
f) LI is undetectable by the intercept target;
g) LI is undetectable by other users;
h) mechanisms are in place to prevent unauthorized personnel from performing or knowing about intercepts;
i) service provider is able to do multiple simultaneous intercepts on a single intercept target.  The fact that there are multiple intercepts should be transparent to the LEAs.
2) The solution shall support the ability to intercept telecommunications relating to the interception targets operating permanently within a telecommunications system (e.g. a subscriber or account).
3) The solution shall support giving all results of interception provided at the handover interface a unique identification relating to lawful authorization.
4) The solution shall support protection of integrity and confidentiality of the intercepted communications. 
Result of interception
The OIPF LI solution shall enable:
1) providing the content of communication and related information;
2) removing any service coding or encryption which has been applied to the content of communication and the intercept related information at the instigation of the service provider;
3) providing the LEA with any other decryption keys whose uses include encryption of the content of communications, where such keys are available for SP (in case the coding/encryption cannot be removed by the SP); 
NOTE: Where the user has initiated and applied end to end encryption, the content is provided as received.
4) providing the intercept related information (IRI), when:
a) communication is attempted;
b) communication is established;
c) no successful communication is established;
d) there is a change of status (e.g. in the access network);
e) there is a change of service or service parameter;
f)  there is a change of location;
g)  a successful communication is terminated;
5) providing the intercept related information (IRI) containing:
a) the identities that have attempted telecommunications with the target, successful or not;
b) identities used by or associated with the target;
c) details of services used and their associated parameters;
d) information relating to status;
e) time stamps.
Background Material and References
Background material and References
The following Figure 3 provides the reference model for Lawful Interception in telecommunications networks 




Figure 3: Reference Model for Lawful Interception (from ETSI TR 102 528[footnoteRef:1]) [1:  CSP – Communications Service Provider] 


The reference model depicts the following functions and interfaces:
· Intercept Related Information Internal Intercept Function (IRI-IIF) generates signaling intercept material. 
· Content of Communication Internal Intercept Function (CC-IIF) generates content intercept material.
· Content of Communication Trigger Function (CCTF) controls the CC-IIF.
· External interface HI2 carries Intercept Related Information (IRI) from the MF to the LEMF.
· External interface HI3 carries Content of Communication (CC) information from the MF to the LEMF.
· External interface HI1 carries intercept request information from LEA to the Lawful Interception Administration Function (AF). 
· Internal interface INI1 carries provisioning information from the Lawful Interception Administration Function (AF) to the Internal Intercept Functions (IIF). 
· INI1a provisions Intercept Related Information Interception Function (IRI-IIF).
· INI1b may (statically) provision CCs Control Function (CC-IIF).
· INI1c provisions the Mediation Function (MF).
· Internal interface INI2 carries Intercept Related Information (IRI) from the IRI-IIF to the MF.
· Internal interface INI3 carries Content of Communication (CC) information from the CC-IIF to the MF.
· Content of Communication Trigger Interface (CCTI) carries trigger information from the IRI-IIF to the CCTF.
· Content of Communication Control Interface (CCCI) carries controls information from the CCTF to the CC-IIF.
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