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Introduction
The Living Document MIKEY-IBAKE Lawful Interception Solutions Evaluation v0.4.0 (LD) describes how the encryption key exchange protocol MIKEY-IBAKE may be used as an IMS Media Plane Security protocol and also meet Lawful Intercept requirements as defined in 3GPP TS 33.106 3G security; Lawful interception requirements.
We do not believe the proposal described in this LD satisfies the requirements of 33.106 and therefore suggest the LD be corrected to accurately reflect where MIKEY-IBAKE meets and does not meet the LI requirements. 
Our proposed changes to the LD are described the accompanying document SA3LI13_019. 
Below we describe some of the issues where the LD is deficient in meeting the requirements of 33.106.
  
Discussion
[bookmark: _Toc314731373]Comments on Section 5.2.1 General 
The LD text reads;
Session key discovery in this approach relies on the operator or owner of the KMS discovering the random secret used in generating the Key Component by the targeted user, and then, by knowing it, re-generating the session key.  This method works as follows.

Instead of deploying the true random number generator to create the random secret, a pseudo-random number generator (PRG) is deployed in the client application of the user device.

The operator or application owner, e.g., enterprise, pre-configures the application of the user device with the secret random seed (S) that is associated with the user identity…  

This method requires all devices/applications using MIKEY-IBAKE for interception to be pre-configured with a secret random seed, known to the KMS performing the session key generation in the event of interception. Therefore the MIKEY-IBAKE solution requires every device/application be pre-configured for interception even though a very small fraction of devices in the field will ever become an interception target during their lifetime.
We feel pre-configuring every device with specific information needed solely for the purposes of Lawful Interception is an unnecessary burden on network operators and handset manufacturers and ultimately drives up consumer costs.

Comments on Section 5.2.2 Candidate solution 1 - consolidated PRG-based session key discovery
The solution described in this LD section 5.2.2 (and LD section 5.2.1) requires that interception can only occur using the KMS that originally planted the secret random seed value in the Pseudo-Random Number Generator of the targeted device/application. If the device/application is not within the same network as the KMS originating the secret random seed, access to this KMS is not guaranteed, and thus interception will fail.

Therefore MIKEY-IBAKE does not address the case for interception when the device is roaming out of the network which originally configured the secret random seed value. This is in contravention of 33.101 Section 5.1.2 General Principles which states;
 A mobile target in a given 3GPP network can be a subscriber of that 3GPP network, or a user roaming from another 3GPP network or from any other network capable of using that 3GPP network. The intercepted CC and the IRI can only be delivered for activities on that given 3GPP network.
Therefore MIKEY-IBAKE does not meet the requirement 1 from 33.101 Section 5.7 LI Requirements for Encrypted Services.
1.	When an encryption service is provided by the PLMN, lawful interception shall take place as for an unencrypted communications. 

Comments on Section 5.4 Evaluation
The text in this section reads;
In this clause the proposed solutions are evaluated against the LI requirements for encrypted services as specified in clause 5.7 of TS 33.106 [4].
It needs to be noted that the selected LI solution becomes an integral part of the MIKEY-IBAKE protocol in order to satisfy LI requirements, and testing of the UE to ensure compliance with these requirements may be necessary.
The solutions outlined in this LD are said to become “an integral part of the MIKEY-IBAKE protocol”, we are unclear what this implies. MIKEY-IBAKE is a protocol defined in the IETF and any modification of this protocol to ensure it meets LI requirements should take place in the IETF. 
It is also for further study how testing of the UE will guarantee compliance of LI requirements, since testing is a previously unneeded procedure for LI purposes, with respect to the encryption key exchange protocol in use.
Comments on Section 5.4.2 Second LI Requirement
The text in Section 5.4.4 Fourth LI Requirement states;
All four LI solutions for MIKEY-IBAKE described above rely on information contained in SIP messages executed during the call setup with the target of interception.  Therefore, commencement of interception and decryption of an existing communication requires SIP messages executed during the call setup with the Target of interception as well as other session related information to be available.  If these SIP messages are no longer available, the forced or periodic rekeying could be executed.
Therefore, all four solutions described in clauses 5.2 and 5.3 satisfy the fourth LI requirement for encrypted services.
[bookmark: _Toc295317378]The above text states that if SIP messages are not available then rekeying is the solution to be used. Rekeying for mid-call interception will be detectable by the UE and is in contravention of the requirement in 33.106 section 5.7 LI Requirements for Encrypted Services,

2.	Interception shall be performed in such a manner as to avoid detectability by the Target or others. In particular:
a.	There shall be no significant difference in latency during call setup or during communications compared to a non-intercepted communications.
b.	Interception of a Target shall not prevent the use of key exchange applications which provide a user key confirmation mechanism.
NOTE:	Key confirmation mechanisms such as an authentication string to be exchanged verbally are commonly used to provide additional assurance of authentication.
c.	Should interception fail during a call (or during call setup), the call shall be unaffected
Therefore the text of Section 5.4.4 contravenes the claim in section 5.4.2 that MIKEY-IBAKE complies with the second requirement. The second requirement is not met by MIKEY-IBAKE.

Comments on Section 5.4.4 Fourth LI Requirement
The forced rekeying in the case of lost SIP messages as described in this section (see extracted text above) implies that interception cannot begin until rekeying has occurred. This adds increased network load, in particular for the periodic case and introduces the risk that interception could fail if the rekeying is observed by the user. Requirement 4 from 33.106 reads;
4.	An encryption solution shall not prohibit commencement of Interception and decryption of an existing communication
Therefore the fourth LI requirement is not met by MIKEY-IBAKE.
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