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*** FIRST MODIFICATION ***
[bookmark: _Toc335387846]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
· For a specific reference, subsequent revisions do not apply.
· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	ETSI TR 101 331: "Telecommunications security; Lawful Interception (LI); requirements of Law Enforcement Agencies".
[2]	ETSI ES 201 158: "Telecommunications security; Lawful Interception (LI); Requirements for network functions".
[3]	ETSI ETR 330: "Security Techniques Advisory Group (STAG); A guide to legislative and regulatory environment".
[4]	3GPP TS 29.002: "3rd Generation Partnership Project; Technical Specification Group Core Network; Mobile Application Part (MAP) specification".
[5A]	ITU‑T Recommendation X.680: "Abstract Syntax Notation One (ASN.1): Specification of Basic Notation".
[5B]	ITU‑T Recommendation X.681: "Abstract Syntax Notation One (ASN.1): Information Object Specification".
[5C]	ITU‑T Recommendation X.681: "Abstract Syntax Notation One (ASN.1): Constraint Specification".
[5D]	ITU‑T Recommendation X.681: "Abstract Syntax Notation One (ASN.1): Parameterization of ASN.1 Specifications".
[6]	ITU‑T Recommendation X.690: "ASN.1 encoding rules: Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER)".
NOTE 1:	It is recommended that for [5A], [5B], [5C], [5D] and [6] the 2002 specific versions should be used.
[7]	ITU‑T Recommendation X.880: "Information technology - Remote Operations: Concepts, model and notation".
[8]	ITU‑T Recommendation X.882: "Information technology - Remote Operations: OSI realizations - Remote Operations Service Element (ROSE) protocol specification".
NOTE 2:	It is recommended that for [8] the 1994 specific versions should be used.
[9]	3GPP TS 24.008: "3GPP Technical Specification Group Core Network; Mobile radio interface Layer 3 specification, Core network protocol; Stage 3".
[10] - [12]	Void.
[13]	IETF STD 9 (RFC 0959): "File Transfer Protocol (FTP)".
[14]	3GPP TS 32.215: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Telecommunication Management; Charging Management; Charging data description for the Packet Switched (PS) domain)".
[15]	IETF STD0005 (RFC 0791: "Internet Protocol".
[16]	IETF STD0007 (RFC 0793): "Transmission Control Protocol".
[17]	3GPP TS 29.060: "3rd Generation Partnership Project; Technical Specification Group Core Network; General Packet Radio Service (GPRS); GPRS Tunnelling Protocol (GTP) across the Gn and Gp interface".
[18]	3GPP TS 33.106: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Lawful Interception Requirements".
[19]	3GPP TS 33.107: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Lawful interception architecture and functions".
[20]	3GPP TS 23.107: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Quality of Service QoS concepts and architecture".
[21] – [22]	Void.
[23]	ANSI/J-STD-025-A: "Lawfully Authorized Electronic Surveillance".
[24]	ETSI TS 101 671: "Handover Interface for the lawful interception of telecommunications traffic".
[25]	3GPP TS 23.003: "3rd Generation Partnership Project; Technical Specification Group Core Network; Numbering, addressing, and identification".
[26]	IETF RFC 3261: "SIP: Session Initiation Protocol".
[27]	IETF RFC 1006: "ISO Transport Service on top of the TCP".
[28]	IETF RFC 2126: "ISO Transport Service on top of TCP (ITOT)".
[29]	ITU‑T Recommendation Q.763: "Signalling System No. 7 - ISDN User Part formats and codes".
[30]	ETSI EN 300 356 (all parts): "Integrated Services Digital Network (ISDN); Signalling System No.7; ISDN User Part (ISUP) version 3 for the international interface".
[31]	ETSI EN 300 403-1 (V1.3.2): "Integrated Services Digital Network (ISDN); Digital Subscriber Signalling System No. one (DSS1) protocol; Signalling network layer for circuit-mode basic call control; Part 1: Protocol specification [ITU-T Recommendation Q.931 (1993), modified]".
NOTE 3:	Reference [31] is specific, because ASN.1 parameter "release-Reason-Of-Intercepted-Call" has the following comment: "Release cause coded in [31] format". In case later version than the given one indicated for ISDN specification ETSI EN 300 403‑1 has modified format of the "release cause", keeping the reference version specific allows to take proper actions in later versions of this specification.
[32] - [33]	Void
[34]	ITU-T Recommendation Q.931: "ISDN user-network interface layer 3 specification for basic call control".
[35]	Void.
[36]	IETF RFC 2806: "URLs for Telephone Calls".
[37]	3GPP TS 23.032: "3rd Generation Partnership Project; Technical Specification Group Core Network; Universal Geographical Area Description (GAD)".
[38]	3GPP TR 21.905: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Vocabulary for 3GPP Specifications".
[39]	ISO 3166-1: "Codes for the representation of names of countries and their subdivisions - Part 1: Country codes".
[40]	3GPP TS 23.228: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; IP Multimedia Subsystem (IMS); Stage 2".
[41]	3GPP TS 29.234: "3rd Generation Partnership Project; Technical Specification Group Core Network and Terminals: 3GPP System to Wireless Local Area Network (WLAN) interworking; Stage 3".
[42]	3GPP TS 23.060: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; General Packet Radio Service (GPRS); Service description".
[43]	3GPP TS 23.234: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3GPP system to Wireless Local Area Network (WLAN) Interworking; System Description".
[44]		3GPP TS 23.401: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access”.
[45]	3GPP TS 23.402:  "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Architecture enhancements for non-3GPP accesses".
[46]	3GPP TS 29.274: "3GPP Evolved Packet System (EPS); Evolved General Packet Radio Access (GPRS) Tunneling Protocol for Control Plane (GTPv2-C); Stage 3".
[47]	3GPP TS 24.301: "Non-Access-Stratum (NAS) protocol for Evolved Packet System (EPS); Stage 3".
[48]	3GPP TS 29.275: "Proxy Mobile IPv6 (PMIPv6) based Mobility and Tunneling protocols; Stage 3".
[49]	3GPP TS 24.303: "Mobility management based on Dual-Stack Mobile IPv6; Stage 3".
[50]	(void) 
[51]	(void)
[52]	3GPP TS 24.147: "3rd Generation Partnership Project; Technical Specification Group Core Network and Terminals; Conferencing Using the IP Multimedia (IM) Core Network (CN) subsystem 3GPP Stage 3".
[53]	3GPP TS 29.273: "3rd Generation Partnership Project; Technical Specification Group Core Network and Terminals; Evolved Packet System (EPS); 3GPP EPS AAA interfaces".
[54]	3GPP TS 33.328: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; IP Multimedia Subsystem (IMS) media plane security".
[bookmark: _Ref260745760][55]	ATIS-0700005 "Lawfully Authorized Electronic Surveillance (LAES) for 3GPP IMS-based VoIP and other Multimedia Services".
[56]	3GPP TS 29.212: "3rd Generation Partnership Project; Technical Specification Group Core Network and Terminals; Policy and Charging Control(PCC); Reference points".
[57]	Void.
[58]	IETF RFC 4217: "Securing FTP with TLS".
[59]	3GPP TS 29.272: "3rd Generation Partnership Project; Technical Specification Group Core Network and Terminals; Evolved Packet System (EPS); Mobility Management Entity (MME) and Serving GPRS Support Node (SGSN) related interfaces based on Diameter protocol".
[60]	3GPP TS 33.310: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Network Domain Security (NDS); Authentication Framework (AF)".
[61]	IETF RFC 6043: "MIKEY-TICKET: Ticket-Based Modes of Key Distribution in Multimedia Internet KEYing (MIKEY)", available at www.ietf.org
[62]	3GPP TS 25.413: "UTRAN Iu interface Radio Access Network Application Part (RANAP) signalling".
[63]	3GPP TS 29.279: "Mobile IPv4 (MIPv4) based mobility protocols; Stage 3".
[64]	3GPP TS 29.118: "Mobility Management Entity (MME) –Visitor Location Register (VLR) SGs interface specification"
[65]	ANSI/J-STD-025-B: "Lawfully Authorized Electronic Surveillance”, July 17, 2006.
[A]	3GPP TS 24.182:  “IP Multimedia Subsystem (IMS) Customized Alerting Tones (CAT)”.

*** NEXT MODIFICATION ***
[bookmark: _Toc335387848]3.1	Definitions
For the purposes of the present document, the terms and definitions given in TR 21.905 [38] and the following apply.
access provider: access provider provides a user of some network with access from the user's terminal to that network.
NOTE 1:	This definition applies specifically for the present document. In a particular case, the access provider and network operator may be a common commercial entity.
(to) buffer: temporary storing of information in case the necessary telecommunication connection to transport information to the LEMF is temporarily unavailable.
communication: Information transfer according to agreed conventions.
content of communication: information exchanged between two or more users of a telecommunications service, excluding intercept related information. This includes information which may, as part of some telecommunications service, be stored by one user for subsequent retrieval by another.
customized alerting tones: an operator specific service by which an operator enables the subscriber to customize the media which is played to the calling party during alerting of the called party. The media can consist of favourable songs, multi-media clips or other customized alerting tones.  
handover interface: physical and logical interface across which the interception measures are requested from network operator / access provider / service provider, and the results of interception are delivered from a network operator / access provider / service provider to a law enforcement monitoring facility.
identity: technical label which may represent the origin or destination of any telecommunications traffic, as a rule clearly identified by a physical telecommunications identity number (such as a telephone number) or the logical or virtual telecommunications identity number (such as a personal number) which the subscriber can assign to a physical access on a case-by-case basis.
interception: action (based on the law), performed by a network operator / access provider / service provider, of making available certain information and providing that information to a law enforcement monitoring facility.
NOTE 2:	In the present document the term interception is not used to describe the action of observing communications by a law enforcement agency.
interception configuration information: information related to the configuration of interception.
interception interface: physical and logical locations within the network operator's / access provider's / service provider's telecommunications facilities where access to the content of communication and intercept related information is provided. The interception interface is not necessarily a single, fixed point.
interception measure: technical measure which facilitates the interception of telecommunications traffic pursuant to the relevant national laws and regulations.
intercept related information: collection of information or data associated with telecommunication services involving the target identity, specifically communication associated information or data (e.g. unsuccessful communication attempts), service associated information or data and location information.
interception subject: person or persons, specified in a lawful authorization, whose telecommunications are to be intercepted.
internal intercepting function: point within a network or network element at which the content of communication and the intercept related information are made available.
internal network interface: network's internal interface between the Internal Intercepting Function and a mediation device.
invocation and operation: describes the action and conditions under which the service is brought into operation; in the case of a lawful interception this may only be on a particular communication. It should be noted that when lawful interception is activated, it shall be invoked on all communications (Invocation takes place either subsequent to or simultaneously with activation.). Operation is the procedure which occurs once a service has been invoked.
NOTE 3:	The definition is based on ITU‑T Recommendation X.882 [8], but has been adapted for the special application of lawful interception, instead of supplementary services.
law enforcement agency: organization authorized by a lawful authorization based on a national law to request interception measures and to receive the results of telecommunications interceptions.
law enforcement monitoring facility: law enforcement facility designated as the transmission destination for the results of interception relating to a particular interception subject.
lawful authorization: permission granted to a LEA under certain conditions to intercept specified telecommunications and requiring co-operation from a network operator / access provider / service provider. Typically this refers to a warrant or order issued by a lawfully authorized body.
lawful interception: see interception.
lawful interception identifier: identifier for a particular interception.
Location Dependent Interception: is interception of a target mobile within a network service area that is restricted to one or several Interception Areas (IA).
location information: information relating to the geographic, physical or logical location of an identity relating to an interception subject.
mediation device: equipment, which realizes the mediation function.
mediation function: mechanism which passes information between a network operator, an access provider or service provider and a handover interface, and information between the internal network interface and the handover interface.
network element: component of the network structure, such as a local exchange, higher order switch or service control processor.
network element identifier: uniquely identifies the relevant network element carrying out the lawful interception.
network identifier: internationally unique identifier that includes a unique identification of the network operator, access provider, or service provider and, optionally, the network element identifier.
network operator: operator of a public telecommunications infrastructure which permits the conveyance of signals between defined network termination points by wire, by microwave, by optical means or by other electromagnetic means. 
precision: the number of digits with which a numerical value is expressed, e.g., the number of decimal digits or bits.  Note: precision should not be confused with accuracy, which is a difference between a measured/recorded numerical value and the respective value in the standard reference system.
quality of service: quality specification of a telecommunications channel, system, virtual channel, computer-telecommunications session, etc. Quality of service may be measured, for example, in terms of signal-to-noise ratio, bit error rate, message throughput rate or call blocking probability.
reliability: probability that a system or service will perform in a satisfactory manner for a given period of time when used under specific operating conditions.
result of interception: information relating to a target service, including the content of communication and intercept related information, which is passed by a network operator, an access provider or a service provider to a law enforcement agency. Intercept related information shall be provided whether or not call activity is taking place.
service information: information used by the telecommunications infrastructure in the establishment and operation of a network related service or services. The information may be established by a network operator, an access provider, a service provider or a network user.
service provider: natural or legal person providing one or more public telecommunications services whose provision consists wholly or partly in the transmission and routing of signals on a telecommunications network. A service provider needs not necessarily run his own network.
SMS: Short Message Service gives the ability to send character messages to phones. SMS messages can be MO (mobile originate) or MT(mobile terminate).
target identity: technical identity (e.g. the interception's subject directory number), which uniquely identifies a target of interception. One target may have one or several target identities.
target service: telecommunications service associated with an interception subject and usually specified in a lawful authorization for interception.
NOTE 4:	There may be more than one target service associated with a single interception subject.
telecommunications: any transfer of signs, signals, writing images, sounds, data or intelligence of any nature transmitted in whole or in part by a wire, radio, electromagnetic, photoelectronic or photo-optical system.
*** NEXT MODIFICATION ***
[bookmark: _Toc335387849]3.2	Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [38] and the following apply:
AN	Access Network
ASN.1	Abstract Syntax Notation, Version 1
ASE	Application Service Element
BER	Basic Encoding Rules
CAT	Customized Alerting Tone
CC	Content of Communication
CSCF	Call Session Control Function
DF	Delivery Function
DSMIP	Dual Stack MIP
EPS	Evolved Packet System
e-PDG	Evolved PDG
E-UTRAN	Evolved UTRAN
FTP	File Transfer Protocol
GGSN	Gateway GPRS Support Node
GLIC	GPRS LI Correlation
GPRS	General Packet Radio Service
GSM	Global System for Mobile communications
GSN	GPRS Support Node (SGSN or GGSN)
GTP	GPRS Tunnelling Protocol
HA	Home Agent
HI	Handover Interface
HI1	Handover Interface Port 1 (for Administrative Information)
HI2	Handover Interface Port 2 (for Intercept Related Information)
HI3	Handover Interface Port 3 (for Content of Communication)
HLC	High Layer Compatibility
HSS	Home Subscriber Server
IA	Interception Area
IA5	International Alphabet No. 5
IAP	Interception Access Point
ICI	Interception Configuration Information
IE	Information Element
IIF	Internal Interception Function
IMEI	International Mobile station Equipment Identity
IMS	IP Multimedia Core Network Subsystem
IMSI	International Mobile Subscriber Identity
INI	Internal network interface
IP	Internet Protocol 
IP-CAN	IP-Connectivity Access Network
IPS	Internet Protocol Stack
IRI	Intercept Related Information
LEA	Law Enforcement Agency
LEMF	Law Enforcement Monitoring Facility
LI	Lawful Interception
LIID	Lawful Interception Identifier
LLC	Lower layer compatibility
LSB	Least significant bit
MAP	Mobile Application Part
ME	Mobile Entity
MF	Mediation Function
MIP	Mobile IP
MME	Mobility Management Entity
MS	Mobile Station
MSB	Most significant bit
MSISDN	Mobile Subscriber ISDN Number
MSN	Multiple Subscriber Number
NEID	Network Element Identifier
NID	Network Identifier
NO	Network Operator
OA&M	Operation, Administration & Maintenance
P‑CSCF	Proxy Call Session Control Function
PDG	Packet Data Gateway
PDN	Packet Data Network
PDN-GW	PDN Gateway
PDP	Packet Data Protocol
PLMN	Public land mobile network
PMIP	Proxy Mobile IP
PSTN	Public Switched Telephone Network
ROSE	Remote Operation Service Element
Rx	Receive direction
S‑CSCF	Serving Call Session Control Function
SGSN	Serving GPRS Support Node
SDP	Session Description  Protocol
SIP	Session Initiation Protocol
SMAF	Service Management Agent Function
SMF	Service Management Function
SMS	Short Message Service
SP	Service Provider
S-GW	Serving Gateway
TAU	Tracking Area Update
TCP	Transmission Control Protocol
TI	Target identity
TLS	Transport Layer Security
TP	Terminal Portability
T-PDU		tunneled PDU
Tx	Transmit direction
UI	User Interaction
UMTS	Universal Mobile Telecommunication System
URI	Universal Resource Identifier
URL	Universal Resource Locator
UTRAN	Universal Terrestrial Radio Access Network
VPN	Virtual Private Network

*** NEXT MODIFICATION:  NEW CLAUSE X ***
[bookmark: _Toc335388024]X	3GPP IMS CAT Services
CAT is defined in 3GPP TS 24.182[A].  
[bookmark: _Toc335388025]X.1	Identifiers
[bookmark: _Toc335388026]X.1.1	Overview
Specific identifiers are necessary to identify a target for interception uniquely and to correlate between the data, which is conveyed over the different handover interfaces (HI2 and HI3). The identifiers are defined in the subsections below.
For the delivery of CC, the MRF provides correlation numbers and target identities to the HI3. The AS reports the IRI associated with the conference services.
For the delivery of CC and IRI, the AS/MRF provides correlation numbers and target identities to the HI2 and HI3.  For a given target the correlation number is unique per conference session.
NOTE:	If two or more target identities are involved in the same conference session the same Correlation Number may be assigned by the relevant network element to the communication sessions of the different target identities.
It is assumed that there is a unique CAT identifier associated with each CAT for a target.  This CAT identifier is needed to identify the CAT that is created, modified, deleted, played, etc.
[bookmark: _Toc335388027]X.1.2	Lawful interception identifier
For each target identity related to an interception measure, the authorized operator (NO/AN/SP) shall assign a special Lawful Interception Identifier (LIID), which has been agreed between the LEA and the operator (NO/AN/SP).
Using an indirect identification, pointing to a target identity makes it easier to keep the knowledge about a specific interception target limited within the authorized operator (NO/AN/SP) and the handling agents at the LEA.
The LIID is a component of the CC delivery procedure and of the IRI records. It shall be used within any information exchanged at the handover interfaces HI2 and HI3 for identification and correlation purposes.
The LIID format shall consist of alphanumeric characters. It might for example, among other information, contain a lawful authorization reference number, and the date, when the lawful authorization was issued.
The authorized operator (NO/AN/SP) shall either enter, based on an agreement with each LEA, a unique LIID for each target identity of the interception subject or a single LIID for multiple target identities all pertaining to the same interception subject.
If more than one LEA intercepts the same target identity, there shall be unique LIIDs assigned relating to each LEA.
Note that, in order to simplify the use of the LIID at LEMF for the purpose of correlating IMS signalling with GSN CC, the use of a single LIID in association with potentially numerous IMS identities (SIP and TEL URIs) is recommended.
In case the LIID of a given target has different values in the GSN and in the CSCF, it is up to the LEMF to recover the association between the two LIIDs.
[bookmark: _Toc335388028]X.1.3	Network identifier
The network identifier (NID) is a mandatory parameter; it should be internationally unique. It consists of the following two identifiers.
1)	Operator- (NO/AN/SP) identifier (mandatory):
Unique identification of network operator, access network provider or service provider.
2)	Network element identifier NEID (optional):
The purpose of the network element identifier is to uniquely identify the relevant network element carrying out the LI operations, such as LI activation, IRI record sending, etc.
A network element identifier may be an IP address or other identifier. National regulations may mandate the sending of the NEID.
[bookmark: _Toc335388029]X.1.4	Correlation number
For a given target the Correlation Number is unique per conference session and used for the following purposes:
-	correlate CC with IRI,
-	correlate different IRI records within one conference session.
NOTE:	The Correlation Number is at a minimum unique for each concurrent communication of a target within a lawful authorization.
[bookmark: _Toc335388030]X.2	Performance, reliability, and quality
[bookmark: _Toc335388031]X.2.1	Timing
As a general principle, within a telecommunication system, IRI, if buffered, should be buffered for as short a time as possible.
NOTE:	If the transmission of IRI fails, it may be buffered or lost.
Subject to national requirements, the following timing requirements shall be supported:
-	Each IRI data record shall be sent by the delivery function to the LEMF over the HI2 within seconds of the detection of the triggering event by the IAP at least 95% of the time.
-	Each IRI data record shall contain a time-stamp, based on the intercepting node's clock that is generated following the detection of the IRI triggering event.
[bookmark: _Toc335388032]X.2.2	Quality
The quality of service associated with the result of interception should be (at least) equal to the highest quality of service of the original content of communication for all participants. This may be derived from the QoS class used for the original intercepted session, TS 23.107 [20]. However, when TCP is used as an OSI layer 4 protocol across the HI3, real time delivery of the result of the interception cannot be guaranteed. The QoS used from the operator (NO/AN/SP) to the LEMF is determined by what operators (NO/AN/SP) and law enforcement agree upon.
[bookmark: _Toc335388033]X.2.3	Reliability
The reliability associated with the result of interception should be (at least) equal to the reliability of the original content of communication and the original signalling. This may be derived from the QoS class used for the original intercepted session, TS 23.107 [20].
Reliability from the operator (NO/AN/SP) to the LEMF is determined by what operators (NO/AN/SP) and law enforcement agree upon.
[bookmark: _Toc335388034]X.3	Security aspects
Security is defined by national requirements.
[bookmark: _Toc335388035]X.4	Quantitative aspects
The number of target interceptions supported is a national requirement.
The area of Quantitative Aspects addresses the ability to perform multiple, simultaneous interceptions within a provider's network and at each of the relevant intercept access points within the network. Specifics related to this topic include:
-	The ability to access and monitor all simultaneous communications originated, received, or redirected by the interception subject;
-	The ability for multiple LEAs (up to five) to monitor, simultaneously, the same interception subject while maintaining unobtrusiveness, including between agencies;
-	The ability of the network to simultaneously support a number of separate (i.e. multiple interception subjects) legally authorized interceptions within its service area(s), including different levels of authorization for each interception (i.e. IRI only, or IRI and communication content), including between agencies.
[bookmark: _Toc335388036]X.5	IRI for IMS CAT Services
The IRI will in principle be available in the following phases of a CAT service operation:
1. At a CAT creation, when the target successfully provisions or requests that a CAT is created; 
2. At a CAT modification, when the target successfully modifies or requests that a CAT is modified;
3. At a CAT deletion, when the target successfully modifies or requests that a CAT is deleted;
4. At CAT playback, when a CAT is played to the caller;
5. At Copy CAT, when a CAT of the target is copied by another party or the target copies the CAT of another party;
6. At CAT upload or download, when a target uploads or downloads a CAT.  
The IRI may be subdivided into the following categories:
1.	Control information for HI2 (e.g. correlation information);
2.	Basic data communication information, for standard data transmission between two parties.
The events defined in TS 33.107 [19] are used to generate records for the delivery via HI2.
There are multiple different event types received at DF2 level. According to each event, a Record is sent to the LEMF if this is required. The following table gives the mapping between event type received at DF2 level and record type sent to the LEMF.
Table X.1: Mapping between IMS CAT Service Events and HI2 records type
	Event
	IRI Record Type

	CAT Playback (Note)
	CONTINUE

	Upload CAT
	REPORT

	Download CAT
	REPORT

	CopyCAT
	REPORT

	CAT Activation
	REPORT

	CAT Modification
	REPORT

	CAT Deletion
	REPORT



Note – CAT Playback may be reported as an IRI event or as CAT media in the CC stream sent to the LEA as per national requirements.
A set of information is used to generate the records. The records used transmit the information from mediation function to LEMF. This set of information can be extended in the ICE or DF2 MF, if this is necessary in a specific country. The following table gives the mapping between information received per event and information sent in records.
Table X.2: Mapping between Events information and IRI information
	Parameter
	description
	HI2 ASN.1 parameter

	CAT Add Parties
	Identifies the parties to be associated with a CAT
	cAT-Add-Parties

	CAT Contents
	Contents that are currently associated with a CAT.
	cAT-Contents

	CAT Contents Change
	Contents that were requested to be associated with a CAT, where the request was not successful.
	cAT-Contents-Change

	CAT Contents Previous
	Contents that were previously associated with a CAT
	cAT-Contents-Previous

	CAT Copy Requestor
	Identifies the party performing a copyCAT
	cAT-Copy-Requestor

	CAT Download Requestor
	Identifies the party requesting a CAT download
	cAT-Download-Requestor

	CAT ID
	Identifies the particular CAT associated with a party
	cAT-ID

	CAT Owner ID
	Identifies the party to whom a CAT belongs
	cAT-Owner-ID

	CAT Parties
	Identifies the parties to whom a CAT should be played
	cAT-Parties

	CAT Play To Party ID
	Identifies the party to whom a CAT is being played
	cAT-Play-To-Party-ID

	CAT Remove Parties
	Identifies the parties that should be disassociated with a CAT
	cAT-Remove-Parties

	CAT Upload Requestor
	Identifies the party requesting a CAT upload
	cAT-Upload-Requestor

	Correlation Number
	The correlation number is used to correlate CC and IRI. The correlation number is also used to allow the correlation of IRI records.  
	cATCorrelation

	Event Date
	Date of the event generation in the AS.
	timestamp

	Event Time

	Time of the event generation in the AS server. Timestamp shall be based on the AS internal clock.
	

	Event Type
	Description which type of event is delivered: CAT Activation, CAT Modification, CAT Deletion, CAT Playback, CopyCAT, Upload CAT, Download CAT 
	cATEvent

	Failed Activation Reason
	Provides a reason for why a CAT Activation attempt failed
	failedCAT-Act-Reason

	Failed Copy Reason
	Provides a reason for why a CAT Copy attempt failed
	failedCAT-Copy-Reason

	Failed Deletion Reason
	Provides a reason for why a CAT Deletion attempt failed
	failedCAT-Del-Reason

	Failed Download Reason
	Provides a reason for why a CAT Download attempt failed
	failedCAT-Downld-Reason

	Failed Modification Reason
	Provides a reason for why a CAT Modification attempt failed
	failedCAT-Mod-Reason

	Failed Upload Reason
	Provides a reason for why a CAT Upload attempt failed
	failedCAT-Upld-Reason

	Modification Type

	Identifies the type of modification being performed (e.g., party change or content change)
	cATModifyType

	Network Element Identifier
	Unique identifier for the element reporting the ICE.
	networkIdentifer

	Observed IMPU

	IMS Public User identity (IMPU) of the target subscriber (monitored subscriber).  Also see Note 1.
	partyInformation (partyIdentity)

	Observed IMPI

	IMS Private User identity (IMPI) of the target subscriber (monitored subscriber). Also see Note 1.
	partyInformation (partyIdentity)

	Observed Other Identity
	Target identifier with the NAI of the target subscriber (monitored subscriber).
	partyInformation (partyIdentity)



NOTE 1:	In most cases, either the IMPU or IMPI may be available, but not necessarily both.
NOTE 2:	LIID parameter must be present in each record sent to the LEMF.

[bookmark: _Toc335388037]X.5.1	Events and information
[bookmark: _Toc335388038]X.5.1.1	Overview
This clause describes the information sent from the Delivery Function (DF) to the Law Enforcement Monitoring Facility (LEMF) to support Lawful Interception (LI). The information is described as records and information carried by a record. This focus is on describing the information being transferred to the LEMF.
The IRI events and data are encoded into records as defined in the Table 11.1 Mapping between IMS CAT Service Events and HI2 records type and Annex B.11 Intercept related information (HI2). IRI is described in terms of a 'causing event' and information associated with that event. Within each IRI record there is a set of events and associated information elements to support the particular service.
The communication events described in Table 11.1: Mapping between IMS CAT Service Events and HI2 record type and Table 11.2: Mapping between Events information and IRI information convey the basic information for reporting the disposition of a communication. This clause describes those events and supporting information.
Each record described in this clause consists of a set of parameters. Each parameter is either:
mandatory (M)	- required for the record,
conditional (C)	- required in situations where a condition is met (the condition is given in the Description), or
optional (O)	- provided at the discretion of the implementation.
The information to be carried by each parameter is identified. Both optional and conditional parameters are considered to be OPTIONAL syntactically in ASN.1 Stage 3 descriptions. The Stage 2 inclusion takes precedence over Stage 3 syntax.
[bookmark: _Toc335388040]X.5.1.2	CONTINUE record information
The CONTINUE record is used to convey the events during an active IMS call when the network is to report CAT Playback by sending an IRI Continue record.
The CONTINUE record shall be triggered when:
-	a target’s CAT is played to the caller; 
-	a caller’s CAT is played to the caller rather than the target’s CAT;  
-	a called party’s CAT is played to the target;
-	a target’s CAT is played to the target rather than the caller’s CAT.
In order to enable the LEMF to correlate the information on HI3, a new correlation number shall not be generated within a CONTINUE record.
Table X.3: CAT Playback CONTINUE Record
	Parameter
	MOC
	Description/Conditions

	observed IMPU
	
	

	observed IMPI
	C
	Provide at least one and others when available.

	event type
	M
	Provide conference event type (i.e., Party Join).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	correlation number
	M
	Provide to allow correlation of CC and IRI and correlation of IRI records.

	CAT ID
	M
	Provide the identity of the CAT being played to the caller.

	CAT Play To Party ID
	M
	Provide the identity of the party to whom a CAT media is being played.

	CAT Owner ID
	M
	Provide the Identity of the owner of the CAT being played (caller or called party).

	CAT Contents
	C
	Include CAT contents if content delivery is authorized.




[bookmark: _Toc335388042]X.5.1.3	REPORT record information
The REPORT record is used to report non-communication related subscriber actions (events) and for reporting activation, modification, deletion, uploading, and downloading of a CAT.
The REPORT record shall be triggered when:
-	a target successfully activates or requests that a CAT be activated;
-	a target successfully modifies or requests that a CAT be modified;
-	a target successfully deletes or requests that a CAT be deleted;
- 	a target successfully uploads a CAT or requests that a CAT be uploaded;
- 	a target successfully downloads a CAT or requests that a CAT be downloaded;
- 	a target successfully copies another party’s  CAT or requests that a another party’s CAT be copied;
- 	a party successfully copies a target’s CAT or requests that a target’s CAT be copied.

Table X.4: CAT Activation (Unsuccessful) REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed IMPU
	
	

	observed IMPI
	C
	Provide at least one and others when available.

	observed other identity
	
	

	event type
	M
	Provide CAT event type (i.e., Activation).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	CAT ID
	M
	Provide the identity of the CAT that was requested to be activated. 

	CAT Parties
	C
	Provide, when available, the known party identities of those parties that were requested to be associated with the CAT. 

	CAT Contents
	C
	Provide CAT contents, when content delivery is lawfully authorized.

	Failed Activation Reason
	M
	Provide information about the reason for a failure of a CAT Activation request.




Table X.5: CAT Activation REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed IMPU
	
	

	observed IMPI
	C
	Provide at least one and others when available.

	observed other identity
	
	

	event type
	M
	Provide CAT event type (i.e., Activation).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	CAT ID
	M
	Provide the identity of the CAT that was activated. 

	CAT Parties
	C
	Provide, when available, the known party identities of those parties that are currently associated with the CAT. 

	CAT Contents
	C
	Provide CAT contents, when content delivery is lawfully authorized.



Table X.6: CAT Modification (Unsuccessful) REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed IMPU
	
	

	observed IMPI
	C
	Provide at least one and others when available.

	observed other identity
	
	

	event type
	M
	Provide CAT event type (i.e., Modification).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	Modification Type
	M
	Provide Modification Type (i.e., Party Change or  Change Contents)

	CAT ID
	M
	Provide the identity of the CAT that was requested to be modified. 

	CAT Parties
	M
	Provide the party identities of those parties that are currently associated with the CAT. 

	CAT Add Parties
	C
	For the Party Change modification type, provide the party identities of those additional parties that were requested to be associated with the CAT, if one or more additional parties were requested to be associated with the CAT.

	CAT Remove Parties
	C
	For the Party Change modification type, provide the party identities of those parties that were requested to be disassociated with the CAT, if one or more parties were requested to be disassociated with the CAT.

	CAT Contents
	C
	Provide the CAT Contents currently associated with the CAT, if content delivery is authorized.

	CAT Contents Change
	C
	Provide the CAT Contents requested to be associated with the CAT, if content delivery is authorized.

	Failed Modification Reason
	M
	Provide the reason for the CAT Modification Failure.



Table X.7: CAT Modification REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed IMPU
	
	

	observed IMPI
	C
	Provide at least one and others when available.

	observed other identity
	
	

	event type
	M
	Provide CAT event type (i.e., Modification).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	Modification Type
	M
	Provide Modification Type (i.e., Party Change or  Change Contents)

	CAT ID
	M
	Provide the identity of the CAT that was modififed. 

	CAT Parties
	M
	Provide the party identities of those parties that are currently associated with the CAT. 

	CAT Add Parties
	C
	For the Party Change modification type, provide the party identities of those additional parties that were requested to be associated with the CAT, if one or more additional parties were requested to be associated with the CAT.

	CAT Remove Parties
	C
	For the Party Change modification type, provide the party identities of those parties that were requested to be disassociated with the CAT, if one or more parties were requested to be disassociated with the CAT.

	CAT Contents
	C
	Provide the CAT Contents currently associated with the CAT, if content delivery is authorized.

	CAT Contents Previous
	C
	Provide the CAT Contents that were previously associated with the CAT, if content delivery is authorized.



Table X.8: CAT Deletion (Unsuccessful) REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed IMPU
	
	

	observed IMPI
	C
	Provide at least one and others when available.

	observed other identity
	
	

	event type
	M
	Provide CAT event type (i.e., Deletion).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	CAT ID
	M
	Provide the identity of the CAT that was requested to be deleted. 

	CAT Parties
	M
	Provide the party identities of those parties that are currently associated with the CAT. 

	CAT Contents
	C
	Provide the CAT Contents currently associated with the CAT, if content delivery is authorized.

	Failed Deletion Reason
	M
	Provide the reason for the CAT Deletion Failure.



Table X.9: CAT Deletion REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed IMPU
	
	

	observed IMPI
	C
	Provide at least one and others when available.

	observed other identity
	
	

	event type
	M
	Provide CAT event type (i.e., Deletion).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	CAT ID
	M
	Provide the identity of the CAT that was deleted. 

	CAT Parties
	M
	Provide the party identities of those parties that were associated with the CAT. 

	CAT Contents
	C
	Provide the CAT Contents associated with the deleted CAT, if content delivery is authorized.



Table X.10: Copy CAT (Unsuccessful) REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed IMPU
	
	

	observed IMPI
	C
	Provide at least one and others when available.

	observed other identity
	
	

	event type
	M
	Provide CAT event type (i.e., Copy).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	CAT ID
	M
	Provide the identity of the CAT that was requested to be copied. 

	CAT Copy Requestor
	M
	Provide the identity of the party who requested the copying of a CAT.

	CAT Owner ID
	M
	Provide the Identity of the owner of the CAT being copied 

	CAT Contents
	C
	Provide the CAT Contents associated with the deleted CAT, if content delivery is authorized.

	Failed Copy Reason
	M
	Provide the reason for the Copy CAT Failure.



Table X.11: Copy CAT REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed IMPU
	
	

	observed IMPI
	C
	Provide at least one and others when available.

	observed other identity
	
	

	event type
	M
	Provide CAT event type (i.e., Deletion).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	CAT ID
	M
	Provide the identity of the CAT that was deleted. 

	CAT Parties
	C
	Provide the party identities of those parties that were associated with the CAT for a target’s CAT that was copied. 

	CAT Copy Requestor
	M
	Provide the identity of the party who requested the copying of a CAT.

	CAT Owner ID
	M
	Provide the Identity of the owner of the CAT being copied 

	New CAT ID
	C
	Provide the new ID for the copied CAT, when the subject copies another party’s CAT.

	CAT Contents
	C
	Provide the CAT Contents associated with the deleted CAT, if content delivery is authorized.



Table X.12: Upload CAT (Unsuccessful) REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed IMPU
	
	

	observed IMPI
	C
	Provide at least one and others when available.

	observed other identity
	
	

	event type
	M
	Provide CAT event type (i.e., Upload).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	CAT ID
	M
	Provide the identity of the CAT that was requested to be uploaded. 

	CAT Upload Requestor
	M
	Provide the identity of the party who requested the uploading of a CAT.

	CAT Owner ID
	M
	Provide the Identity of the owner of the CAT being uploaded. 

	CAT Contents
	C
	Provide the CAT Contents associated with the deleted CAT, if content delivery is authorized.

	Failed Upload Reason
	M
	Provide the reason for the Upload CAT Failure.



Table X.13loaded.: Upload CAT REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed IMPU
	
	

	observed IMPI
	C
	Provide at least one and others when available.

	observed other identity
	
	

	event type
	M
	Provide CAT event type (i.e., Upload).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	CAT ID
	M
	Provide the identity of the CAT that was uploaded. 

	CAT Upload Requestor
	M
	Provide the identity of the party who requested the uploading of a CAT.

	CAT Owner ID
	M
	Provide the Identity of the owner of the CAT being uploaded. 

	CAT Contents
	C
	Provide the CAT Contents associated with the deleted CAT, if content delivery is authorized.



Table X.14: Download CAT (Unsuccessful) REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed IMPU
	
	

	observed IMPI
	C
	Provide at least one and others when available.

	observed other identity
	
	

	event type
	M
	Provide CAT event type (i.e., Download).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	CAT ID
	M
	Provide the identity of the CAT that was requested to be downloaded. 

	CAT Download Requestor
	M
	Provide the identity of the party who requested the downloading of a CAT.

	CAT Owner ID
	M
	Provide the Identity of the owner of the CAT being downloaded. 

	CAT Contents
	C
	Provide the CAT Contents associated with the deleted CAT, if content delivery is authorized.

	Failed Download Reason
	M
	Provide the reason for the Download CAT Failure.



Table X.15loaded.: Upload CAT REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed IMPU
	
	

	observed IMPI
	C
	Provide at least one and others when available.

	observed other identity
	
	

	event type
	M
	Provide CAT event type (i.e., Download).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	CAT ID
	M
	Provide the identity of the CAT that was requested to be downloaded. 

	CAT Download Requestor
	M
	Provide the identity of the party who requested the downloading of a CAT.

	CAT Owner ID
	M
	Provide the Identity of the owner of the CAT being downloaded. 

	CAT Contents
	C
	Provide the CAT Contents associated with the downloaded CAT, if content delivery is authorized.




[bookmark: _Toc335388043]X.6	CC for IMS CAT Services
CC for IMS CAT services entails the ability to be able to provide the CAT contents during playback over a standard CC delivery interface, if this option is required under a national option.  

*** SECOND MODIFICATION ***

[bookmark: _Toc335388063]B.2	3GPP object tree
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Figure B.1: 3GPP object tree

*** THIRD MODIFICATION:  NEW ANNEX B.X ***

[bookmark: _Toc335388064]B.X	IMS CAT Services ASN.1 
[bookmark: _Toc335388074]B.X.1	Intercept related information (IMS CAT Services)
Declaration of ROSE operation umts-sending-of-IRI is ROSE delivery mechanism specific. When using FTP delivery mechanism, data CATIRIsContent must be considered.
ASN.1 description of IRI (HI2 interface)

CATHI2Operations {itu-t(0) identified-organization(4) etsi(0) securityDomain(2) lawfulintercept(2) threeGPP(4) hi2cat(12) r12(12) version-1 (1)} 

DEFINITIONS IMPLICIT TAGS ::=

BEGIN


IMPORTS 

		OPERATION, 
		ERROR 
			FROM Remote-Operations-Information-Objects 
			{joint-iso-itu-t(2) remote-operations(4) informationObjects(5) version1(0)}

		LawfulInterceptionIdentifier,
		TimeStamp,
		Network-Identifier,
		National-Parameters,
		National-HI2-ASN1parameters,
		DataNodeAddress,
		IPAddress,
		IP-value,
		X25Address

			FROM HI2Operations
			{itu-t(0) identified-organization(4) etsi(0) securityDomain(2)
 				  lawfulIntercept(2) hi2(1) version10(10)}; -- Imported from TS 101 671v2.15.1

		PartyIdentity

			FROM HI2Operations
			{itu-t(0) identified-organization(4) etsi(0) securityDomain(2)
 				  lawfulIntercept(2) lawfulintercept(2) threeGPP(4) hi2conf(10) 
					r8(8) version-1(1)}; -- Imported from 3GPP TS 33.108 (IMS Conference Section)

		CorrelationValues
	
			FROM UmtsHI2Operations
			{itu-t(0) identified-organization(4) etsi(0) securityDomain(2)
 				  lawfulIntercept(2) threeGPP(4) hi2(1) r8(8) version-1(1)}; -- Imported from PS 
				-- ASN.1 Portion of this standard


-- Object Identifier Definitions

-- Security DomainId
lawfulInterceptDomainId OBJECT IDENTIFIER ::= {itu-t(0) identified-organization(4) etsi(0)
securityDomain(2) lawfulIntercept(2)}

-- Security Subdomains
threeGPPSUBDomainId OBJECT IDENTIFIER ::= {lawfulInterceptDomainId threeGPP(4)}
hi2DomainId OBJECT IDENTIFIER	::= {threeGPPSUBDomainId hi2cat(12) r12(12) version-1 (1)}

cat-sending-of-IRI  OPERATION ::= 
{
	ARGUMENT	CATIRIsContent
	ERRORS		{ OperationErrors }
	CODE		global:{threeGPPSUBDomainId hi2cat(12) opcode(1)}
}
-- Class 2 operation . The timer shall be set to a value between 3 s and 240 s. 
-- The timer.default value is 60s.
-- NOTE:	The same note as for HI management operation applies.



CATIRIsContent		::= CHOICE
{
	cATiRIContent			CATIRIContent,
	cATIRISequence			CATIRISequence
}

CATIRISequence		::= SEQUENCE OF CATIRIContent

-- Aggregation of CATIRIContent is an optional feature.
-- It may be applied in cases when at a given point in time
-- several IRI records are available for delivery to the same LEA destination.
-- As a general rule, records created at any event shall be sent
-- immediately and not withheld in the DF or MF in order to
-- apply aggragation.
-- When aggregation is not to be applied,  
-- CATIRIContent needs to be chosen.
CATIRIContent		::= CHOICE 
{
	iRI-Begin-record		[1] IRI-Parameters,	-- not currently used for CAT
	iRI-End-record			[2] IRI-Parameters, -- not currently used for CAT
	iRI-Continue-record		[3] IRI-Parameters,	-- include at least one optional parameter 
	iRI-Report-record		[4] IRI-Parameters,	-- include at least one optional parameter 
   ...
}

unknown-version 		ERROR ::= { CODE local:0}
missing-parameter		ERROR ::= { CODE local:1}
unknown-parameter-value	ERROR ::= { CODE local:2}
unknown-parameter		ERROR ::= { CODE local:3}

OperationErrors ERROR ::= 
{ 
	unknown-version | 
	missing-parameter | 
	unknown-parameter-value | 
	unknown-parameter 
}
-- These values may be sent by the LEMF, when an operation or a parameter is misunderstood.


IRI-Parameters		::= SEQUENCE 
{
	hi2CATDomainId				[0]	OBJECT IDENTIFIER,  -- 3GPP HI2 CAT domain
	lawfulInterceptionIdentifier	[1] LawfulInterceptionIdentifier,
		-- This identifier is associated to the target.
	timeStamp				[2] TimeStamp, 
		-- date and time of the event triggering the report. 

	partyInformation 		[3] PartyIdentity OPTIONAL, 
	national-Parameters		[4] National-Parameters OPTIONAL,
	networkIdentifier		[5] Network-Identifier OPTIONAL,
	cATEvent				[6] CATEvent,	
	cATModifyType			[7] CAT-Modify-Type OPTIONAL,
	correlation				[8] CATCorrelation OPTIONAL,
	cAT-ID					[9] VISIBLE STRING OPTIONAL,
	cAT-Play-To-Party-ID	[10] PartyIdentity OPTIONAL,
	cAT-Owner-ID			[11] PartyIdentity OPTIONAL,
	cAT-Contents			[12] CAT-Contents OPTIONAL,
	cAT-Parties				[13] CAT-Multiple-Parties OPTIONAL,
	cAT-Add-Parties			[14] CAT-Multiple-Parties OPTIONAL,
	cAT-Remove-Parties		[15] CAT-Multiple-Parties OPTIONAL,
	cAT-Contents-Change		[16] CAT-Contents OPTIONAL,
	cAT-Contents-Previous	[17] CAT-Contents OPTIONAL,
	cAT-Copy-Requestor		[18] PartyIdentity OPTIONAL,
	newCAT-ID				[19] VISIBLE STRING OPTIONAL,
	cAT-Upload-Requestor	[20] PartyIdentity OPTIONAL,
	cAT-Download-Requestor	[21] PartyIdentity OPTIONAL,
	failedCAT-Act-Reason	[22] VISIBLE STRING OPTIONAL,
	failedCAT-Mod-Reason	[23] VISIBLE STRING OPTIONAL,
	failedCAT-Del-Reason	[24] VISIBLE STRING OPTIONAL,
	failedCAT-Copy-Reason	[25] VISIBLE STRING OPTIONAL,
	failedCAT-Upld-Reason	[26] VISIBLE STRING OPTIONAL,
	failedCAT-Downld-Reason	[27] VISIBLE STRING OPTIONAL,

...
 
}




CATCorrelation ::= CHOICE

{
	correlationValues [1] CorrelationValues,
	correlationNumber [2] OCTET STRING
}



CATEvent ::= ENUMERATED 
{
	cAT-Activation							(1),
	cAT-Modification						(2),
	cAT-Deletion							(3),
	copyCAT 								(4),
	cAT-Playback							(5),
	upload-CAT		 						(6),
	download-CAT							(7),
	pDPContextModification					(13),
	servingSystem							(14),
	... ,
}


CAT-Modify-Type ::= ENUMERATED 
{
	partyChange								(1),
	contentChange							(2),
	... ,
}



CAT-Multiple-Parties ::= SET OF PartyIdentity



CAT—Contents ::= SEQUENCE
 {
		contents-File-Type [1] VISIBLE STRING, --The visible string should contain information 
                                    -- that identifies how to interpret the contents parameter.
		contents		   [2] OCTET STRING
...
}


 END -- OF CATHI2Operations

*** END OF MODIFICATIONS ***

