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[bookmark: _Toc335387605]*** FIRST MODIFICATION ***

[bookmark: _Toc335387601]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
· For a specific reference, subsequent revisions do not apply.
· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	ETSI TS 101 331: "Telecommunications security; Lawful Interception (LI); Requirements of Law Enforcement Agencies".
[2]	ETSI ES 201 158: "Lawful Interception; Requirements for network functions".
[3]	ETSI ES 201 671: "Handover Interface for the lawful interception of telecommunications traffic".
[4]	GSM 01.33: "Lawful Interception requirements for GSM".
[5]	GSM 02.33: "Lawful Interception - stage 1".
[6]	GSM 03.33: "Lawful Interception - stage 2".
Editor's note: 
References 4, 5 & 6 are not cited in the body of the present TS, and anyway they do not exist in this Release.
[7]	3GPP TS 33.106: "3G Security; Lawful Interception Requirements".
[8]	ANSI J-STD-025‑A: "Lawfully Authorised Electronic Surveillance".
[9]	IETF RFC 2806: "URLs for Telephone Calls ".
[10]	3GPP TS 23.060: "General Packet Radio Service (GPRS); Service description".
[11]	3GPP TS 33.108: "3G Security; Handover interface for Lawful Interception".
[12]	IETF RFC 3261: "SIP: Session Initiation Protocol".
[13]	3GPP TS 21.905: "Vocabulary for 3GPP Specifications".
[14]	3GPP TS 23.234: "3GPP system to Wireless Local Area Network (WLAN) Interworking; System Description".
[15]	3GPP TS 23.008: "Organization of subscriber data".
[16]	3GPP TS 29.234: "3GPP system to Wireless Local Area Network (WLAN) interworking; Stage 3".
[17]	3GPP TS 24.234: "3GPP system to Wireless Local Area Network (WLAN) interworking; User Equipment (UE) to network protocols; Stage 3".
[18]	IETF RFC 1122: "Requirements for Internet Hosts -- Communication Layers".
[19]	IETF RFC 1123: "Requirements for Internet Hosts -- Application and Support".
[20]	3GPP TS 23.246: "Multimedia Broadcast/Multicast Service (MBMS); Architecture and Functional Description".
[21]	3GPP TS 24.147: "Conferencing Using the IP Multimedia (IM) Core Network (CN) subsystem 3GPP Stage 3".
[22]	3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".
[23]	3GPP TS 23.402: "Architecture enhancements for non-3GPP accesses".
[24]	3GPP TS 29.273: "Evolved Packet System (EPS); 3GPP EPS AAA interfaces".
[25]	3GPP TS 33.328: "IP Multimedia Subsystem (IMS) media plane security".
[26]	3GPP TS 29.212: "Policy and Charging Control (PCC); Reference points".
[27]	(void)
[28]	3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".
[29]	3GPP TS 33.210: "Network Domain Security (NDS); IP network layer security".
[30]	3GPP TS 23.272: “Circuit Switched (CS) fallback in Evolved Packet System (EPS); Stage 2”
[31]	3GPP TS 22.220:  “Service Requirements for Home NodeBs and Home eNodeBs”.
[32]	3GPP TS 36.300:  Evolved Universal Terrestrial Radio Access (E-UTRA) and Evolved Universal Terrestrial Radio Access Network  (E-UTRAN); Overall description; Stage 2”.
[33]	3GPP TS 25.467:  “UTRAN architecture for 3G Home Node B (HNB); Stage 2”
[34]	3GPP TS 33.320:  “Security of Home Node B (HNB) / Home evolved Node B (HeNB)”.
[A]	3GPP TS 24.182:  “IP Multimedia Subsystem (IMS) Customized Alerting Tones (CAT)”.

*** NEXT MODIFICATION ***
[bookmark: _Toc335387602]3	Definitions, symbols and abbreviations
[bookmark: _Toc335387603]3.1	Definitions
For the purposes of the present document, the terms and definitions given in TR 21.905 [13] and the following apply.

Application layer: As defined by Internet Engineering Task Force (IETF) in RFC 1123 [19]. 

Closed access mode: H(e)NB provides services only to its associated CSG members.  A H(e)NB configured for closed access broadcasts a CSG Indicator and a specific CSG Identity.

Customized Alerting Tones: as defined in [A], an operator specific service by which an operator enables the subscriber to customize the media which is played to the calling party during alerting of the called party. The media can consist of favourable songs, multi-media clips or other customized alerting tones.  

Hybrid access mode: H(e)NB provides services to its associated CSG members and to non-CSG members.  A H(e)NB configured for hybrid access does not broadcast a CSG Indicator but does broadcast a CSG Identity.

IP layer: As defined by Internet Engineering Task Force (IETF) in RFC 1122 [18].

Interception Area: is a subset of the network service area comprised of a set of cells which defines a geographical zone.

Location Dependent Interception: is interception of a target mobile within a network service area that is restricted to one or several Interception Areas (IA). 

Open access mode: H(e)NB operates as a normal NodeB or eNodeB.  A H(e)NB configured for open access does not broadcast either a CSG Indicator or CSG Identity.
Other LI specific definitions are given in TS 33.108 [11].

*** NEXT MODIFICATION ***
[bookmark: _Toc335387604]3.2	Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [13] and the following apply:
3GMS	3rd Generation Mobile Communications System
3G GGSN	3rd Generation Gateway GPRS Support Node
3G GSN	3rd Generation GPRS Support Node (GGSN/SGSN)
3G MSC	3rd Generation Mobile Switching Center
3G SGSN	3rd Generation Serving GPRS Support Node
3G UMSC	3rd Generation Unified Mobile Switching Centre
AAA	Authentication, Authorization, and Accounting
ADMF	Administration Function
AN	Access Network
AP	Access Provider
BM-SC	Broadcast-Multicast Service Centre
CAT	Customized Alerting Tones
CC	Content of Communication
CS	Circuit Switched
CSCF	Call Session Control Function 
CSG	Closed Subscriber Group
DF	Delivery Function
DSMIP		Dual Stack Mobile IP
ECT	Explicit Call Transfer
EPC	Evolved Packet Core
ePDG	Evolved PDG
EPS	Evolved Packet System
E-UTRAN	Evolved UTRAN
FTP	File Transfer Protocol
GGSN	Gateway GPRS Support Node
GPRS	General Packet Radio Service
GSM	Global System for Mobile communications
GSN	GPRS Support Node (SGSN or GGSN)
HA	Home Agent 
HeMS	HeNB Management System
HeNB	Home enhanced NodeB
HeNB GW	HeNB Gateway
H(e)NB	Home and Home enhanced NodeB
HI	Handover Interface 
HMS	HNB Management System
HNB	Home NodeB
HNB GW	HNB Gateway
HRPD	High Rate Packet Data
HSS	Home Subscriber Server
IA	Interception Area
ICEs	Intercepting Control Elements (3G MSC Server, 3G GMSC Server, P-CSCF, S-CSCF, SGSN, GGSN, HLR, AAA Server, PDG, MME, S-GW, PDN-GW, HSS)
IETF	Internet Engineering Task Force
IMEI	International Mobile station Equipment Identity
IMS	IP Multimedia Core Network Subsystem
IMSI	International Mobile Subscriber Identity
INEs	Intercepting Network Elements (3G MSC Server, 3G GMSC Server, P-CSCF, S-CSCF, SGSN, GGSN, MGW, HLR, AAA Server, PDG)
IP	Internet Protocol
IRI	Intercept Related Information
I-WLAN	Interworking WLAN (3GPP WLAN interworking subnetwork)
LAN	Local Area Network
LDI	Location Dependent Interception
LEA	Law Enforcement Agency
LEMF	Law Enforcement Monitoring Facility 
LIPA	Local IP Access
MBMS	Multimedia Broadcast/Multicast Service
ME	Mobile Entity
MIP	Mobile IP
MME	Mobility Management Entity
MN	Mobile Node
MSISDN	Mobile Subscriber ISDN Number
NAI	Network Access Identifier
NO	Network Operator
PDG	Packet Data Gateway
PDN 	Packet Data Network
PDN-GW	PDN Gateway
PMIP	Proxy Mobile IP
PoC	Push to talk over Cellular
PS	Packet Switched
RA	Routing Area
RAI	Routing Area Identity
SAI	Service Area Identity 
SeGW	Security Gateway
SGSN	Serving GPRS Support Node
SIP	Session Initiation Protocol
SMS	Short Message Service
S-GW	Serving Gateway
TEL URL	"tel" URL, as defined in RFC 2806 [9]
TLS	Transport Layer Security
UE	User Equipment
UMTS	Universal Mobile Telecommunication System
URI	Universal Resource Identifier
URL	Universal Resource Locator
VoIP	Voice over IP
WLAN	Wireless LAN

*** NEXT MODIFICATION ***

4	Functional architecture
The following figures contain the reference configuration for the lawful interception. The circuit-switched configuration is shown in figure 1a. The packet-switched configuration is shown in figure 1b. Intercept configurations for HLR and IMS are shown in figures 1c and 1d. The WLAN interworking configuration is shown in figure 1e. The IMS Conferencing configuration is shown in figure 1f.  The IMS CAT and CRS configurations are shown in figure 1g.  The various entities and interfaces are described in more detail in the succeeding clauses. The additional intercept configurations for Evolved 3GPP Packet Switching Domain are described in clause 12. 

PS domain of the UMTS system (GSN and Multimedia Packet Data services), 3GPP-WLAN interworking network and Evolved Packet Switching Domain provide UMTS/GSM/EPS customer's mobile equipment (UE) with connectivity service to another end of the communication. Another end of the communication may be a network element (server) or another UE. Therefore, UMTS/EPS system provides IP layer TS 23.008 [15] services. Hence, UMTS/EPS NO/AP is responsible only for IP layer interception of CC data. In addition to CC data, the LI solution for UMTS/EPS offers generation of IRI records from respective control plane (signalling) messages. The IP layer connectivity service is needed to support application layer TS 29.234 [16] service provision to UMTS/GSM/EPS customers. For instance, the following are examples of application layer services: email service; web browsing service; FTP service; audio services  (e.g. VoIP, PoC); other multimedia services (MBMS, video telephony); The majority of the application layer services require addition of respective server functionality to the network. Note that it is not necessary that such application layer SP should be the same commercial entity as the UMTS/EPS AP/NO in question. 

NOTE 1:	For instance in MBMS a BM-SC and especially content providing server may be operated by different commercial entity than UMTS network.


Figure 1a: Circuit switched intercept configuration


Figure 1b: Packet Switched Intercept configuration


Figure 1c: HLR Intercept configuration


Figure 1d: IMS-CSCF Intercept configuration


Figure 1e: WLAN Interworking Intercept configuration


Figure 1f: IMS Conferencing Intercept configuration



Figure 1g: IMS CAT/CRS Intercept configuration
The reference configuration is only a logical representation of the entities involved in lawful interception and does not mandate separate physical entities. 

Regional Mediation Functions, which may be transparent or part of the administration and delivery functions, are used to convert information on the HI1, HI2 and HI3 interfaces in the format described in various national or regional specifications. For example, if ETSI ES 201 671 [3] or ANSI J-STD-025 [8] is used, then the adaptation to HI1, HI2 and HI3 will be as defined in those specifications.

There is one Administration Function (ADMF) in the network. Together with the delivery functions it is used to hide from the 3G ICEs that there might be multiple activations by different Law Enforcement Agencies (LEAs) on the same target. The administration function may be partitioned to ensure separation of the provisioning data from different agencies.

See the remaining clauses of this document for definitions of the X1_1, X1_2, X1_3, X2 and X3 interfaces.

Interception at the Gateways is a national option. However, if 3G direct tunnel functionality with the GGSN, as defined in TS 23.060 [10], is used in the network, then the GGSN shall perform the interception of IRI and the content of communications.

In figure 1a DF3 is responsible for two primary functions:
-	Call Control (Signalling) for the Content of Communication (CC); and
-	Bearer Transport for the CC.
HI3 is the interface towards the LEMF. It must be able to handle the signalling and the bearer transport for CC.

In figures 1a, 1b, 1e, and 1f, and 1g, the HI2 and HI3-interfaces represent the interfaces between the LEA and two delivery functions. The delivery functions are used:
-	to distribute the Intercept Related Information (IRI) to the relevant LEA(s) via HI2 (based on IAs, if defined);
-	to distribute the Content of Communication (CC) to the relevant LEA(s) via HI3 (based on IAs, if defined).
In figures 1c and 1d the HI2 interface represents the interface between the LEA and the delivery function. The delivery function is used to distribute the Intercept Related Information (IRI) to the relevant LEA(s) via HI2.

NOTE 2:	With reference to figure 1c, CC interception does not apply to HLR.
NOTE 3:	For IMS, figure 1d relates to the provision of IRI for SIP messages handled by the CSCF. Interception of CC for this case can be done at the GSN under a separate activation and invocation, according to the architecture in Figure 1b (see also clause 7.A.1).

*** SECOND MODIFICATION:  NEW SECTION X***

[bookmark: _Toc335387704]X	IMS Customized Alerting and Customized Ringing (CAT/CRS)
[bookmark: _Toc335387705]X.1	Background for IMS CAT and CRS
TS 33.106 [7] provides the requirements for LI for IMS CAT and CRS.  Clause X.2 through X.4 define the intercept capabilities needed for IMS CAT.  

[Editor’s note Clause X.5 through X.7 are reserved for IMS CRS]

[bookmark: _Toc335387706]X.2	Interception of IMS CAT Services
Interception (as defined in X.1) for IMS CAT Services occurs  when any of the following occurs:

-	When a target requests that a CAT be created
-	When a target successfully activates a CAT
-	When a target successfully modifies a CAT
-	When a target successfully deletes a CAT
-	When a target copies a CAT
-	When a CAT is played to a caller
-	When a target uploads or downloads a CAT
[bookmark: _Toc335387707]X.3	Provision of Intercepted Content of Communication – IMS CAT Services
The access method for the delivery of IMS CAT service intercept content of communication (CC) is based on duplication of packets (carrying CAT media) without modification at the MRF for a CAT media that is to be intercepted. The duplicated packets with additional information in the header, as described in the following sections, are sent to DF3 for further delivery. 


Figure X1: Configuration for interception of IMS CAT Services CC
[bookmark: _Toc335387708]X.3.1	X3-interface
In addition to the intercepted content of communications, the following information may need to be transferred from the MRF to the DF3 in order to allow the DF3 to perform its functionality:
-	identity used for interception;
-	correlation number;
NOTE 1:	Information passed between the MRFC and MRFP for correlation has to uniquely identify the mixing of associated media streams for a conference distinct from any other mixing or media handling.  An example is how H.248 uses a context identifier to do this. 
-	the identity of source (i.e., conference party identity) of a media stream;
-	time stamp - optional;
-	direction (incoming or outgoing stream) – optional.
NOTE 2:	When the media is delivered in a mixed format, the identity of the media stream source may be unknown.
[bookmark: _Toc335387709]X.4	Provision of Intercept Related Information for IMS CAT Service
Figure X.2 shows the transfer of intercept related information to the DF2. If an event associated with a CAT service occurs, the AS sends the relevant data to the DF2.
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Figure X.2: Provision of Intercept Related Information for IMS CAT
[bookmark: _Toc335387710]X.4.1	X2-interface
The following information may need to be transferred from the AS to the DF2 in order to allow a DF2 to perform its functionality:
-	target identity (IMPU, IMPI);
-	events and associated parameters as defined in section X.4.3 "Structure of CAT Events" may be provided;
-	Correlation number;
-	CAT Contents.
The IRI should be sent to DF2 using a reliable transport mechanism.
[bookmark: _Toc335387711]X.4.2	IMS CAT Events and Event Information
The following events are applicable to AS:
-	CAT Activation
-	CAT Modification;
-	CAT Deletion;
-	CAT Playback (see note below)
-	CopyCAT;
-	Upload CAT;
-	Download CAT.
Note – CAT Playback is an IRI event indicating the playback of a CAT to caller.  As a national option, an IRI event can be reported including the CAT contents or the CAT contents can be sent as part of the CC to the DF3 to be forwarded to the LEMF.

A set of possible elements as shown below that may be reported with the events. Information associated with the events is transmitted from the AS server to DF2. 
Table X.4.1 Information Elements for CAT/CRS Events
	Element

	Observed IMPU
IMS Public User identity (IMPU) of the target subscriber (monitored subscriber).  Also see Note 1.

	Observed IMPI
IMS Private User identity (IMPI) of the target subscriber (monitored subscriber).  Also see Note 1.

	Observed Other Identity
Target Identifier with the NAI of the target subscriber (monitored subscriber).

	Event Type
Description which type of event is delivered: CAT Activation, CAT Modification, CAT Deletion, CAT Playback, CopyCAT, Upload CAT, Download CAT.

	Event Date
Date of the event generation in the AS.

	Event Time
Time of the event generation in the AS server. Timestamp shall be generated relative to the AS internal clock.

	Correlation Number
The correlation number is used to correlate CC and IRI. The correlation number is also used to allow the correlation of IRI records.  

	Network Element Identifier
Unique identifier for the element reporting the ICE.

	CAT ID
Identity of the CAT being activated, modified, deleted, uploaded, downloaded, or played.

	List of Parties currently associated with CAT
Identifies each of the parties to whom the CAT treatment is to be provided.

	CAT Modification Type
Identifies the type of modification made to the CAT (e.g., associate party to a CAT, disassociate party from a CAT, change CAT contents).

	List of Parties previously associated with CAT
Identifies each of the parties to whom the CAT treatment was to be provided prior to a CAT modification.

	List of Parties to be associated with CAT
Identifies the list of additional parties to whom the CAT treatment is to be provided after a CAT modification.

	List of Parties to be disassociated with CAT
Identifies the list of parties to whom the CAT treatment should no longer be provided after a CAT modification.

	Party to Whom CAT is Played
Identifies the party to whom the CAT is being played.

	CAT Owner ID
Identifies the CAT Owner (e.g., the called party or calling party).

	Contents of CAT
Provides the current CAT media contents associated with a CAT.

	Change Contents of CAT
Provides the requested change of contents for a CAT for an unsuccessful content Modification request.

	Previous Contents of CAT
Provides the previous contents for a CAT for a successful content Modification request

	Party To Whom a CAT is Played
Identifies the Party to whom CAT treatment is provided.

	New CAT ID
Identifies the new CAT ID for a CAT that was copied to a target’s service.

	Copy Cat Requestor ID
Identifies the party requesting a copy of a CAT.

	CAT Upload/Download Requestor ID
Identifies the party requesting an upload/download of a CAT.

	Failed CAT Activation Reason
Provides a reason for a CAT activation attempt failure.

	Failed CAT Modification Reason
Provides a reason why a CAT modification attempt failed.

	Failed CAT Deletion reason
Provides a reason why a CAT deletion failed.

	Failed CAT Upload/Download reason
Provides a reason why a CAT upload/download attempt failed.



NOTE 1:	In most cases, either the IMPU or IMPI may be available, but not necessarily both.
[bookmark: _Toc335387712]X.4.3	Structure of CAT Events
[bookmark: _Toc335387713]X.4.3.1	CAT Activation
For the activation of CAT, a CAT Activation-event is generated.

A  CAT Activation-even is generated in the following cases:
· When a target successfully activates CAT;
· When an attempt by the target to activate CAT fails. 

The fields, shown in Table X.4.2, will be delivered to the DF2, if available, by the AS.
Table X.4.2. CAT Activation
	Observed IMPU 

	Observed IMPI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Identity of CAT

	List of Parties currently associated with CAT

	Contents of CAT (if Content delivery is authorized)

	Failed CAT Activation Reason



[bookmark: _Toc335387714]X.4.3.2	CAT Modification
When a target changes the parties associated with a CAT, a CAT Modification -event is generated.

A CAT Modification -event is generated in the following cases:
-	When a target modifies the parties associated with a CAT.  
-	When a target modifies the contents of a CAT.  
The fields, shown in Table X.4.3, will be delivered to the DF2, if available, by the AS.
[bookmark: _Ref147767102]Table X.4.3 CAT Modification
	Observed IMPU 

	Observed IMPI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Correlation Number

	Modification Type (e.g., associate party to a CAT, disassociate party from a CAT, change of CAT contents).

	Identity of CAT

	List of parties currently associated with CAT

	List of parties requested to be associated with CAT 

	List of parties requested to be disassociated with CAT

	Contents of CAT (if content delivery is authorized)

	Previous Contents of CAT (if a content change occurred and content delivery is authorized)

	Change Contents of CAT (if a content change was not successful and content delivery is authorized)

	Failed Modification of CAT Reason (e.g., not available)


[bookmark: _Toc335387715]X.4.3.3	CAT Deletion
A CAT Deletion-event is generated in the following cases:
· When a target successfully deletes a CAT;
· When an attempt by the target to delete a CAT fails. 

The fields, shown in Table X.4.4, will be delivered to the DF2, if available, by the AS.
[bookmark: _Ref147767078]Table X.4.4 CAT Deletion
	Observed IMPU 

	Observed IMPI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Correlation Number

	Identity of CAT

	List of parties currently associated with CAT

	Contents of CAT (if content delivery is authorized)

	Failure Deletion of CAT



[bookmark: _Toc335387716]X.4.3.4	CAT Playback
A CAT Playback-event is generated for the following cases:
-	When the called party’s CAT media is played to the calling party;
-	When the caller’s CAT media is played to the caller instead of the called party’s CAT media.  
The fields, shown in Table X.4.5, will be delivered to the DF2, if available, by the AS.
Table X.4.5 CAT Playback
	Observed IMPU 

	Observed IMPI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Correlation Number

	Identity of CAT

	Party to whom CAT is played

	Identity of CAT Owner (e.g., caller or called party)

	Contents of CAT (if content delivery is authorized)


[bookmark: _Toc335387717]X.4.3.5	CopyCAT
A CopyCAT-event is generated for the following cases:
-	When target copies that CAT of another party;  
-	When a party copies the CAT of the target.  
The fields, shown in Table X.4.6, will be delivered to the DF2, if available, by the AS.  
[bookmark: _Ref147767293]Table X.4.6 CopyCAT
	Observed IMPU 

	Observed IMPI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Correlation Number

	Identity of CAT

	CAT Owner ID

	Copy Cat Requestor

	New CAT ID (when a new CAT ID is assigned to the copied CAT)

	CAT Contents (if content delivery is authorized)



[bookmark: _Toc335387718]X.4.3.6	Upload/Download CAT
When a CAT is uploaded or downloaded by the target, an Upload/Download CAT-event is generated in the following cases:
-	When a target uploads a CAT to the AS.  
-	When a target download a CAT from the AS.  
The fields, shown in Table X.4.7, will be delivered to the DF2, if available, by the AS.
[bookmark: _Ref147767375]Table X.4.7 Upload/Download CAT
	Observed IMPU 

	Observed IMPI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Correlation Number

	Identity of CAT

	CAT Upload/Download Requestor ID

	CAT Contents (if content delivery is authorized)

	Failed CAT Upload/Download Reason





X.5	Interception of IMS CRS Services 
Reserved For Further Study.

X.6	Provision of Intercepted Content of Communication – IMS CRS Services
Reserved For Further Study.
X.7	Provision of Intercept Related Information for IMS CRS Service 
Reserved For Further Study.

***  END OF MODIFICATIONS ***
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