

	
3GPP TSG SA WG3-LI Meeting  	SA3LI	Comment by Explanation of field: 
 Document numbers are allocated by the Working Group Secretary.   Use the format of document number specified by the 3GPP Working Procedures.

	CR-Form-v10

	CHANGE REQUEST

	

		Comment by Explanation of field: 
 Enter the specification number in this box. For example, 04.08 or 31.102. Do not prefix the number with anything . i.e. do not use "TS", "GSM" or "3GPP" etc.
	33.108
	CR
	
		rev	Comment by Explanation of field: 
 Enter the CR number here. This number is allocated by the 3GPP support team.  It consists of at least four digits, padded with leading zeros if necessary.
	-
		Current version:	Comment by Explanation of field: 
 Enter the revision number of the CR here. If it is the first version, use a "-".
	
		Comment by Explanation of field: 
 Enter the version of the specification here. This number is the version of the specification to which the CR was written and (normally) to which it will be applied if it is approved. Make sure that the latest version of the specification (of the relevant release) is used when creating the CR. If unsure what the latest version is, go to  http://www.3gpp.org/specs/specs.htm.

	

	For HELP on using this form look at the pop-up text over the  symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/Change-Requests.	Comment by Explanation of field: 
 For help on how to fill out a field, place the mouse pointer over the special symbol closest to the field in question.

	



	Proposed change affects: 	Comment by Explanation of field: 
 Mark appropriate boxes with an X.
	UICC apps	Comment by Explanation of field: 
 SIM / USIM / ISIM applications.
	
	ME
	
	Radio Access Network
	
	Core Network
	X



	

	Title:		Comment by Explanation of field: 
 Enter a concise description of the subject matter of the CR. It should be no longer than one line, but if this is not possible, do not enter hard new-line characters.  Do not use redundant information such as "Change Request number xxx to 3GPP TS xx.xxx".
	

	
	

	Source to WG:		Comment by Explanation of field: One or more organizations (3GPP Individual Members) which drafted the CR and are presenting it to the Working Group.
	

	Source to TSG:		Comment by Explanation of field: For CRs agreed at Working Group level, the identity of the WG.  Use the format "xn" where 
	x = "C" for TSG CT, "R" for TSG RAN, "S" for TSG SA, "G" for TSG GERAN; 

	n = digit identifying the Working Group; for CRs drafted during the TSG meeting itself, use "P". 
Examples: "C4", "R5", "G3new", "SP".
	

	
	

	Work item code:		Comment by Explanation of field: 
 Enter the acronym for the work item which is applicable to the change. This field is mandatory for category F, A, B & C CRs for Release 4 and later. A list of work item acronyms can be found in the 3GPP work plan. See 
http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm .
	
	
	Date: 	Comment by Explanation of field: 
 Enter the date on which the CR was last revised.  Format to be interpretable by English version of MS Office® 2003 applications. Prefered format is ISO standard yyyy-MM-dd.
	

	
	
	
	
	

	Category:		Comment by Explanation of field: 
 Enter a single letter corresponding to the most appropriate category listed. For more detailed help on interpreting these categories, see Technical Report 21.900 "TSG working methods".
	
	
	Release: 	Comment by Explanation of field: 
 Enter a single release code from the list below.
	

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-4	(Release 4)
Rel-5	(Release 5)
Rel-6	(Release 6)
Rel-7	(Release 7)
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
Rel-12	(Release 12)

	
	

	Reason for change:		Comment by Explanation of field: 
 Enter text which explains why the change is necessary.
	It was found that HI2/HI3 are vulnerable for eavesdropping without security mechanism in place on the delivery method. The TS 33.108 already provides secure delivery method for the IMS HI2 when IMS media plane security keys and parameters are transferred. This option should be made available on HI2 and when applicable HI3 in general. SFTP is an alternative secure file transfer protocol that can be used besides FTP over TLS.

	
	

	Summary of change:		Comment by Explanation of field: 
 Enter text which describes the most important components of the change. i.e. How the change is made.
	A statement is proposed in the domain sepcific security related sections to include possible secure file transfer methods for HI2 and whenever applicable also for HI3.

	
	

	Consequences if 	
not approved:	Comment by Explanation of field: 
 Enter here the consequences if this CR were to be rejected. It is mandatory to complete this section only if the CR is of category "F" (i.e. correction), though it may well be useful for other categories.
	There is no definition regarding possible security measures at the HI2 and the HI3 interfaces to provide secure file transfer.

	
	

	Clauses affected:		Comment by Explanation of field: 
 Enter the number of each clause which contains changes.   Be as specific as possible (ie list each subclause, not just the umbrella clause).
	6.3, 7.3, 8.3, 9.3, 10.3, 11.3

	
	

	
	Y
	N
	
	

	Other specs		Comment by Explanation of field: 
 Tick "yes" box if any other specifications are affected by this change.  Else tick "no".  You MUST fill in one or the other.
	
	X
	 Other core specifications		Comment by Explanation of field: 
 List here the specifications which are affected and the CRs which are linked. This is particularly important where the affected specs belong to a different working group than that which will agree the present CR.
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:		Comment by Explanation of field: 
 Enter any other information which may be needed by the group being requested to approve the CR. This could include special conditions for it's approval which are not listed anywhere else above.
	



Page 1


* * * First Change * * * 

[bookmark: _Toc335387943][bookmark: _Toc319415156]6.3	Security aspects
Security is defined by national requirements. When security is required at the HI2 and the HI3 interfaces the delivery methods may use secure file transfer (such as like SFTP, FTP over TLS) in order to meet national requirements. 

* * * Next Change * * * 

[bookmark: _Toc335387962]7.3	Security aspects
When KMS based IMS media security 3GPP TS 33.328 [54] is adopted in the network, the HI2 shall have strong integrity and confidentiality protection. In this case, the HI2 should be protected by TLS. FTP delivery should be done over TLS as specified by IETF RFC 4217 [58]. TLS and certificate profiling shall be according to TS 33.310 [60].
Additional security is defined by national requirements. When security is required at HI2 interface the delivery methods may use secure file transfer (such as like SFTP, FTP over TLS) in order to meet national requirements. 


* * * Next Change * * * 

[bookmark: _Toc335387977]8.3	Security aspects
Security is defined by national requirements. When security is required at the HI2 and the HI3 interfaces  the delivery methods may use secure file transfer (such as like SFTP, FTP over TLS) in order to meet national requirements. 

[bookmark: _Toc335387996]
* * * Next Change * * * 

9.3	Security aspects
Security is defined by national requirements. When security is required at the HI2 interface the delivery methods may use secure file transfer (such as like SFTP, FTP over TLS) in order to meet national requirements. 


* * * Next Change * * * 
[bookmark: _Toc335388014]10.3	Security aspects
Security is defined by national requirements. When security is required at the HI2 and the HI3 interfaces the delivery methods may use secure file transfer (such as like SFTP, FTP over TLS) in order to meet national requirements. 


* * * Next Change * * * 

[bookmark: _Toc335388034]11.3	Security aspects
Security is defined by national requirements. When security is required at the HI2 interface the delivery methods may use secure file transfer (such as like SFTP, FTP over TLS) in order to meet national requirements. 


* * * End of Changes * * * 


