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1. Introduction
[bookmark: _Toc227640903][bookmark: _Toc227641308]This contribution proposes use cases where the user creates criminal communication content, transfers the VMI (Virtual Machine Image) to a cloud environment, and the content is delivered at a later time.

2. Discussion
Virtualization allows VM state snapshots to be taken both for recovery if a catastrophic failure occurs or in order to start at a known machine state and avoid VM initialization which is repeated without change every time the VM is started.  This coupled with delayed communication delivery can obscure the criminal communication.
3. Proposal
1 Use cases
2 Delayed communication by transferring a cloud based Virtual Machine Image (VMI).
.
a. Overview
This use case describes a scenario where communication regarding criminal activity is composed locally, saved in a VMI.  The VMI is transferred to a cloud environment and the communication is delivered from a VM in the cloud data center at a later time..  
b. Actors
Joe is the user who has subscribed to Operator O for wireless service and their IAAS service.
Operator O is a wireless operator offering IAAS services hosted in an internal cloud environment as part of their cloud service portfolio.
c. Preconditions
[bookmark: _GoBack]Joe is using a PC using the same VMM hypervisor as used by Operator O’s cloud environment.
Joe is a subscriber of Operator O’s wireless service and cloud IAAS service
LEA P has obtained a warrant to intercept Joe’s communication through Operator O, delivered it to Operator O and Operator O has activated the warrant.
Operator O along with its cloud service data center is within LEA P’s legal jurisdiction.
d. Actions
i. Joe starts up his PC and activates a Linux VMI in a VM.
ii. Joe, on his PC records an IED making video.  It is stored on a RAM disk (in memory file system).
iii. Joe composes an email on his email client about when the video will be streamed and the intended location for the IED along with the email addresses of his criminal cell.  The email is saved in the client’s outbox on the RAM disk, but not delivered.
iv. Joe creates a crontab task to start in1 hour restarting the email client to send the pending email.
v. Joe creates another crontab task to start in 4 hours to stream the IED making instructional video to the cohorts addressed in the email.
vi. Joe requests the local VMM hypervisor to take a snapshot of the VM state and save to a local disk drive.
vii. Joe initiates an FTP transfer to transfer the VMI to Operator O’s cloud service, saved as a VMI in the data center.
viii. Joe starts a VM instance using the uploaded VMI.
ix. Joe logs off from Operator O’s network and shuts off his PC.
x. One hour later, at the VM instance, the email crontab entry is activated to start up the email client and send the composed email.
xi. Three hours later, at the VM instance, the video streaming crontab entry is activated to startup the video streaming client and the IED making instructional video is streamed to the intended recipients.
xii. After the video is finished, the VM instance halts.
xiii. The next day Joe deletes the uploaded VMI from Operator O’s cloud service center.

e. Interaction with other services
No interaction with other services is significant in this use case.

f. Roaming
Roaming does not introduce any roaming specific issues that are not already present in roaming scenarios.

g. Post Conditions
i. Operator O will deliver to LEA P the contents of the FTP session transferring the VMI with the criminal email and video to Operator O’s IAAS cloud service.

h. Challenges for interception

i. It is not clear how LEA P will be able to parse or reverse engineer the VMI to locate the embedded criminal communication.  It requires the ability to identify the RAM disk and the content structure, application specific file information as well as knowing the need to analyse the crontab tasks. Note that the active threads will not give any indication of what applications are involved in the criminal communication. 
ii. It is not clear how LEA P would specify LI on any communication to and from any VM running under the LI target’s subscription.
iii. It is not clear how LEA P would specify LI on any communication to and from any VM running a VMI created by the LI target, but activated by a different Operator O Cloud service subscriber.

4. Recommendation
Discuss and adopt the proposed use cases in the use case section of the cloud services living document.
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