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1. Introduction
[bookmark: _Toc227640903][bookmark: _Toc227641308]This contribution proposes use cases where the user visible application, portal or dashboard (for example) is a mashup of both enterprise/personal applications and operator services, all hosted in cloud environments.
2. Discussion
Applications, especially portals or dashboards integrating different applications, each of which do not interact directly with the other applications.  Also each application can be offered and hosted by different organizations.  The interface to each application by the portal or dashboard can be either SOA frameworks or non-SOA mechanisms.
3. Proposal
1 Use cases
2 Mobile portal or dashboard using both operator provided and enterprise applications
.
a. Overview
This use case describes a portal or dashboard which integrates access to different applications for a user for a consistent and efficient user experience.  Most of these applications are not aware of the other applications integrated into the portal or dashboard interface and may not directly interact with each other. The challenge is that many of the applications can be independently deployed in many different environments.
b. Actors
Joe is the user.  He works for Company X and is a subscriber of Operator Y. He uses the dashboard software as a productivity tool as part of his job.
Company X is a Fortune 500 company.  Its internal cloud based services are hosted internally.
Operator Y is a wireless operator.  Its commercial cloud based services are hosted internally.
c. Preconditions
The dashboard software operates on Joe’s mobile device.  It uses cloud based email services provided by Operator Y.  It uses cloud based directory services and instant messaging provided by Company X.
For all applications, the application server is accessed either through an SOA framework, or through a proprietary API.
Joe’s Company X identity and credentials to access Company X services is not the same as his Operator Y identity and credentials.
LEA P has obtained a warrant to intercept Joe’s communication through Operator Y, delivered it to Operator Y and Operator Y has activated the warrant.
Company X and Operator Y along with their respective cloud service data centers are all within LEA P’s legal jurisdiction.
d. Actions
i. Joe invokes the dashboard program on his smartphone while connected to Operator Y’s network.
ii. The dashboard program logs into both Operator Y and Company X using Joe’s identity and credentials stored on the smartphone for each.
iii. Joe accesses a contact group of Company X co-workers from Company X directory services that are cooperating on embezzling money from Company X.
iv. Joe sends an email to the entire group indicating the invoice number and vendor that is faked using Operator Y’s email service.
v. Joe initiates an IM session with one co-worker in particular using Company X’s IM service.
vi. Joe passes along bank and account information where to deposit the payment for the faked invoice.
vii. Joe logs off of the dashboard which logs off from the various services.
viii. Joe turns off his smartphone.

e. Interaction with other services
No interaction with other services is significant in this use case.

f. Roaming
Roaming does not introduce any roaming specific issues that are not already present in roaming scenarios.

g. Post Conditions
i. If the LEA has a data intercept, it will obtain any of the application specific protocol between the dashboard application and Company X and Operator O virtual servers.
ii. If the LEA has an application intercept on Operator O email service, it will only obtain the email generated by Joe, not the directory and IM service interaction with Company X services.
h. Challenges for interception

i. It is not clear how LEA P will be able to parse or reverse engineer the client server protocols used between the dashboard and both Company X and Operator O virtual servers in order to obtain details of the criminal activities.
ii. Application intercepts are not currently defined and both the legal challenges and technical challenges such as normalizing any LI architecture and application protocol plus trying to maintain the normalized protocol in the presence of frequent application changes is significant.

3 Enterprise cloud based portal or dashboard using both operator provided and enterprise applications
.
a. Overview
This use case describes a portal or dashboard which integrates access to different applications for a user for a consistent and efficient user experience.  Most of these applications are not aware of the other applications integrated into the portal or dashboard interface and may not directly interact with each other. The challenge is that many of the applications can be independently deployed in many different environments.
b. Actors
Joe is the user.  He works for Company X and is a subscriber of Operator Y. He uses the dashboard software as a productivity tool as part of his job.
Company X is a Fortune 500 company.  Its dashboard and internal cloud based services are hosted internally.
Operator Y is a wireless operator.  Its commercial cloud based services are hosted internally.
c. Preconditions
The dashboard software is hosted on Enterprise X cloud infrastructure and is accessed by an employee through a web browser.  It uses cloud based email services provided by Operator Y.  It uses cloud based directory services and instant messaging provided by Company X.
For all applications, the application server is accessed by the dashboard software either through an SOA framework, or through a proprietary API.
Joe’s Company X identity and credentials to access Company X services is not the same as his Operator Y identity and credentials.
LEA P has obtained a warrant to intercept Joe’s communication through Operator Y, delivered it to Operator Y and Operator Y has activated the warrant.
Company X and Operator Y along with their respective cloud service data centers are all within LEA P’s legal jurisdiction.
d. Actions
i. Joe invokes the dashboard program on his by accessing the dashboard with his web browser and entering the appropriate URL while connected to Operator Y’s network.
ii. The dashboard program logs into both Operator Y and Company X using Joe’s identity and credentials stored on the smartphone for each.
iii. Joe accesses a contact group of Company X co-workers from Company X directory services that are cooperating on embezzling money from Company X.
iv. Joe sends an email to the entire group indicating the invoice number and vendor that is faked using Operator Y’s email service.
v. Joe initiates an IM session with one co-worker in particular using Company X’s IM service.
vi. Joe passes along bank and account information where to deposit the payment for the faked invoice.
vii. Joe logs off of the dashboard which logs off from the various services.
viii. Joe turns off his smartphone.

e. Interaction with other services
No interaction with other services is significant in this use case.

f. Roaming
Roaming does not introduce any roaming specific issues that are not already present in roaming scenarios.

g. Post Conditions
i. If the LEA has a data intercept, it will obtain only the http/html from the dashboard’s user interface.
ii. If the LEA has an application intercept on Operator O email service, it will only obtain the email generated by Joe, not the directory and IM service interaction with Company X services.
h. Challenges for interception

i. Application intercepts are not currently defined and both the legal challenges and technical challenges such as normalizing any LI architecture and application protocol plus trying to maintain the normalized protocol in the presence of frequent application changes is significant.

4. Recommendation
Discuss and adopt the proposed use cases in the use case section of the cloud services living document.

3GPP
SA WG3 TD

