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1. Introduction
This contribution proposes text for clarification that the random secret needs to be pre-provisioned in the terminal as well as stored securely in the terminal. 
2. Proposal

5.2.1
General

Session key discovery in this approach relies on the operator or owner of the KMS discovering the random secret used in generating the Key Component by the targeted user, and then, by knowing it, re-generating the session key. This method works as follows.

Instead of deploying the true random number generator to create the random secret, a pseudo-random number generator (PRG) is deployed in the client application of the user device.

The operator or application owner, e.g., enterprise, pre-configures the application of the user device with the secret random seed (S) that is associated with the user identity. This secret random seed shall be provided to the terminal as well as stored in the terminal securely. The seed associated with the identity of the user device is also stored in a server managed by the operator or application owner. In the Figures 5.1and 5.2 below this server is marked as Provider’s Database. 

When the application needs to generate the random number for the session (e.g., x) in order to execute a Diffie-Hellman key exchange protocol as the part of IBAKE, the PRG is invoked. The PRG uses the Seed, end users’ identities, and a Time stamp of the MIKEY exchange to generate the required pseudo-random value x, i.e. x=PRG(SA, A, B, T). Note that the time stamp T is included in the header of MIKEY messages carrying the IBAKE protocol, and therefore it provides sufficient protection from possible replays as well as reliable synchronization.

Depending on the deployment scenario, the Provider’s Database can be consolidated with the KMS or split from the KMS. Both approaches are described below.

Editor’s Note: It needs to be clarified how LI system obtains secret random seed.
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