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1. Introduction
At SA3LI #46 a request was made to clarify evaluation section and table provided in that section. This contribution proposes changes to make the necessary clarifications
2. Proposal
************* START OF 1. CHANGE *************
5.4
Evaluation

In this clause the proposed solutions are evaluated against the LI requirements for encrypted services as specified in clause 5.7 of TS 33.106 [4].

It needs to be noted that the selected LI solution becomes an integral part of the MIKEY-IBAKE protocol in order to satisfy LI requirements, and testing of the UE to ensure compliance with these requirements may be necessary.
Below, each sub-clause contains a requirement specified in clause 5.7 of TS 33.106 [4] followed by the evaluation of the respective requirement. 
5.4.1 First Requirement 
1) When an encryption service is provided by the PLMN, lawful interception shall take place as for an unencrypted communications. 
a) In addition, encrypted communications shall be decrypted, or the decryption keys and any required associated information (e.g.  roll over counters) shall be provided to the LEMF.
b) For the specific case where a key server based solution is used, it is a national option for the operator to make keys and any associated information (e.g.  roll over counters) directly available to the LEMF for the decryption of communications.
For all four LI solutions described in this document, the interception is activated once the Law Enforcement Agency (LEA) provides the intercept request.  This request is sent from the Law Enforcement Management Function (LEMF) to the Administration Function (ADMF).  The network provides access to the intercepted Content of Communications (CC) and the Intercept Related Information (IRI) of the target mobile and services related to the target (e.g., Call Forwarding) on behalf of Law Enforcement Agencies (LEAs).  The CC and IRI are sent from the Delivery Function to the LEMF in the same manner as for unencrypted traffic (see clauses 7, 7A and 12 of TS 33.107).
Furthermore, as described in clauses 5.2 and 5.3, Delivery Function obtains encryption keys and either delivers encryption keys together with encrypted media to the LEMF or alternatively decrypts the media and provides unencrypted media to the LEMF. 
Therefore, all four solutions described in clauses 5.2 and 5.3 satisfy the first LI requirement for encrypted services. 

5.4.2 Second Requirement 
2) Interception shall be performed in such a manner as to avoid detectability by the Target or others. In particular:
a) There shall be no significant difference in latency during call setup or during communications compared to a non-intercepted communications.
b) Interception of a Target shall not prevent the use of key exchange applications which provide a user key confirmation mechanism.
c) Should interception fail during a call (or during call setup), the call shall be unaffected.
In all four solutions described in clauses 5.2 and 5.3, the call setup is not affected by an ongoing interception, thus there is no difference in latency during call setup or during communications compared to a non-intercepted communications.  In addition, use of key exchange applications that provide user key confirmation mechanisms are not prevented by the use of interception.  Finally, given that interception of the target as described above affects neither call setup nor the call itself; in case interception fails during a call (or during call setup), the call is unaffected. As the result, Interception is performed in such a manner that it cannot be detected by the target or others.
Therefore, all four solutions described in clauses 5.2 and 5.3 satisfy the second LI requirement for encrypted services. 

5.4.3 Third Requirement 
3) Where the CSP provides decryption of the communication, it is the operator’s choice where in the network this decryption is performed. However, following decryption, all IRI and CC shall be provided to the LEMF using handover mechanisms as per an unencrypted communication.
If the Communications Service Provider provides decryption of the communication, for all LI approaches described above the operator can choose where in the network this decryption is performed.  Nevertheless, following this decryption, all IRI and CC is available in the Delivery Function and can be provided to the LEMF using handover mechanisms as per an unencrypted communication (see clauses 7, 7A and 12 of TS 33.107). 
Therefore, all four solutions described in clauses 5.2 and 5.3 satisfy the third LI requirement for encrypted services.

5.4.4 Fourth Requirement 

4) An encryption solution shall not prohibit commencement of Interception and decryption of an existing communication.
All four LI solutions for MIKEY-IBAKE described above rely on information contained in SIP messages executed during the call setup with the target of interception.  Therefore, commencement of interception and decryption of an existing communication is possible if SIP messages executed during the call setup with the Target of interception as well as other session related information is available.  If these SIP messages are no longer available, the forced or periodic rekeying could be executed.
Therefore, all four solutions described in clauses 5.2 and 5.3 satisfy the fourth LI requirement for encrypted services.

5.4.5 Fifth Requirement 
5) If key material and any associated information are available, it shall be possible to retrospectively decrypt encrypted communications.
If either the session related key material, or information contained in the SIP messages executed during the call setup with the target of interception are available, for all four described solutions it is possible to retrospectively recover the session key and decrypt encrypted communications.
Therefore, all four solutions described in clauses 5.2 and 5.3 satisfy the fifth LI requirement for encrypted services.


	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	






 ************* END OF CHANGES *************
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