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1. Introduction
This contribution discusses a possible approach to implement LI for an already established IMS session when Mikey-Ticket is adopted as solution for IMS media security.
2. Discussion

In SA3-LI#46, tdoc SA3LI12_092 (S3-120711) was discussed and it was agreed to progress the LI work by assuming that the LI solution for already established session should focus on secure media session.

This contribution proposes a high level solution for the topic, focused on how to reuse the existing KMS capabilities and functionalities to fulfil the requirements. The contribution refers to MIKEY-TICKET, while it has to be investigated whether any part or the whole solution can be considered applicable also to any other KMS based solution such as MIKEY-IBAKE.

First of all, it has to be noted that in the current IMS media security architecture based on MIKEY-TICKET, the KMS already needs to store some information related to the parties being involved in the secure communication, i.e. copies of the keys shared between the KMS and each of the communicating parties.
When a MIKEY-TICKET is created, it is the KMS that creates the ticket including the protected keys to be used for the session. The KMS is the entity that can resolve these protected keys for the users.  As stated in TS 33.328 " , the use of tickets carrying keys will allow a design of the KMS with no requirements to hold per user state.". 

The KMS can per definition at anytime resolve any ticket it has issued. Please also note that tickets can be valid for a long time, so the ticket generation by the KMS do require the KMS to issue tickets it can resolve (without keeping per-user state as mentioned above). 
So by applying the procedures of TR 33.829 for mid-call intercept, the MIKEY-TICKET will be stored during the session by the IMS nodes (CSCF), together with other information needed to decrypt the media stream. In case LI is activated in the middle of the session, the CSCF will have to provide a new event (e.g. start of interception with active IMS session) to the DF2/MF, including the MIKEY-TICKET and all session/media information needed to decrypt the media stream. The DF2 will then contact the KMS and ask to resolve the ticket. The MIKEY-TICKET will then be resolved in similar manner as for a request by a UE, i.e., the KMS will use the information in the ticket to resolve the session keys for the user and provide these to the DF2/MF which will, in turn, forward them over the HI2.  Note that from a security point of view, the interaction between the LI system and KMS must be secured (e.g., using the Network Domain Security TS 33.210 and TS 33.310), as already specified in TS 33.107 (section 7A.7.4). 

3. Proposal

It is proposed to discuss the approach and agree the basic solution. If this is achieved, CRs will have to be submitted to TSs 33.107 and 33.108 as needed.
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