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1 Welcome

The Chairman welcomed delegates to Quebec and Peter Musgrove welcomed them on behalf of North American Friends of 3GPP.
2 Apologies

Apologies were received from Gabor Ungvari.
3 Approval of Agenda



SA3LI12_068r1
This was approved.

3.1 IPR Call Reminder

The Chairman reminded delegates of their company's obligations under their SDO's IPR policies:

The attention of the delegates to the meeting of this Technical Specification Group was drawn to the fact that 3GPP Individual Members have the obligation under the IPR Policies of their respective Organizational Partners to inform their respective Organizational Partners of Essential IPRs they become aware of.

The delegates were asked to take note that they were thereby invited:

-
to investigate whether their organization or any other organization owns IPRs which were, or were likely to become Essential in respect of the work of 3GPP.

-
to notify their respective Organizational Partners of all potential IPRs, e.g., for ETSI, by means of the IPR Statement and the Licensing declaration forms (http://webapp.etsi.org/Ipr/).

There were no IPR calls from meeting delegates.

4 Last meeting report Bratislava


SA3LI12_069 SA3LI#45 Meeting Report 

SWG Secretary 
Greg Schumacher remarked that the organization he represents should be recorded as Sprint Nextel. With this change, the report was approved as SA3LI12_069r1.
4.1Review Action Points

	Number
	Name
	Action Item
	Status

	AP 11-01
	LEAs
	Impact of single private id for multiple UEs
	Ongoing – Chairman noted SA1 and 2 still working on this.

	AP11-02
	All
	Monitor SIMTC Machine communication
	Closed as opportunity to influence has closed with Rel-11 freeze.

	AP 11-03
	All
	Provide further info on local routing and technical issues
	Ongoing - SA3LI12_089 33_107 CR H(e)NB in 8.2 here starts the action.

	AP 11-04
	All
	Identify solutions for IRI and content delivery for CAT/CRS
	Closed as no further contributions.

	AP11-05
	Vendors
	Propose solutions for Per Service LI 
	Ongoing

	AP 11-06
	Vendors
	Provide decrypted Mediasec solutions
	Ongoing

	AP11-08
	Manufacturers and Operators
	Identify low impact solution for IMEI trigger for IMS LI
	Closed after discussion in 10.5 here


5 Reports of other bodies which are relevant to SA3-LI

5.1 
SA#56
Ljubljana, SL
Latest versions of documents:

TS 33.106 


V11.1.1 (No change at SA#56)


TS 33.107



v 11.2.0

TS 33.108

v11.3.0
5.2 
SA WG3 #67 Kyoto, Japan & #68 Bratislava, Slovakia 
The Chairman reported the following from the above meetings:

· Rel-12 freeze date for SA3-LI will be Dec 2013 which is reflected in the Rel-12 WID (10.3)

· There is a study underway on spoof call prevention which has some references to LI and would remove reporting of unanswered calls

· SAGE is developing an additional authentication algorithm to go alongside MILENAGE

· There is RAN sharing work for multiple operators going on in SA1 and SA2 for H(e)NB

· SIMTC work in SA3 on triggering is going to be based on SMS which may be encrypted
· There was a presentation from CCRA (Common Criteria Recognition Arrangement), a Government endorsed accreditation body, on the cyber threat. There will be a study until Christmas into whether SA3 should adopt CCRA principles or develop its own approach to network hardening. Ed O’Leary noted ISO had already produced relevant specification in the 2700x series
· End to end encryption to protect command and control for MBMS may have LI impact

· A US led LTE drive aims to support UICC 256 bit keying

· The Ericsson solution allowing LI for already established IMS sessions has been approved 
5.3   ETSI TC LI

SA3LI12_072  Summary report from ETSI/TC LI to SA3-LI#46 

LO TC LI (Peter van der Arend)
Peter introduced the report. It was mentioned that Jean Trakinat had been doing valuable review of the Dynamic Triggering specification. The report was noted. 
5.4 
TISPAN WG 7

No report. 
5.5
WTSC-LI 

Peter Musgrove gave a verbal report. There has been no meeting since the last SA3-LI in Bratislava but two conference calls have been held. Some presence events have been accepted for incorporation into the PoC document and further PoC activities have been progressed. There is a request from WTSC to work jointly on the cloud and there has been a liaison from TIA requesting discussions on joint working for Femtocell surveillance.
5.6
ATIS PTSC LAES 

SA3LI12_094 ATIS PTSC-LAES Status Report 

Alcatel-Lucent 
Terry Jacobson introduced this report which was noted.
5.7
TR 45 / TR-45.8 Lawful Interception Group
SA3LI12_100 TR-45.8 LIG Status Report

Alcatel-Lucent
Terry Jacobson presented the report which was noted.
5.8
WiMAX Forum

Jean Trakinat reported the following:

Last meeting: 19-22 Mar in Hawaii

NWG LI Subteam work focused on the broadband work item and the update of NALI. Participants agreed that the NALI Update will be ready for Verification and Validation (V&V) review once the disposition of the IPv4/v6 Transition contribution is finalized (mid-April).

The NWG Plenary sent the LI for VoIP specification to V&V review. The review period is expected to run from approximately April 15 to May 15 and allow comment resolution to be completed by the end of the June meeting.

The NWG Chair position will be held by a WiMAX Forum staff person until June when a candidate from NewNet is expected to take over the position. The BoD is discussing a reorganization of the working group structure to address the decline in work items and participation. 

5.9
Other bodies

No reports.
6 Incoming liaisons

SA3LI12_071 Reply LS re: Security vulnerability in the PRG based LI solution for MIKEY-IBAKE 
SA3 S3-120562

The LS was taken in 10.2

7 TS 33.106

7.1 Release 10
33.106 v 10.0.0

 No contributions.

7.2 Release 11 &12
33.106 v 11.1.1
No contributions.
8 TS 33.107

8.1 Release 10
33.107 v 10.4.0 and earlier
No contributions
8.2 Release 11 & 12
33.107 v 11.2.0
SA3LI12_089 33_107 CR H(e)NB

TPS

Jean presented this CR, emphasising that it only covered the UE as a target id at this stage. Closed Subscriber Group (CSG) and H(e)NB are FFS. It was based on material already presented on H(e)NB. She guided the meeting through the document, noting the addition of a number of relevant references, definitions and abbreviations.

Regarding the list of Information Events in Table X, Jean said that CSG Identity and CSG List were still valid elements even if the CSG is not a target id. Nick asked if instead of creating a new table (X), reference could be made to an already existing one. Jean replied that she was following the procedure already established in 33.107. Maurizio and Nag questioned how appropriate some of the elements were and a number were removed from the table.

It was decided to make X.4.1 a placeholder for scenarios where the target is either a CSG or HNB. In Figure X-3, the HMS block was replaced with HNB location verifying node and the link to DF2 made bidirectional. Numbering in X.4.4.1 was fixed. After discussion, Greg suggested moving the content of X.5 into clause 12 with a place marker in X.5 to this effect for the case when the UE is the target. A new figure, 12.1.1a with some explanatory text was added.

Nag asked for a consistency check over the use of abbreviations LTE, EPS, EPC and SAE. This Jean did and with further clarifications and numbering corrections to the CR and the cover sheet, SA3LI12_089r5 was approved.

9 TS 33.108

9.1 Release 10
33.108 v 10.4.0 and Earlier
SA3LI12_084r1 ePSLocationOfTheTarget in EPS-PMIP-SpecificParameters R9

Alcatel-Lucent, Ericsson

Approved.
SA3LI12_085r1 ePSlocationOfTheTarget in EPS-PMIP-SpecificParameters R10

Alcatel-Lucent, Ericsson
Approved.
SA3LI12_093 ePSlocationOfTheTarget in EPS-PMIP-SpecificParameters 
Alcatel-Lucent, Ericsson
Approved.
SA3LI12_088  EPS Location ASN.1 Parameter Correction 33 108 R10 
BT Group
With correction to the cover sheet this was approved as SA3LI12_088 r1.
9.2 Release 11 & 12
33.108 v 11.3.0

SA3LI12_086r1 ePSlocationOfTheTarget in EPS-PMIP-SpecificParameters R11

Alcatel-Lucent, Ericsson
Approved.
SA3LI12_087 EPS Location ASN.1 Parameter Correction 33 108 R11 
BT Group
With correction to the cover sheet this was approved as SA3LI12_087r1
10 Continued Discussion and New Business

10.1 Dynamic Triggering

No contributions.
10.2 IMS media plane security 

SA3LI12_101r1 LD on MIKEY-IBAKE LI Solutions Evaluation v0.3.0
Alcatel-Lucent

Terry presented the latest version of the Living Document with updates as agreed at the previous meeting, SA3 LI#45. It was noted.
SA3LI12_071 Reply LS re: Security vulnerability in the PRG based LI solution for MIKEY-IBAKE 
SA3 S3-120562

The Chairman noted that this LS in response to the outgoing LS from SA3-LI at the previous meeting was written before mid-call interception work had been done in SA3. Semyon asked if the MIKEY-IBAKE LD should be updated with the advice provided by SA3. The Chairman agreed that it could be incorporated into the next version. The LS was noted.
SA3LI12_092 IMS media security mid-call start of intercept 
SA3 (Ericsson) S3-120711 (Approved Contribution for TR 33.829 @ SA3#68)
The Chairman presented this document on behalf of SA3 for information to the meeting. It was approved at the SA3 meeting the previous week and works with SDES and TICKET. It does not require re-keying and will be backward compatible to Rel-10.

Ed asked when the necessary data would be deleted and if there were any Data Retention legal issues. It was assumed it would be at the end of a session and the Chairman said 3GPP provided technical solutions and legalities were national matters.

Semyon said there would be an impact on CSCFs in maintaining state and wondered if the group should liaise with SA2 who work on IMS architecture. Maurizio cautioned against this as there would be no impact on external interfaces and therefore no implications for them.

Semyon reminded the meeting that there are still other solutions which may be preferable to the complexity of what is being proposed. The Chairman said it appeared to offer an approach although Greg noted that as it is a TR, it cannot be made normative in a SA3-LI specification. The Chairman suggested it could be an informative annex and the document was noted.

SA3LI12_095 Interception activation during an active session 
Nokia Siemens Networks
Nag Rao presented his document which argued that even if it was possible to start IMS interception mid call, important IRI with call setup details would still be missed and it may not be possible to make sense of the CC. Koen said it is important for the LEMF to get the data even if not all the IRI was present. 

Nag also considered the differences between Packet Data and IMS media interception. In the second scenario of Figure 3, Maurizio said existing LI specifications supported the need for DF3 to deliver CC to a second LEMF.
The Chairman said that the Ericsson proposal in the previous document, SA3LI12_092, was for a Mediasec data session and not aimed at voice calls so there should be no missing SIP/SDP information. The Ericsson approach could, in principle, be scaled up to achieve what would be required for full mid call IMS interception but this would involve much increased storage at CSCFs. He asked for contributions from the meeting to progress the approach and thanked Nag for raising awareness. Semyon asked if there should be liaison with SA3 who were also having related discussion. The Chairman said we should if there were security issues with any chosen solutions. The document was noted.
There followed a general discussion about voice related issues. Sim Simanis raised VoLTE which is being launched in some countries as a voice service over LTE and whether there should be a specific 3GPP LI capability. Greg said that technically 3GPP supports VoLTE but it was the GSMA which had defined a profile of IMS aspects which draws on 3GPP features to ensure interoperability.
Sim also raised Over The Top (OTT) applications. Peter Musgrove said as far as MNOs were concerned, it is a data service and LEAs would need to seek recourse from the application provider for service specifics.

The Chairman noted the interest in such third party services and applications not fully in the scope of 3GPP. He suggested there could be a study item, perhaps lead by LEAs, which could become an informative annex in 33.107. Jean reminded the meeting of her contribution at the Barcelona meeting #44, SA3LI12_022, on separate reporting for IMS VoIP which could form the beginnings of such a study.

10.3 R12 WID

SA3LI12_070 LI R12 WID 

SWG Chairman

Based on the WID for Rel-11, the Chairman proposed this WID for Rel-12. In the justification section, Greg said that the 3GPP norm is to provide reference links for each topic to the relevant WIs. He agreed to do this for the next meeting. Semyon noted that some topics are study items at present and not WIs.

Maurizio proposed enhancing section 4 to include specifying “ LI Service Requirements, LI Architecture, LI functions”. Ed proposed the inclusion of GBA (Generic Bootstrapping Architecture) user authentication for Web Services in the list of topics in section 3.
With these changes, the WID was approved as SA3LI12_070r2.
10.4 UICC Remote Provisioning

SA3LI12_074 Embedded UICC Remote Provisioning Discussion
Rogers Wireless
Ed gave the meeting a comprehensive review of developments in eUICC (embedded Universal Integrated Circuit Card).
Work has been proceeding in a number of industry standards groups, and a new partnership programme, oneM2M, has been formed to develop technical specifications for M2M applications.

An example Ed gave for eUICC use is in a camera where it would enable the camera to upload pictures to the internet over the 3GPP network rather than using WiFi. Smartphones are likely to be the next use. He argued that many new actors in addition to traditional MNOs will enter what is likely to be a very competitive market. This will have a significant impact on cyber security, critical national infrastructure, privacy and LI.
The Chairman thanked Ed for his wide ranging presentation and bringing the issue to the meeting’s attention.
10.5 VoIP IMS and LTE Enhancements

SA3LI12_091 IMEI triggered interception in LTE 
BNetzA
Peter Trautmann introduced this document, explaining the need for the requirement. Other LEA representatives supported his view which had previously been presented by Pierre at SA3 LI#43 and resulted in the still open action AP11-08.

Maurizio said there were two issues: first triggering in LTE and second triggering in the IMS. Maurizio said it was already available conditionally for LTE in 33.107/8 under control of the MNO. Peter confirmed the requirement was for the IMS.
Greg noted IMSI was the main identifier used in 3GPP. Ed said IMEI was sent on registration and every four hours thereafter. Nick said IMEI can be changed and is not a good parameter to target on although Koen said there are procedures to check for this beforehand.

There was a discussion about possible solutions but no clear outcome. The Chairman suggested an email discussion to consider scenarios before the next meeting to take the matter forward. The document was noted.
SA3LI12_096 TS 33.108 and voice delivery (TDM and Volte) 
MINEFI
Pierre Courbon introduced this document which has parallels with the discussion after SA3LI12_095 regarding VoLTE handling in 33 107/8. 

Pierre said that in France, there are some legacy LEMFs which can only accept CS and there are some new ones which can only accept IP. How should they deal with a mix of CS and PS traffic in 3GPP networks and deliver in either TDM or IP? Would it be possible to provide guidance in 33 107/8?
Other Government representatives said they were already moving to all IP delivery. They said that ETSI specifications permitted delivery of PSTN services (part 6 of 232) over the TS 102 232-1 IP delivery and that at the last meeting EPS parameters had been imported into TS 102 232-7.
Whilst these might offer some solutions, the Chairman said that an informative annex in 33 107 addressing the issues raised by Pierre would be the best way forward. The document was noted.

10.6 MNO Cloud Services
SA3LI12_073 DTR 101 567 V0.1.0 on LI Cloud/Virtual Services (outcome TC LI#30) 
Chairman TC LI
Peter van der Arend tabled this document which is the latest version of the ETSI TC LI report on the cloud. Greg asked about the cloud management section and the use of Cybox. Peter referred Greg to the author of the document, Tony Rutkowski.

The following nine documents were presented by Ed for inclusion into the LD (living document) for Mobile Cloud Services:

SA3LI12_075 Section 4 of Mobile Cloud Living Document 
Rogers Wireless

Approved for inclusion.

SA3LI12_076 Introduction for Mobile Cloud Living Document 
Rogers Wireless
With the addition of “real time 3GPP network access” in the introduction this was approved for inclusion as SA3LI12_076r1.
SA3LI12_077 Mobile Cloud Living Document Outline
Rogers Wireless

Greg’s later SA3LI12_090 made some proposals on the outline of the LD and after discussion the Derived Requirements section was incorporated into the present document which was approved for inclusion as SA3LI12_077r1. A title change for the LD was also agreed to replace “solution” with “impact”.
SA3LI12_078 SA3-LI Living Document -- Mobile Cloud Services Lawful Interception Solutions Evaluation v0.1.0 

Rogers Wireless
Edits were made to the scope to emphasise the mobile 3GPP aspects of the work and the document was approved for inclusion.
SA3LI12_079 Mobile Cloud Usecase template 
Rogers Wireless
Greg asked for clarification of the meaning of domain and MNO and Ed added some notes for guidance. SA3LI12_079r2 was approved for inclusion.
SA3LI12_080 Mobile Cloud File Sharing Use Case 1 
Rogers Wireless
Jean suggested being explicit about the nature of the data/IRI that would be presented to the LEA. Greg asked if file de-duplication had been considered. Ed agreed to note these two challenges for interception points in the LD and SA3LI12_080 was approved with these additions.
SA3LI12_081 Mobile Cloud Consumer based File Sharing use case 2 
Rogers Wireless

This was approved with the two additional challenges for interception as in Case 1.

SA3LI12_082 Mobile Cloud Consumer based File Sharing use case 3 
Rogers Wireless
Approved.

SA3LI12_083 Mobile Cloud Consumer based File Sharing use case 4 
Rogers Wireless
Approved.

SA3LI12_090 Proposal on splitting cloud document into several documents 
Sprint Nextel

Greg proposed splitting the LD into two, the second considering aspects relating to ICT services. He also proposed a section for Derived Requirements. Ed wished to limit the LD to services he may have to implement, as an MNO, in order to fulfil his legal obligations but the proposal for a Derived Requirements section was agreed for inclusion into the updated LD. The document was noted.
SA3LI12_097 Revised Telepresence Use Case 
TPS
Jean said she had made a revision to this previously presented Use Case based on comments at the last meeting and off line. More detail had been added and it was approved for inclusion.
SA3LI12_098 Mobile Cloud Example Flows 

Rogers Wireless
Ed gave an example of a flow diagram which the meeting agreed was very helpful. It was approved for inclusion as a Visio file in an annex.

SA3LI12_099 Mobile Use Case Matrix 
Rogers Wireless
Ed presented a spreadsheet showing what is involved in each Use Case as a visual aid for comparison. Whilst not being in line with the drafting rules, it was approved for inclusion as an embedded file in an annex of the LD.

SA3LI12_102r1 Living Document -- Mobile Cloud Services Lawful Interception Impact Evaluation
Rogers Wireless
In this document, version v0.1.0, Ed pulled together all the latest documents relating to the Mobile Cloud.
11 GSM LI documents

These documents are also under the control / responsibility of SA3 LI:

11.1 3GPP TR 41.033 V10.0.0 (2011-04) old 01.33

3rd Generation Partnership Project;

Technical Specification Group Services and System Aspects;

Digital cellular telecommunications system (Phase 2+);

Lawful Interception requirements for GSM

(Release 10)
11.2 3GPP TS 42.033 V10.0.0 (2011-04) old 02.33

3rd Generation Partnership Project;

Technical Specification Group Services and System Aspects;

Digital cellular telecommunications system (Phase 2+);

Lawful Interception - stage 1

(Release 10)
11.3 3GPP TS 43.033 V10.0.0 (2011-04) old 03.33

3rd Generation Partnership Project;

Technical Specification Group Services and System Aspects;

3G Security;

Lawful Interception;

Stage 2

(Release 10)

12 Review meeting output / agreed

The following CRs were approved:
SA3LI12_084r1 ePSLocationOfTheTarget in EPS-PMIP-SpecificParameters R9

Alcatel-Lucent, Ericsson
SA3LI12_085r1 ePSlocationOfTheTarget in EPS-PMIP-SpecificParameters R10

Alcatel-Lucent, Ericsson
SA3LI12_093 ePSlocationOfTheTarget in EPS-PMIP-SpecificParameters 
Alcatel-Lucent, Ericsson
SA3LI12_088r1  EPS Location ASN.1 Parameter Correction 33 108 R10 
BT Group
SA3LI12_087r1 EPS Location ASN.1 Parameter Correction 33 108 R11 
BT Group
SA3LI12_086r1 ePSlocationOfTheTarget in EPS-PMIP-SpecificParameters R11

Alcatel-Lucent, Ericsson

SA3LI12_089r5 33_107 CR H(e)NB

TPS

Work item:
SA3LI12_070r2 LI R12 WID 

13 Outgoing Liaisons

None
14 Meeting dates and venues for next meetings

	Organization
	Date
	Venue
	Notes

	TC LI#31
	25 – 27 Sep
	Split
	

	SA3-LI#47
	16th-18th Oct
	Tucson, USA
	

	SA3#69
	05-09 Nov
	Edinburgh, UK
	

	SA#58
	10-12 Dec
	Barcelona, Spain
	

	ETSI Sec Workshop
	16 – 17 Jan 13
	ETSI HQ TC LI
	

	SA3#70
	21 – 25 Jan 13
	
	

	SA3 LI#48
	5 – 7 Feb
	Europe
	PROPOSED DATES

	SA#59
	4 – 6 Mar 
	Vienna, Austria
	

	SA3#71
	8 – 12 Apr
	Valencia, Spain
	

	SA3 LI#49
	16 – 18 Apr 
	US
	PROPOSED DATES

	SA#60
	17 – 19 Jun
	US
	

	SA3 LI#50
	25 – 27 Jun 
	Europe
	PROPOSED DATES

	SA3#72
	8 – 12 Jul
	China
	

	SA#61
	9 – 11 Sep
	Porto, Portugal
	

	SA3 LI#51
	22 – 24 Oct 
	US
	PROPOSED DATES

	SA3#73
	11 – 15 Nov
	US
	

	SA#62
	9 – 11 Dec
	Korea
	R12 Freeze Date

	SA#63
	3 – 5 Mar 14
	Singapore
	


	Organization
	Date
	Venue
	Notes

	SA3#68
	09-13 Jul
	Bratislava,SK
	

	SA3 LI#46
	17th -19th July
	Quebec, Canada
	

	SA#57
	10-12 Sep
	Chicago,USA
	

	TC LI#31
	25 – 27 Sep
	Split
	

	SA3-LI#47
	16th-18th Oct
	Tucson, USA
	

	SA3#69
	05-09 Nov
	Edinburgh, UK
	

	SA#58
	10-12 Dec
	Barcelona, Spain
	

	ETSI Sec Workshop
	16 – 17 Jan 13
	ETSI HQ TC LI
	

	SA3#70
	21 – 25 Jan 13
	
	

	SA3 LI#48
	5 – 7 Feb
	Europe
	PROPOSED DATES

	SA#59
	4 – 6 Mar 
	Vienna, Austria
	

	SA3#71
	8 – 12 Apr
	Valencia, Spain
	

	SA3 LI#49
	16 – 18 Apr 
	US
	PROPOSED DATES

	SA#60
	17 – 19 Jun
	US
	

	SA3 LI#50
	25 – 27 Jun 
	Europe
	PROPOSED DATES

	SA3#72
	8 – 12 Jul
	China
	

	SA#61
	9 – 11 Sep
	Porto, Portugal
	

	SA3 LI#51
	22 – 24 Oct 
	US
	PROPOSED DATES

	SA3#73
	11 – 15 Nov
	US
	

	SA#62
	9 – 11 Dec
	Korea
	R12 Freeze Date

	SA#63
	3 – 5 Mar 14
	Singapore
	


15 AOB

Ed asked how SA3 LI interacted with SA1 in order to learn of new services that may have LI issues. The Chairman said he tries to go to SA1 once a year and will go to the next meeting and feedback to the group. He said that SA1 Work Items are accessible on the 3GPP site. He added that the lead companies for a particular WI should inform other groups but this was not really happening.
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Annex B
List of Actions

	Number
	Name
	Action Item
	Status

	AP 11-01
	LEAs
	Impact of single private id for multiple UEs
	Ongoing – Chairman noted SA1 and 2 still working on this.

	AP 11-03
	All
	Provide further info on local routing and technical issues
	Ongoing - SA3LI12_089 33_107 CR H(e)NB in 8.2 here starts the action.

	AP11-05
	Vendors
	Propose solutions for Per Service LI 
	Ongoing

	AP 11-06
	Vendors
	Provide decrypted Mediasec solutions
	Ongoing
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