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1. Introduction
The problem with the activation of an interception during an active IMS session that uses the MEDIASEC was one of the topics of the discussions within the 3GPP SA3 LI. LEA organizations were raising the issue several times in the prior SA3 LI meetings. The core element of that discussion was on the lack of encryption keys and parameters in the network elements that handle IMS signalling after the session setup was completed. Even though the problem may need resolution due to regulations, one has to understand that the problem has broader scope as far as the current 3GPP LI specifications are concerned. 
This paper discusses some of those points.   
2. Discussion
2.1. Packet Data vs. IMS media interception
The IMS interception in the 3GPP TS 33.107 defines that the underlying CC-interception has to be performed using the packet core interception. In other words, the 3GPP LI capabilities for IMS, involves the interception and delivery of the IRI, with CC-interception done via the packet-data interception. The media, intercepted that way, may not be bound to an IMS session.   As such, one cannot really correlate the media with an IMS session. Furthermore, the packet-data interception has its own IRI messages and those IRI messages are quite different from the IMS-session related IRI messages. 
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Figure 1: Packet-data interception and IMS interception
Therefore, before solving the problem of the IMS mid-call media security issues, one has to define the capabilities for IMS media interception.

2.2. IMS IRI during mid-call commencement
The IRI messages currently defined for the IMS interception includes the copy of SIP messages delivered to and from the target subscriber.  When interception is activated for an active IMS session, the IRI messages with the useful data cannot be really generated in the middle of a call. For example, the calling party, called party, answering party, location, dialled numbers, translated numbers, etc. This will in fact be the case if the session related SIP signalling is already completed.   
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Figure 2: interception activation during mid-session
Therefore, when the IMS mid-call interception itself is unrealistic, the need to solve the problem of IMS mid-call media interception will diminish. 
2.3. Interception type: IRI, IRI+CC
Eventually, when methods are defined to isolate and intercept the IMS media, one may have to consider a special use-case, which probably was not discussed in any of the Standards meetings. So, the use-case itself could be debated. 
Anyhow, here is the scenario: An interception that involves just the IRI is upgraded to have IRI + CC in the middle of a call (i.e., IMS session). In this case, one may have to consider the need to intercept the media for that IMS session within the call (in other words, in the middle of the call). 
Since one has to consider the scenario of multiple intercepts on a single target, with some having IRI-only and some having IRI+CC, one may consider a solution where the IAP provides the CC to the DF3 all the time and the DF3 delivers the CC to the LEA only when needed. 
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Figure 3: IRI and IRI+CC interception
With this approach, since the CC interception is done all the time (but delivered conditionally), the problem of mid-call media security may just go away. If not, the problem won’t be different from the need to deliver the other media related information to the LEA. 

2. Conclusion

The mid-call interception for IMS session with or without media plane security is a complex problem. It is recommended that the SA3 LI discuss the above points before further proceeding on the topic. 

Related 3GPP documents:
[1] 3GPP TS 33.328: IP Multimedia Subsystem (IMS) media plane security
[2] 3GPP TR 33.829: Extended IP Multimedia Subsystem (IMS) media plane security features
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