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* * * First Change * * * 
[bookmark: _Toc319414984][bookmark: _Toc319415006]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
· For a specific reference, subsequent revisions do not apply.
· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	ETSI TS 101 331: "Telecommunications security; Lawful Interception (LI); Requirements of Law Enforcement Agencies".
[2]	ETSI ES 201 158: "Lawful Interception; Requirements for network functions".
[3]	ETSI ES 201 671: "Handover Interface for the lawful interception of telecommunications traffic".
[4]	GSM 01.33: "Lawful Interception requirements for GSM".
[5]	GSM 02.33: "Lawful Interception - stage 1".
[6]	GSM 03.33: "Lawful Interception - stage 2".
Editor's note: 
References 4, 5 & 6 are not cited in the body of the present TS, and anyway they do not exist in this Release.
[7]	3GPP TS 33.106: "3G Security; Lawful Interception Requirements".
[8]	ANSI J-STD-025‑A: "Lawfully Authorised Electronic Surveillance".
[9]	IETF RFC 2806: "URLs for Telephone Calls ".
[10]	3GPP TS 23.060: "General Packet Radio Service (GPRS); Service description".
[11]	3GPP TS 33.108: "3G Security; Handover interface for Lawful Interception".
[12]	IETF RFC 3261: "SIP: Session Initiation Protocol".
[13]	3GPP TS 21.905: "Vocabulary for 3GPP Specifications".
[14]	3GPP TS 23.234: "3GPP system to Wireless Local Area Network (WLAN) Interworking; System Description".
[15]	3GPP TS 23.008: "Organization of subscriber data".
[16]	3GPP TS 29.234: "3GPP system to Wireless Local Area Network (WLAN) interworking; Stage 3".
[17]	3GPP TS 24.234: "3GPP system to Wireless Local Area Network (WLAN) interworking; User Equipment (UE) to network protocols; Stage 3".
[18]	IETF RFC 1122: "Requirements for Internet Hosts -- Communication Layers".
[19]	IETF RFC 1123: "Requirements for Internet Hosts -- Application and Support".
[20]	3GPP TS 23.246: "Multimedia Broadcast/Multicast Service (MBMS); Architecture and Functional Description".
[21]	3GPP TS 24.147: "Conferencing Using the IP Multimedia (IM) Core Network (CN) subsystem 3GPP Stage 3".
[22]	3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".
[23]	3GPP TS 23.402: "Architecture enhancements for non-3GPP accesses".
[24]	3GPP TS 29.273: "Evolved Packet System (EPS); 3GPP EPS AAA interfaces".
[25]	3GPP TS 33.328: "IP Multimedia Subsystem (IMS) media plane security".
[26]	3GPP TS 29.212: "Policy and Charging Control over Gx reference point".
[27]	(void)
[28]	3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".
[29]	3GPP TS 33.210: "Network Domain Security (NDS); IP network layer security".
[xy]	3GPP TS 23.272: “Circuit Switched (CS) fallback in Evolved Packet System (EPS); Stage 2”

* * * Second Change * * * 

6.3.2	Structure of the events
The information sent to DF2 is triggered by up to eight different call related and non-call related events. Details are described in following clause. The events for interception are configurable (if they are sent to DF2) in the 3G MSC Server and can be suppressed in the DF2. The events are listed as follows:
Call Related Events:
-	Call Establishment
-	Answer
-	Supplementary Service
-	Handover
-	Release
Non Call Related Events:
-	SMS
-	Location Update
-	Subscriber Controlled Input
Table 1 below shows the set of information that can be associated with the events. The events trigger the transmission of the information from the 3G MSC Server to DF2. Available IEs from this set of information can be extended in the 3G MSC Server, if this is necessary in a specific country. DF2 can extend available information if this is necessary in a specific country e.g. a unique number for each surveillance warrant.
Table 1: Information Elements for Circuit Event records
	Observed MSISDN
	Target Identifier with the MSISDN of the target subscriber (monitored subscriber).

	Observed IMSI
	Target Identifier with the IMSI of the target subscriber (monitored subscriber).

	Observed IMEI
	Target Identifier with the IMEI of the target subscriber (monitored subscriber),
	It shall be checked for each call over the radio interface

	event type
	Description which type of event is delivered: Establishment, Answer, Supplementary service,
	Handover, Release, SMS, Location update, Subscriber controlled input

	event date
	Date of the event generation in the 3G MSC Server

	event time
	Time of the event generation in the 3G MSC Server

	dialled number
	Dialled phone number before digit modification, IN-modification etc.

	Connected number
	Number of the answering party

	other party address
	Directory number of the other party for MOC
	Calling party for MTC

	call direction
	Information if the monitored subscriber is calling or called e.g. MOC/MTC or originating/ terminating
	In or/out

	Correlation number
	Unique number for each call sent to the DF, to help the LEA, to have a correlation between each
	Call and the IRI

	Network Element Identifier
	Unique identifier for the element reporting the ICE.

	Location Information
	Location information is the service area identity and/or location area identity that is present at the 3G MSC Server
	at the time of event record production. 
	In some traffic cases the available location information can be the one received from the MME, i.e. the Tracking 	Area Identity (TAI) and/or the E-UTRAN Cell Global Identification (ECGI) as specified in the 3GPP TS 23.272 [xy].

	basic service
	Information about Tele service or bearer service.

	Supplementary service
	Supplementary services used by the target e.g. CF, CW, ECT

	Forwarded to number
	Forwarded to number at CF

	call release reason
	Call release reason of the target call

	SMS initiator
	SMS indicator whether the SMS is MO, MT, or undefined

	SMS Message
	The SMS content with header which is sent with the SMS-service

	Redirecting number
	The number which invokes the call forwarding towards the target. This is provided if available. 

	SCI
	Non call related Subscriber Controlled Input (SCI) which the 3G MSC Server receives from the ME




* * * End of Changes * * * 


