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1. Introduction
This contribution proposes candidate LI solutions for IMS media plane security based on MIKEY-IBAKE that are based on decryption of the random secret.
2. [bookmark: _Toc227640903][bookmark: _Toc227641308]Proposal
[bookmark: _Toc224972306]************* START OF 1. CHANGE *************
5	Candidate LI solutions for MIKEY-IBAKE based IMS media plane security
5.x Candidate LI solutions based on session key discovery by decryption of the random secret 

5.x.1 General
Session key discovery in this approach relies on the end points exchanging specially computed Nonce values. The exchanged Nonce values are then used to discover the random secrets used in generating the Key Components. This method works as follows.
In addition to exchanging the key components xP and yP described in Section 4.2, the end points also include specially computed Nonce values associated with the secrets x and y.
The Nonce values NA and NB are encrypted values of random secrets x and y respectively. That is,
NA = AESMS_A(x) and NB = AESMS_B(y).
To compute these Nonce values, both end points A and B have to be pre-provisioned with master secrets MS A and MS B. These master secrets are retained in the Provider’s database which can be co-located with KMS, or be separate from it. 
In the MIKEY-IBAKE message exchanges, NA always accompanies xP, and NB always accompanies yP. The values of NA and NB are completely opaque to the recipient of the message, and therefore treated as Nonces that simply have to be returned to the sender unchanged.
Similar to PRG-based key discovery, two deployment scenarios are shown depending on whether the database containing master secrets MS_A and MS_B is separated or not from the KMS.
5.x.2 Candidate solution 3 - consolidated nonce-based session key discovery
In this deployment scenario, the master secret (MS) is known to the KMS and corresponding client. In practice, MS_A can be delivered to the Client A along with IBE Private Keys PR_A during the periodic provisioning phase (see Sec. 4). Similarly, Client B will be provisioned with MS_B.


Figure 5.x.2-1: Session Key Discovery with Nonces in Consolidated KMS Deployment
Session key discovery is shown on Figure 5.x.2-1. The MIKE-IBAKE messages are presented to the KMS through the XK interface. Knowing the master secret of the Target, the KMS decrypts the associated Nonce of the Target, and discovers the random secret of the Target. With the secret of the Target and the key component of the other Client, the KMS re-computes the Session Key and returns it to the intercepting Delivery Function.
The Nonce-based variant preserves the Perfect Forward Secrecy property of the MIKEY-IBAKE protocol because the secrets (x and y) generated by the end-points A and B are truly random, not reproducible and not predictable.
5.x.3 Candidate solution 4 - split nonce-based session key discovery
In this deployment scenario the database containing master secrets MS_A and MS_B is separated from the KMS. For instance, the KMS may be managed by the Operator, while the Provider’s Database containing Master Secrets is managed by the enterprise. 
The key discovery using Nonces for this deployment scenario is shown on Figure 5.x.3-1.
In the first step the Delivery Function requests the Private Key for the Target from the KMS over the XK interface. The Delivery Function uses this received PR_ key to IBE-decrypt the MIKEY-IBAKE messages and obtains the key components xP and yP and associated Nonce values NA and NB. 
Alternatively, in the first step the Delivery Function simply re-sends the encrypted MIKEY-IBAKE messages to the KMS. The KMS IBE-decrypts IBAKE messages destined to the Target using the Private Key PR_ of the Target, and sends the key components xP and yP and associated Nonces NA and NB back to the Delivery Function over the XK interface.
In the second step, the Delivery Function submits the Nonce sent by the Target to the Provider’s Database, and receives back the re-computed Target’s secret (x or y). 
Finally, the Delivery Function regenerates the Session key as xyP.


Figure 5.x.3-1: Session Key Discovery with Nonces in  KMS Deployment
In addition to Perfect Forward Secrecy, this deployment scenario offers the property of avoiding Passive Key Escrow due to separation of secrets in the network. In other words, there is no single entity in the network that can re-generate or keep the session key between Clients A and B, unless the Law Enforcement requirements force the network entities to cooperate and provide their own parts of the puzzle to recover the session secret.
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