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1. Introduction
This contribution proposes text for Section 4, Background on MIKEY-IBAKE, in the living document on LI solutions for IMS media plane security based on MIKEY-IBAKE.
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4.1 General
The goal of MIKEY-IBAKE is to establish a Security Association (e.g., common session key) between any two or more users. The session key is established only after these users mutually authenticate each-other. Once the session key is established, the multimedia session and all data between users can be protected (ciphered) using SRTP. or other media protection protocols.
MIKEY-IBAKE is based on Identity-Based Authenticated Key Exchange (IBAKE), and relies on the use of trusted Key Management Services (KMS). In order to execute the protocol, each user needs to publish its identity so it is available to other users. A user’s public identity is used to generated the Public Key for the user as PUB_=H1(Identity), where H1 is a well known function. Therefore, any user of the scheme that knows Identity of the peer, is able to generate the Public Key for this peer (PUB_). Furthermore, each user trusts a KMS which creates the Private Key (PR_) computationally associated with the user’s Public Key PUB_.
4.2 MIKEY-IBAKE Message Exchange
Then following is a description of the message exchanges that are involved in executing the MIKEY-IBAKE protocol. 
A and B are two users attempting to authenticate each other and to agree on a key. A and B also represent their corresponding identities, while PUB_A and PUB_B represent their public keys. Let x be a random number chosen by A, and let y be a random number chosen by B, and let P be a well-known point on a well-known elliptic curve. The encryption operation below refers to Identity Based Encryption (IBE) described in [x]. 
The protocol exchanges are shown in Figure 4.1-1 and consist of the following steps:
a) Each user engages in a MIKEY exchange with the KMS and requests a private key (or multiple private keys, e.g., one for each day during a month’s time frame). These exchanges use MIKEY-IBAKE to allow the KMS to generate the user’s private key(s) from the corresponding identity; recall that the identity of a user is the same as its public key. 
b) The KMS generates the private key(s) for user A and B. The private keys are then securely sent to the users. 



Figure 4.1-1: MIKEY-IBAKE Basic Operation.
[bookmark: OLE_LINK1][bookmark: OLE_LINK2]Observe that steps a and b as well as a’ and b’ show users A and B obtaining private keys concurrently just prior to starting the MIKEY-IBAKE exchange. However, as explained above, these IMS UEs independently interact with a KMS or two KMSs (not shown in Figure 4.1) to obtain private keys. This offline exchange takes place at any point of time prior to the communication among the UEs.
The rest of the steps in Figure 2 are described below:
1.	User A wants to establish a secure end-to-end session with the user B.  User A computes the key component xP and performs encryption on the following values using user B’s public key:
i.	xP;
ii.	user A’s identity (A); and
iii.	user B’s identity (B).
User A includes the encrypted payload in the SDP of the INVITE sent to user B.
2.	The IMS core detects the INVITE and forwards it through the IMS network towards user B.
3.	User B receives the INVITE and decrypts the payload to obtain user A’s key component xP.  User B computes the key component yP and encrypts the following values using user A’s public key:
i.	xP;
ii	yP;
iii.	user A’s identity (A); and
iv.	user B’s identity (B).
User B includes the encrypted payload in the response sent to user B.
4.	User A receives the response message and decrypts the message to obtain user B’s key component yP.  At this point, users A and B are able to compute xyP as the session key since both users have the xP and yP values.
User A encrypts (yP, A, B) using user B’s public key and sends a confirmation message to user B.
5.	User B receives the confirmation message and accepts the invitation to use media security.  User B sends a confirmation message to user A to complete the 4-way handshake.

Note that user A chooses the value x randomly and receives yP in Step 2 of the protocol exchange.  This enables user A to compute the session key xyP by adding yP to itself x times.  Conversely, user B chooses the value y randomly and receives xP in Step 3 of the protocol exchange.  This enables user B to compute xyP by adding xP to itself y times.
Editor’s Note: Example clarification on how end users obtain KMS parameters if they wish to communicate with users in another KMS.
4.3 Discussion
MIKEY-IBAKE protocol has two levels of cryptographic protection:
1. The Key Components required for generation of a Session Key are protected by IBE encryption. Only intended recipients possessing the corresponding Private Keys can access the Key Components.
2. Even the knowledge of Key Components does not allow replicating the Session key. Only knowledge of a random secret x or y of either user allows re-creation of the xyP. Even though the Key Management Server (KMS) has access to xP and yP because it knows the Private Keys of Initiator and/or Responder, it cannot compute xyP.  
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