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1. Introduction
This contribution discusses three issues with the current reporting of IP addressing in TS 33.108.  US Law Enforcement has received IP addresses that are not encoded uniformly/properly which resulted in misinterpretation of received LI data.  The problems were identified as use of ASCII encoding instead of binary encoding for the address and the variable prefix length used in IPv6.  During an internal review of TS 33.108 to determine if this issue needed to be addressed or clarified, three issues with regard to IPv6 were found that should be discussed in SA3-LI.
2. Discussion
This contribution identifies the following three issues with the current reporting of IP addressing in TS 33.108.

A. Outdated IETF references

3GPP TS 33.108 references 3GPP TS 23.003, Numbering, addressing and identification, which has the following text:

3.7
Structure of an IP v4 address 

One or more IP address domains may be allocated to each PLMN. The IP v4 address structure is defined in RFC 791 [14].

An IP v4 address may be allocated to an MS either permanently or temporarily during a connection with the network.

3.8
Structure of an IP v6 address 

One or more IP address domains could be allocated to each PLMN. The IP v6 address structure is defined in RFC 2373 [15].

An IP v6 address may be allocated to an MS either permanently or temporarily during a connection with the network

If the dynamic IPv6 stateless address autoconfiguration procedure is used, then each PDP context, or group of PDP contexts sharing the same IP address, is assigned a unique prefix as defined in 3GPP TS 23.060 [3].

As described in RFC 2462 [21] and RFC 3041 [22], the MS can change its interface identifier without the GPRS network being aware of the change.

RFC 791, Internet Protocol, is current, but RFC 2373, IP Version 6 Addressing Architecture, was obsoleted by RFC 3513, Internet Protocol Version 6 (IPv6) Addressing Architecture, which in turn was obsoleted by RFC 4291, IP Version 6 Addressing Architecture.  RFC 4291 normatively references RFC 2460, Internet Protocol, Version 6 (IPv6) specification which defines the IPv6 Header format.  Both RFC 2460 and RFC 4291 have “updates”, which are separate RFCs addressing specific topics.  These may or may not be applicable to TS 33.108 but it is unclear if these “updates” are included by indirect reference to RFC 2460 and/or RFC 4291.
TS 33.108 references RFC 791, although not specifically for the topic of IP addressing.  TS 33.108 does not reference RFC 2460 or RFC 4291. 
As an aside, of the nine current IETF references in TS 33.108, two have been obsoleted:
a.  RFC 2806, URLs for Telephone Calls, has been obsoleted by RFC 3966, The tel URI for Telephone Numbers.
b. “IETF draft-muhanna-mext-binding-revocation-01” has been obsoleted by RFC 5846, Binding Revocation for IPv6 Mobility.

Issue 1: Questions for discussion:  

a.  Should TS 23.003 be updated to reference RFC 4291?

b. Should TS 33.108 include a reference to RFC 4291 and/or to RFC 2460?

c. Should SA3-LI review the two identified obsoleted RFCs to ensure that the references are still valid for 33.108?

B. Standardized encoding for IP Addresses

There are several parameters in various sections that may be populated by IP addresses.  Examples are: network element identifier (NEID), Serving SGSN Address, Serving S4-SGSN Address, WLAN UE Local IP Address/WLAN Remote IP Address (partyInformation/services-data-information), Network Access Server IP/IPv6 Address (i-WLANInformation/nasIPIPv6Address), WLAN UE Remote IP Address, WLAN Local IP Address, PDN Address Allocation, UE Address Information (iPv6HomeNetworkPrefix, iPv4HomeAddress, iPv6careOfAddress, iPv4careOf Address), UE Home IP Address, Home Agent Address, Care of Address, Foreign Domain Address.   
Because of the structure of TS 33.108, there is not a centralized normative section that provides explicit guidance for representing and encoding IP addresses.  In the ASN.1 appendices, most of the parameters that may be IP addresses are represented as octet strings.  Using an octet string type in ASN.1 does not guarantee a uniform representation, which results in differences in implementations and misinterpretations at the LEMF.  There are some notes providing guidance.  For example, 

servingSGSN-number

[31] OCTET STRING (SIZE (1..20))
OPTIONAL,


servingSGSN-address

[32] OCTET STRING (SIZE (5..17)) 
OPTIONAL,









-- Octets are coded according to 3GPP TS 23.003 [25]


..., 
This reference, as discussed previously, may not provide enough clarification to eliminate implementation errors and erroneous information being reported to Law Enforcement.  Another example may also be unclear:
EPS-PMIP-SpecificParameters ::= SEQUENCE

{

    lifetime                              [1]  INTEGER (0..65535)                 OPTIONAL,

    accessTechnologyType                  [2]  OCTET STRING (SIZE (4))            OPTIONAL,

    aPN                                   [3]  OCTET STRING (SIZE (1..100))       OPTIONAL,

    iPv6HomeNetworkPrefix                 [4]  OCTET STRING (SIZE (20))           OPTIONAL,

    protConfigurationOption               [5]  OCTET STRING                       OPTIONAL,

    handoverIndication                    [6]  OCTET STRING (SIZE (4))            OPTIONAL,

    status                                [7]  INTEGER (0..255)                   OPTIONAL,

    revocationTrigger                     [8]  INTEGER (0..255)                   OPTIONAL, 

    iPv4HomeAddress                       [9]  OCTET STRING (SIZE (4))            OPTIONAL,

    iPv6careOfAddress                     [10] OCTET STRING                       OPTIONAL,

    iPv4careOfAddress                     [11] OCTET STRING                       OPTIONAL,

    ...,
    servingNetwork                        [12] OCTET STRING (SIZE (3))            OPTIONAL,

    dHCPv4AddressAllocationInd            [13] OCTET STRING (SIZE (1))            OPTIONAL,
    ePSlocationOfTheTarget                [14] EPSlocation                        OPTIONAL

    -- parameters coded according to 3GPP TS 29.275 [48] and referenced IETFs

}
In this example, it seems to infer that all the parameters are encoded according to TS 29.275, Proxy Mobile IPv6 (PMIPv6) based Mobility and Tunnelling protocols, but it is unclear which, if all, parameters are defined in TS 29.275, or if the encoding guidance is provided by reference in TS 29.275.
What seems to be needed in an unambiguous statement along the lines of, “IP addresses shall be coded using binary encoding in accordance with IETF RFC 791 for IPv4 and IETF RFC 2460/4291 for IPv6”.
Issue 2: Questions for discussion:  

a. Should TS 33.108 be reviewed to ensure that all sections have clear and explicit encoding guidance for all parameters which may be an IP address?
b. With the current transition of IPv4 to IPv6, should TS 33.108 be reviewed to ensure that there is support to report all IPv4, IPv6, and any/all IPv4/v6 address transition plans?  Has 3GPP identified specific IPv4/v6 transition schemes that are supported?

c. Are there any additional formatting/representation references/guidance for Mobile IP or Dual Stack Mobile IP that need to be added?
d. IPAddress is imported from various versions of ETSI 101 671.  Are there any alignment concerns with the current and proposed methods of representing and encoding IP addresses?
C. Lack of reporting IPv6 prefix lengths

RFC 2460 identifies the IPv6 header format.  RFC 4291 includes the IPv6 addressing    model, text representations of IPv6 addresses, definition of IPv6 unicast/anycast/multicast addresses, and an IPv6 node's required addresses.  
An IPv6 address prefix is represented by the notation:  ipv6-address/prefix-length
Where,
· ipv6-address is an IPv6 address in any of the notations listed in Section 2.2 (of RFC 4291) 
· prefix-length is a decimal value specifying how many of the leftmost contiguous bits of the address comprise the prefix.
Since the prefix length is variable, having a mechanism that explicitly identifies the length would assist the LEMF in interpreting the IPv6 address.  
Issue 3: Questions for discussion:  

a. Should reported IPv6 addresses explicitly report the prefix length?  Is this available for all IPv6 addresses or just for the IPv6 addresses assigned by the home network? 

b. Should the reporting of prefix length be added to the PS/IMS domain sections?  Is this also needed to support the reporting of shared IP addresses for PDP contexts in the case of dynamic IPv6 statement address autoconfiguration?  (see excerpted section 3.8 from TS 23.003 above)
3. Proposal

It is proposed to discuss and agree to a way forward to resolve the identified issues concerning IP addresses.  
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