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1. Introduction

At the last SA 3 LI meeting in Malta, Rogers Wireless presented a discussion paper and an example use case for Cloud Services (SA3_LI11_103 & SA3_LI11_104).  Additionally in the meeting minutes (SA3LI_090r3/SA3LI11_111) under section 10.6 it is noted that the Chairman said that the current (Release 11) work item will cover this (Cloud Services).
Sprint agrees that there may be some merit in investigating how Lawful Intercept may be impacted by Cloud Services and to consider changes in the 3GPP specifications to address Cloud Service unique capabilities.  However we disagree that the current Release 11 work item (SP-110424) covers any 3GPP SA 3 LI work on Cloud Services. We also believe that the scope of a SA 3 LI project to look at Cloud Services is potentially very large and unbounded.  We recommend that a separate work item or study item (preferred) be created specifically to address Lawful Interception interaction with Cloud Services with a clear bounded scope and coverage to allow a common understanding of what the project will entail.
2. Discussion
There are a number of reasons why any work by SA 3 LI should be covered by a separate work item or study item ranging from 3GPP working procedures, 3GPP scope, to the potential size of the project and coverage areas.
A. Cloud services are not defined in any 3GPP stage 1 specifications. 

3GPP SA 1 has not undertaken so far, any work item or study item covering any specific aspects of Cloud Services, specifically virtualization and load balancing of computing resources.  As well, stage 1 release 11 is frozen, so any stage 1 work on Cloud Services would have to be in Release 12 or later.

B. Cloud service architecture(s) are not defined in any 3GPP stage 2 specifications.

3GPP SA 2 has not undertaken, nor has any plans to develop any architectural aspects for a 3GPP Cloud Service network for Release 11.  In the recent SA plenary in fact, a number of SA 2 work items were dropped from Release 11 due to SA 2 work load.  At best any stage 2 work on a 3GPP Cloud Service architecture would have to be in Release 12 or later.

C. The Release 11 Lawful Intercept work item only covers functions and services of Release 11
SP-11424 indicates in section 3, Justification, that only functions and services of Release 11 will be studied to fulfill the national requirements on Lawful Intercept.  As well section 4, Objectives, indicate that the work item is to cover “update lawful interface specifications for the latest Rel-11 architecture and services”.  Since the work item scope is to cover only those services and architectures defined in 3GPP Release 11 and Cloud Services are not defined as either a service or architecture for Release 11, any work in SA 3 LI on Cloud Services can’t be covered by this work item (the only work item or study item for SA 3 LI in Release 11).

D. Cloud services and cloud computing services are out of scope of 3GPP
3GPP does not cover services beyond those that are: subscriber mobility, location, traditional telephony (or equivalent) and some aspects of IP networking.  Some (mostly higher level) aspects of services, especially those stemming from subscriber mobility are addressed in the Open Mobile Alliance.  Other service areas are addressed in other standards forums such as IETF, W3C, Oasis, OGC, INCITS and many others.  There are even cloud services standardization groups springing up which are working on service definition, architectures, profiles, and other aspects which could be more appropriate for this work.
E. The potential scope of what is covered under Cloud Services is potentially extremely large.
Any entity or business which develops or purchases software to support its business operations whether it exists in IT departments or application developers can potentially deploy all these applications and services in a cloud service environment. Compounding this is the view that these entities can range from an individual user to multi-national corporations using Cloud Services for all of its computing needs.  Additionally any of these business applications can be implemented in a SaaS, PaaS or IaaS environment.  All of these scope multipliers create a problem space many times larger than the current information processing eco-system.
F. The computing resource virtualization aspect of the problem for lawful interception is not clear
Since Cloud Services at its essence is merely deploying virtualization of computing resources under some business models while not new, are new for the virtualization eco-system.  Without a problem statement in a work item or study item (preferred) it is not clear was aspects of computing resource virtualization may impact the 3GPP architecture’s Lawful Interception capability and require further work in SA 3 LI.
G. Is it Cloud Services (computing resource virtualization) or is it Service Oriented Architectures (SOA)?

Cloud Services only deal with deploying computing resource virtualization with business models, while not new, are new to the use of computing resource virtualization.  The capabilities that Cloud Services support, such as SOA (SaaS), development environments (PaaS), and computing resources (IaaS) are not new to the information processing eco-system. A useful view of the benefits of combining Cloud Services and SOA can be found in “Software Engineering Meets Services and Cloud Computing”, Stephen Yau and Ho An, IEEE Computer, October 2011
3. Proposal
Develop a work item or study item (preferred) to clearly describe what the SA 3 LI will cover in the work in a manageable and achievable fashion with relevance to 3GPP specified technologies.  This should include:
· What aspects of cloud services (computing resource virtualization) are within scope of 3GPP.
· What elements, features, or capabilities of 3GPP specified technologies are impacted by cloud services (computing resource virtualization) and further will interact with 3GPP Lawful Interception (which also only applies to 3GPP specified technologies).

· What aspects of cloud services will be addressed and at what level.  This could allow a phased development where only a subset of cloud services, say IaaS for data storage will be developed, and requirements identified.

It seems that with Cloud Services standards being developed outside of 3GPP in many other forums and new ones springing up monthly, it seems more appropriate that a study item be developed to allow the scoping issues, proper problem statement, and related standards activities be clarified with focus on the Lawful Interception aspects.  
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