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1 Welcome

The Chairman welcomed delegates to Malta and Maurizio Iovieno welcomed them on behalf of European Friends of 3GPP.
2 Apologies

There were none.
3 Approval of Agenda



SA3LI11_090r3
This was approved.

The Chairman noted that topics may not be handled according to the sequence within the Agenda for the following reasons:

· CR’s on one topic for several specifications

· Give delegates the change to update / draft Tdoc’s for the next day

· Availability of necessary/interested delegates

3.1 Code of Conduct:

When attending a 3GPP SA3 LI meeting it is expected that each delegate will give the utmost respect to other delegate’s personal and company possessions. A delegate must not attempt to invade other delegate’s computers or read their papers without explicit permission.

Anyone found violating this trust will be asked to remove himself or herself from the meeting. The offending person will not be welcomed at future meetings and SA3 LI will request the company send another delegate.

For your information, a method of protecting your computer from piracy may be found at:

http://www.Brookson.com/gsm/howto.htm
3.2 IPR Call Reminder

The Chairman reminded delegates of their company's obligations under their SDO's IPR policies:

The attention of the delegates to the meeting of this Technical Specification Group was drawn to the fact that 3GPP Individual Members have the obligation under the IPR Policies of their respective Organizational Partners to inform their respective Organizational Partners of Essential IPRs they become aware of.

The delegates were asked to take note that they were thereby invited:

-
to investigate whether their organization or any other organization owns IPRs which were, or were likely to become Essential in respect of the work of 3GPP.

-
to notify their respective Organizational Partners of all potential IPRs, e.g., for ETSI, by means of the IPR Statement and the Licensing declaration forms (http://webapp.etsi.org/Ipr/).

There were no IPR calls from meeting delegates.

4 Last meeting report Philadelphia


SA3LI111_091
Final report Philadelphia



Meeting Secretary

Approved.
4.1Review Action Points

	Number
	Name
	Action Item
	Status

	AP08-05
	All
	Propose solutions for call forwarding
	Closed – addressed by Tdoc 92 here.

	AP 11-01
	LEAs
	Impact of single private id for multiple UEs
	Ongoing – Chairman noted SA1 and 2 still working on this.

	AP11-02
	All
	Monitor SIMTC Machine communication
	Ongoing – although the window to influence will close soon.

	AP 11-03
	All
	Provide further info on local routing and technical issues
	Ongoing

	AP 11-04
	All
	Identify solutions for IRI and content delivery for CAT/CRS
	Ongoing


5 Reports of other bodies which are relevant to SA3-LI

5.1 
SA#52
Bratislava
At the plenary all CRs from the last meeting were approved resulting in the following latest versions of documents:

TS 33.106 

V11.0.0


TS 33.107



v 10.4.0

TS 33.108


v 10.4.0

v11.0.0

5.2 
SA WG3 #64 Mainz, Germany
The Chairman reported the following from the meeting:

· The GSMA is doing work on auto reply SMS and location fraud. Infocentre papers are published on GSM World.
· ZUC was approved – it is now an option in terminals and networks.
· SA3 is considering privacy aspects of SIMTC and aiming to minimise management overheads.
· SMS will be used for small data transfers and may be encrypted.

· Agreement has been reached to start a study on firewall traversal.

· The Mediasec TR now includes IBAKE with editor’s notes relating to security.

· There will be elections in November for Chairman and vice Chairman.

5.3   ETSI TC LI

SA3LI11_107 Summary report from ETSI/TC LI to SA3-LI#42
Liaison Officer (Chairman TC LI)

Peter van der Arend reported on the status of work in TC LI. 
There were no issues impacting on SA3 LI specifications. He welcomed the contributions here on The Cloud as that is an active topic in TC LI. The report was noted.

The following TC LI draft TR was provided for information:

SA3LI11_109 DTR 103 690 V0.3.0: eWarrant Interface 

TC LI#27
5.4 
TISPAN WG 7

There was no report although Peter van der Arend said there were two documents from WG 7 for the next TC LI meeting in Otranto. They were on LI and Data Retention for the NGN. Gabor Ungvari said that NSN would be objecting because the documents had not been developed according to the agreement between TC LI and TISPAN.
5.5
WTSC-LI 

Peter Musgrove gave a verbal report on a recent conference call in June and a meeting in Portland in July. 
The group has been asked by TIA to reaffirm both J-STD-025 and J-STD-025-A. The Canadian LAES location requirements have been incorporated into the ATIS standards and new requirements from Rogers will be in Phase 2. LAES for PoC continues and completion is expected by year end followed by a letter ballot. A new version of the North American delta document has been accepted. The next meeting is in Savannah, Georgia in October.
5.6
ATIS PTSC LAES 

SA3LI11_105 ATIS PTSC-LAES Status Report 

PTSC-LAES Liaison
Terry Jacobson presented this report which attached reports from the two meetings since Philadelphia.  It was noted.
5.7
TR 45 / TR-45.8 Lawful Interception Group

SA3LI11_106 TIA TR-45.8 Lawful Intercept Group (LIG) Status Report 

Alcatel-Lucent
Terry Jacobson presented the report. The report was noted.
5.8
WiMAX Forum

Jean Trakinat reported the following:

· WiMAX met in San Francisco 25-29 July

· Release 2 LI work is complete

· WiMAX is looking to the future with Release “X”. It is unsure whether this will be a new 3 for 2.x. More discussions will be held.

· The Network Group approved Requirements for Access Service Network Local Routing (ALR) which includes LI support: that ALR authorisation/enabling does not disrupt LI reporting.

5.9
Other bodies

No reports.
6 Incoming liaisons

There were none.
7 TS 33.106

7.1 Release 10
33.106 v 10.0.0

 No Contributions.

7.2 Release 11
33.106 v 11.0.0

SA3LI11_092 Call Forwarding Requirement Discussion 

TPS

This discussion document was tabled by Jean Trakinat in response to Action Point AP 08-05. Her consideration of the requirements here led to TPS proposing the following two CRs found at SA3LI11_093 and SA3LI11_094. They make 33 106 more explicit and include references to per service interception, LI for IMS VoIP and service continuity.
Koen Jaspers said that the high level requirements were already present in 5.1.2 and 5.1.3. Peter Musgrove asked if a mapped approach would satisfy the requirements. George Babut noted that a Multimedia Telephony Service (MMTel) has already been defined by a joint 3GPP/TISPAN body and this includes call forwarding.
Maurizio suggested there were two separate issues:- 1), are the services being fully intercepted and 2), how should the services be reported to the LEMF?
Jean went on to present the first CR:

SA3LI11_093 Per Service LI Requirement 

TPS

Gabor Ungvari said this would be a fundamental change to current CS/PS reporting and would have significant impact on vendors. Greg Schumacher noted there was no definition of which kind of service it might apply to. Maurizio said reference should be made specifically to a target’s subscribed service.
George said there was a need for some more specific text: some CSP nodes may not be service aware, only providing a pipe carrying over the top services. He also made the point that 3GPP specified capabilities rather than services. The GSMA describes services based on these capabilities and this could be problematical for SA3 LI.
The Chairman suggested some new text. Ed O’Leary commented that in Canada it is a requirement that all traffic is captured. With rapid development of new services, it may be difficult for a CSP to track and deliver on a service by service basis in order to remain compliant.
Jean made the suggested changes and despite some reservations, SA3LI11_093r2
was approved.
The Chairman placed the following action on the vendors:

	AP11-05
	Vendors
	Propose solutions for Per Service LI 
	New


SA3LI11_094 LI Continuity and VoIP Call Forwarding Requirement 

TPS

This, the second CR was presented by Jean.
As with the previous CR, Maurizio said the requirement should apply specifically to a target’s subscribed service. There was a long discussion on wording with suggestions from Greg, Maurizio and Peter van der Arend. Maurizio felt the meaning was drifting too far away from the original CR. With further changes and agreement of a suggestion from Peter Musgrove to qualify supplementary services with “VoIP” in 5.X the CR was approved as SA3LI11_094r2
8 TS 33.107

8.1 Release 10
33.107 v 10.4.0

 No Contributions

8.2 Release 11
33.107 v 10.4.0

SA3LI11_101 Reporting of PMIP and DSMIP session modification 

Ericsson

Presented by Maurizio, this CR was approved as SA3LI11_101r1 after taking into account comments from Peter van der Arend and Gabor.
9 TS 33.108

9.1 Release 10
33.108 v 10.4.0

 No Contributions

9.2 Release 11
33.108 v 11.0.0

SA3LI11_102 Reporting of DSMIP session modification 

Ericsson

Presented by Maurizio as the mirror to SA3LI11_101, this was also approved as SA3LI11_102r1.
10 Continued Discussion and New Business

10.1 Dynamic Triggering

SA3LI11_108 DTS 102 677 V0.6.0: Dynamic Triggering of Interception 

TC LI#27
The Chairman updated the meeting on the progress of his TC LI Work Item. The basic protocols and error control procedures have been completed. The way in which messages are put together has been modified and a security payload added. A new integrity footer with hashing and digital signing are now mandatory to secure HI1. Security profiles are based on SA3 work.
Peter Musgrove asked when the work will be completed. A date of mid 2012 is expected but is dependent on the availability of the rapporteur and support for ASN.1 coding.

10.2 IMS media plane security 

SA3LI11_098 MIKEY-IBAKE and LI approaches

Alcatel-Lucent

SA3LI11_099 MIKEY-IBAKE and LI - open issues

Alcatel-Lucent

Semyon Mizikovsky gave a brief introduction into how MIKEY-IBAKE works. He then went on to describe various approaches that would satisfy the LI requirements, each of which had their own properties.
The Chairman asked if, for the NONCE based approach, the IETF RFC would need to be changed. Semyon said it would need to have an optional parameter added if it was selected. Ed asked how a three way call scenario would work for the two approaches. Semyon said it would be the same for both as described in the RFC.
The Chairman questioned the use of the Timestamp T. Semyon said that the presentation in SA3LI11_099  on LI open issues illustrated this. All MIKEY-IBAKE exchanges include a Timestamp payload carrying the Timestamp information. This should resolve the timing issue.
In response to a question from the Chairman about rekeying, Semyon said it would be equivalent to a new start of session as described in the RFC.

Koen asked if all the computation required to discover session keys is done in the CSP domain and what the order of likely delays in keys being a sent might be. Semyon replied that it was in the CSP domain and delays would be minimal, of the order of milliseconds.

The two documents were noted.

Jean said that none of the current Mediasec LI solutions provide decrypted media for the LEMFwhich may be required on a national basis. The Chairman accepted this and placed the following action:

	AP 11-06
	Vendors
	Provide decrypted Mediasec solutions
	New


SA3LI11_100 Pseudo-Random Number Generator LI approach for MIKEY-IBAKE 

Alcatel-Lucent

Semyon presented this as an example of a possible CR on 33 107 to provide an LI solution for MIKEY-IBAKE. It was not discussed in detail but noted. The Chairman said the decision as to which LI approach to take will be made by SA3. He will report verbally at the next SA3 meeting on discussions held here. Once SA3 make their decision, ALU will bring CRs for 33 107 and 108 to SA3-LI.
George wondered how to capture all the documents and work done on MIKEY-IBAKE in SA3-LI so that the information is not lost. The Chairman said the documents would persist on the meeting servers. They are never deleted.
SA3LI11_096 SDES e2e mode 

Nokia Siemens Networks
Gabor presented this discussion paper which clarified some of the details of SDES key management from an LI point of view.
The chairman pointed out that a difference between this and KMS is that the KMS LI solution will send keys explicitly to the LEMF whereas with SDES, the LEMF will have to examine each payload SDP for the crypto attributes. He asked if there was a need to secure the HI2 in order to protect SDES as it is for KMS. Gabor says it will depend on national requirements and in any case HI2 is quite well protected.

Ed asked if there is a rekeying solution. There is not at present, nor is there for the other methods of Mediasec.

The Chairman thanked Gabor and the document was noted.

10.3 IMS

SA3LI11_095 IMS topics 

Nokia Siemens Networks

Gabor presented this document along with PowerPoint. It had previously been taken at TC LI where it had generated some discussion.
The Chairman asked how to progress the issues. Gabor said the aim is to listen to the views from TC LI and SA3-LI and then to enlist support from the appropriate 3GPP groups.

George asked if the scenarios applied to the 3GPP IMS or the common IMS of TISPAN. He felt it looked more like TISPAN with two Application Servers but Gabor said it also applies to 3GPP.

There was discussion on the collection of relevant information for complex call scenarios and the lack of session identification where there are one or more B2BUAs on the signalling path, but there was no resolution. The Chairman asked NSN to bring back the topic with further background information and details of specific services and cases for more consideration.
The document was noted.

10.4 Location Reporting

No Contributions.

10.5 H(e)NB

SA3LI11_097 H(e)NB LI discussion 

Nokia Siemens Networks
Gabor presented this discussion document in response to the draft CR for 33 107 on LI for H(e)NB at SA3 LI #41 in Philadelphia. 
NSN had found some issues in providing LI functionality in the Security Gateway (SeGW) although Ed believed it could be a good source for relevant information. Alternatives were considered and the Chairman said it would be unusual to place an IAP in the SeGW as one side is connected to the internet and therefore vulnerable. Peter Musgrove supported this view and Jean accepted it as long as no capability was lost. George said alternatives need to be considered before discarding the SeGW. Gabor believed that location information of the H(e)NB is only available in the Management System.
Greg raised the issue of H(e)NB mobility. George said they should be non mobile but could be moved outside of the operator’s control. The Chairman said SA3 has looked at preventing operation away from a known location but this has not been standardised.

Jean said the draft CR submitted at SA3 LI#41 was an initial suggestion and this document assisted progress towards a final CR. The Chairman asked the manufacturers to look into ways of providing the required information. The document was noted.

10.6 MNO Cloud Services

SA3LI11_103 Discussion on LI for Mobile Clouds 

Rogers Wireless
George presented this discussion in order to consider the relevance of Mobile Clouds to SA3-LI. For the definition of Cloud Computing and Services he drew upon the work of NIST (National Institute of Standards and Technology for the US) and then described some legal aspects and made some recommendations for work in SA3-LI.  He noted the GSMA has an involvement with The Cloud. Finally he listed some potential Use Cases one of which was considered in the next document presented by Ed:
SA3LI11_104 MNO Cloud Use Cases 

Rogers Wireless

Ed concentrated on the File Sharing Use Case and looked at different models of operation and regulatory concerns. He said that a warrant in Canada applies to all services offered by a CSP and that all information must reside in the country. This may not be the case everywhere. The Chairman noted that a review is underway in Brussels on regulatory and cost barriers to the uptake of Cloud Services in Europe.
Gabor felt SA3-LI should be concerned with 3GPP systems and that as Cloud Services run on top of these they do not have a strong relationship with the LI work. Others felt there was a need to understand the impact of The Cloud and the other Use Cases. The Chairman said that the current Work Item would cover this. He invited further contributions and the two documents were noted.
11 GSM LI documents

These documents are also under the control / responsibility of SA3 LI:

11.1 3GPP TR 41.033 V10.0.0 (2011-04) old 01.33

3rd Generation Partnership Project;

Technical Specification Group Services and System Aspects;

Digital cellular telecommunications system (Phase 2+);

Lawful Interception requirements for GSM

(Release 10)
11.2 3GPP TS 42.033 V10.0.0 (2011-04) old 02.33

3rd Generation Partnership Project;

Technical Specification Group Services and System Aspects;

Digital cellular telecommunications system (Phase 2+);

Lawful Interception - stage 1

(Release 10)
11.3 3GPP TS 43.033 V10.0.0 (2011-04) old 03.33

3rd Generation Partnership Project;

Technical Specification Group Services and System Aspects;

3G Security;

Lawful Interception;

Stage 2

(Release 10)

12 Review meeting output / agreed

Change requests agreed:
SA3LI11_093r2
SA3LI11_094r2
SA3LI11_101r1
SA3LI11_102r1
13 Outgoing Liaisons

There were none.

14 Meeting dates and venues for next meetings

	
	Date
	Venue
	Host
	Notes

	SA3#65
	07-11 Nov
	San Diego, USA
	NF
	

	SA3 LI#43
	15-17 Nov 2011
	San Francisco, USA
	NF
	

	SA#54
	12-14 Dec
	Organization
	
	

	SA3 LI#44
	17-19th Jan
	Barcelona
	EF

	SA3#66
	06-12 Feb 2012
	Co-located SA2
	
	

	SA#55
	5-7 Mar
	
	
	

	SA3 LI#45
	24-26 April
	Lisbon
	EF
	

	SA3#67
	21-25 May
	Co-located CT Groups
	
	

	SA#56
	18-20 Jun 
	
	
	

	
	
	
	
	

	SA3#68
	09-13 Jul
	
	
	

	SA3 LI#46
	17th -19th July
	USA
	NF
	

	SA#57
	10-12 Sep
	USA
	
	

	SA3-LI#47
	16th-18th Oct
	USA
	NF
	

	SA3#69
	05-09 Nov
	Edinburgh (tbc)
	
	

	SA#58
	10-12 Dec
	EU
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Annex B
List of Actions

	Number
	Name
	Action Item
	Status

	AP 11-01
	LEAs
	Impact of single private id for multiple UEs
	Ongoing – Chairman noted SA1 and 2 still working on this.

	AP11-02
	All
	Monitor SIMTC Machine communication
	Ongoing – although the window to influence will close soon.

	AP 11-03
	All
	Provide further info on local routing and technical issues
	Ongoing

	AP 11-04
	All
	Identify solutions for IRI and content delivery for CAT/CRS
	Ongoing

	AP11-05
	Vendors
	Propose solutions for Per Service LI 
	New

	AP 11-06
	Vendors
	Provide decrypted Mediasec solutions
	New
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