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Foreword

This Technical Report (TR) has been produced by ETSI Technical Committee Lawful Interception (LI). 
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EDITOR’S NOTE: Areas for further study are marked in yellow and will be resolved or removed from the DTR prior to initial publication.
EDITOR’S NOTE: Text marked in RED is used for editorial or placeholdering purposes only and will be removed prior to initial publication.
1
Scope

The present document specifies an interface mechanism - the eWarrant Interface - for receipt of requests for measures producing real-time or stored information by a requesting authority possessing lawful authorization to initiate such a request. The eWarrant Interface is a generic, extensible interface intended to be fully compatible with all existing kinds of requests for these purposes - as well as support future ones, including local requirements and languages or character sets. The eWarrant Interface is not intended to replace existing implementation-specific mechanisms found, for example, in the Retained Data Handover Interface.
The present document describes an electronic interface. Annex B describes work flow for an eWarrant in different jurisdictions and a means for discovering related information. Annex C describes how this interface may be adapted and made interoperable for manual and legacy techniques.
2
References

References are either specific (identified by date of publication and/or edition number or version number) or non‑specific.  For specific references, only the cited version applies. For non-specific references, the latest version of the reference document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found at http://docbox.etsi.org/Reference.

NOTE:
While any hyperlinks included in this clause were valid at the time of publication ETSI cannot guarantee their long term validity.

The following documents contain provisions which, where referenced in this text, constitute provisions of the present document, and may be necessary for the application of the present document. 

[1]
ETSI TS 102 657: Lawful Interception (LI); Retained data handling; Handover interface for the request and delivery of retained data.

[2]
FIPS PUB 186-2: "Digital Signature Standard (DSS)".
[3]
See also, ETSI TS 102 042: Electronic Signatures and Infrastructures (ESI); Policy requirements for certification authorities issuing public key certificates.
[4]
Trusted Network Connect. Trusted Computing Group.


Integrity Measurement Collectors – TCG Version (IF-IMC, Specification ver. 1.2 Rev. 8, 5 Feb 2007)


Integrity Measurement Verifiers – TCG Version (IF-IMV Specification ver. 1.2 Rev. 8, 5 Feb 2007)


Trusted Network Connect Client-Server – TCG Version (IF-TNCCS TLV Binding Specification ver. 2.0 Rev. 16, 22 Jan 2010)


Trusted Network Connect Client-Server Statement of Health – TCG Version (IF-TNCCS-SOH TLV Binding Specification Ver. 2.0 Rev. 10, 23 Jan 2008)


Policy Enforcement Point – TCG Version (IF-PEP Protocol Bindings for RADIUS Specification ver. 1.1 Rev. 0.7, 5 Feb 2007)


Binding for SOAP – TCG Version (IF-MAP Specification ver. 2.0 Rev. 36, 30 Jul 2010)


Platform Trust Services Interface – TCG Version (IF-PTS Specification ver. 1.0 Rev. 1.0, 17 Nov 2006)


Clientless Endpoint Support Profile – TCG Version (CESP Specification ver. 1.0 Rev. 13, 18 May 2009)

[5]
Trusted Platform Modules. Trusted Computing Group.


Design Principles – TCG Version (TPM Main, Part 1, Specification ver. 1.2, Level 2 Rev. 103, 9 July 2007), ISO/IEC Version (11889-2, 2009-05-15, Information technology — TPM — Part 2)


TPM Structures – TCG Version (TPM Main, Part 2. Specification ver. 1.2, Level 2 Rev. 103, 9 July 2007), ISO/IEC Version (11889-3, 2009-05-15, Information technology — TPM — Part 3)


Commands – TCG Version (TPM Main, Part 3, Specification ver. 1.2, Level 2 Rev. 103, 9 July 2007), ISO/IEC Version (11889-4, 2009-05-15, Information technology — TPM — Part 4)


The TPM 1.2 specifications have also been adopted as ISO/IEC 11889. Overview – TCG Version (N/A), ISO/IEC Version (11889-1, 2009-05-15, Information technology — TPM — Part 1)

[6]
NIST SP 800-137: Information Security Continuous Monitoring for Federal Information Systems and Organizations, Dec 2010.

[7]
CAESARS Framework Extension: An Enterprise Continuous Monitoring Technical Reference Architecture, NIST Interagency Report 7756, February 2011.

[8]
ITU-T Rec. X.1500, Cybersecurity information exchange techniques.
[9]
OASIS, 7 Steps to Electronic Filing with Electronic Court Filing 4.0.
3
Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the following terms and definitions apply:
Authority: any organization or official possessing the legal authority to issue or approve an eWarrant. Authorities can be divided into Issuing Authority or a Approving Authority.
Approving Authority: any organization or official possessing the legal authority to approve an eWarrant, frequently a judicial official.
Communication Service Provider (CSP): generic description covering Access Provider, Service Provider and Network Operator. 
eWarrant: a request for the production of information pursuant to this specification.
eWarrant interface: physical and logical interface across which the production measures are requested from a CSP, and the results are delivered from a CSP to a designated location.  The interface also includes chained message flows associated with the request 

Handover Interface 1 (HI-1): a data interface supporting the receipt of eWarrant requests pursuant to the present document.
Issuing Authority: any organization or official possessing the legal authority to issue an eWarrant, frequently a LEA official.

lawful authorization: permission granted to an Issuing Authority under certain conditions to intercept specified telecommunications and requiring co-operation from a CSP.

Law Enforcement Agency (LEA): organization or official authorized by a lawful authorization based on the applicable jurisdiction to request and receive the results of telecommunications interceptions or retained data.

Trusted Third Party: An entity lawfully acting on behalf an authorized organization, LEA, or CSP for the purposes of facilitating the implementation of an eWarrant.

3.2
Abbreviations

For the purposes of the present document, the following abbreviations apply:

CSP
Communications Service Provider
EVCP
Extended Validation Certificates Policy
HI
Handover Interface

HTTP
HyperText Transfer Protocol

HTTPS
HyperText Transfer Protocol over Secure Socket Layer

ID
IDentifier

IRI
Intercept Related Information
LEA
Law Enforcement Agency
LI
Lawful Interception

RD
Retained Data

SHA
Secure Hash Algorithm
TCG
Trusted Computing Group
TCP
Transmission Control Protocol

TLS
Transport Layer Security
TNC
Trusted Network Connect

TPM
Trusted Platform Module

TTP
Trusted Third Party
XML
eXtensible Markup Language

4
The eWarrant Interface

4.1
Reference model

In order to implement the eWarrant Interface capabilities, a one-port structure between the Issuing Authorities or Approving Authorities and CSPs is established such that eWarrant request information is logically distinguished from all other interfaces. The eWarrant requests and responses occur through HI‑1.

Figure 1 is the eWarrant Interface reference model for the request of production of real-time or stored information and a response indicating receipt and the action taken, including messages in a flow change described in clause 5.


[image: image2]
Figure 1: Functional handover diagram showing eWarrant Interface
Each of these two parties can be expanded to show some of their internal functions. This is not to prescribe how implementations of the present document must be organized, and is purely informational. Any internal functions and the interfaces between them are not part of the present document.

4.2
Outsourcing to Trusted Third Party

A CSP or Issuing Authority or Approving Authority may outsource some of their functions to a Trusted Third Party (TTP). It is a jurisdictional option whether or not outsourcing is allowed, or additional conditions apply.

4.3
The eWarrant Interface port

Handover Interface port 1 (HI-1) supports eWarrant implementations by enabling administrative, request and response information to be conveyed in the form of messages from/to the Issuing Authority or Approving Authority and the organization at the CSP responsible for accepting eWarrants. The present document describes XML encoded message content, which can be translated into ASN.1.
The HI-1 interface may cross borders between countries. This possibility is subject to corresponding local/jurisdictional jurisdiction and/or inter-jurisdictional agreements.

4.4
Framework for the interface

The present document describes a framework that can apply to eWarrant implementations. It defines no services – only a means for specifying and conveying specific information as depicted in figure 2. These details consist of a RequestMessage and Response Message. The responses are intended only for simple acknowledgement of receipt of requests or approvals, as well as reporting significant error conditions.


[image: image3]
Figure 2: Interface Framework

The framework defines the message procedures, the basic information for each message, data exchange techniques, recommended security/assurance measures, including the means for requesting real-time or stored information across the interface. It is an open structure that will allow for national adaptations. 

The present document is extensible – providing for national, local or special content extensions.  Additional capabilities may be added in future. A version structure will allow for co-existence of different versions. Retained Data handling in some jurisdictions may be accomplished entirely using ETSI TS 102 657 [1] rather than this specification.

It is essential that authenticity of the eWarrant be capable of verification in a stand alone environment (e.g., no connection to an on-line server is needed, with a root certificate being sufficient). The eWarrant can be transported and stored on any digital network or media. No particular data protocol or operating system is needed.  Interoperability with paper-based media is also described in an annex.

Security recommendations for eWarrant use provide for tamperproof capabilities, that is, to prevent any modifications to the eWarrant without this being noticeable.

Because the potential eWarrant life cycle - from the creation of an eWarrant (including the internal process between Judge and Police Officer) to the usage in the equivalent of a national supreme court may be 10-20 years, consideration is given to specification provisions that enable storage and use over long periods of time.

5
eWarrant interface messages and flows
This clause identifies the messages that are conveyed over the eWarrant interface. The message flows covered include the request and approval of production of real-time or stored information and a response indicating receipt and initiation of action.

5.1
Normal message flows

eWarrant interface message flows assume a single situation where there is a transport mechanism that supports a full two-way transport of messages between Approving or Issuing Authorities and CSPs for the purposes of initiating production as depicted in figure 3.  The message flows may be either simple or chained as described in clause 5.2.

[image: image4]
Figure 3: Normal message flow
5.2
Chained message flows
Entities will only response to the requesting entity. Acknowledgements received can be forwarded down the chain 


[image: image5]
Figure 4a: eWarrant Message chain 

[image: image6]
Figure 4b: eWarrant Message flow chain with layered acknowledgement

6
eWarrant Interface messages
This clause describes the structure of messages conveyed in the flows at the eWarrant interface. The general form of the eWarrant Message and content  are depicted in figure 5 and described in clauses 6.1 – 6.4. 
The mainbody of the message contains elements for executing an eWarrant.  Extensions or attachment can be added to show the required authorisations which may be nested.  Attachments can be scanned paper documents. 

[image: image7]
Required elements are shown in bold.
Figure 5: eWarrant Messages and their content

6.1
Messages – common header [consistency in capitalization]
Unless otherwise indicated, all of the information in this clause is required for all messages conveyed at the eWarrant interface.
6.1.1
MessageVersion
Each message shall contain a message version of the eWarrant specification used for encoding the information.

6.1.2
MessageType
Each message shall contain a Message type enumeration. 

6.1.3
MessageID
Each message shall contain a globally unique, verifiable eWarrant message identifier.

6.1.4
MessageSourceID
Each message shall contain globally unique, verifiable identifier(s) sufficient to uniquely identify the specific entity that was the source of the message. In some instances, this may require a hierarchical layering of identifiers.

6.1.5
MessageRecipientID
Each message shall contain globally unique, verifiable identifier(s) sufficient to uniquely identify the specific entity that is the intended recipient of the message. In some instances, this may require a hierarchical layering of identifiers.

6.1.6
MessageTimestamp
Each message shall contain a timestamp indicating the time the message was sent.

NOTE:
Each message will contain a timestamp and a qualifier indicating the type of timestamp used.

6.1.7
MessageRef
Each message may contain references to other MessageIDs.

6.1.8
MessageAssurance
Each message may contain enumerated assurance requirements and techniques for authenticating the entities associated with the message as well as the message itself.

6.1.9
MessageSecurity
Each message may contain security notices and classification levels recognizable by the recipient entity. 

6.2
Generic Content for Request Messages
Each Request Message contains one or more of the following. 
6.2.1
OrderID
Each message may contain a globally unique, verifiable Order identifier.  If this identifier is the same as the MessageID,  it is omitted.

6.2.2
OrderSourceID
Each message [ma] [ed. Make universal] contain globally unique, verifiable identifier(s) sufficient to uniquely identify the specific Issuing Authority entity that was the source of the Order. In some instances, this may require a hierarchical layering of identifiers. In most jurisdications, this entity will be a LEA.  If these identifier(s) are the same as the MessageSourceID,  they are omitted.

6.2.3
OrderCspID
Each message shall contain a globally unique, verifiable identifier(s) sufficient to uniquely identify the specific CSP entity that is requested to implement the Order.  If this identifier are the same as the MessageRecipientID, it is omitted.

6.2.4
OrderTimestamp
Each message shall contain a timestamp indicating the time the Order was created. If this timestamp is the same as the Message timestamp, it is omitted.

NOTE:
Each timestamp will contain a qualifier indicating the type of timestamp used.

6.2.5
OrderRef
Each message may contain references to one or more other Orders.  If this reference is the same as the MessageRef, they are omitted.

6.2.6
OrderTargetID
Each message may describe one or more target entity identifiers in sufficient detail for the order execution .

6.2.7
OrderPriority
Each message may contain a priority.
6.2.8
OrderLegalRef
Each message may contain a legal reference, i.e., an article of the law that provides the basis for the Order.
6.2.9
OrderTimespan
Each message may contain an execution timespan which provides the time period during which the interception or preservation of information will occur.

6.2.10
OrderMetadata
Each message may contain any other kinds of information necessary for executing the request.

6.2.11
OrderTechspec
Each message may contain any technical specifications and related variables necessary for executing the request.

6.2.12
OrderDelivery
Each message may contain sufficient address information for delivery of the information produced by the Order.
6.2.13
 ApprovalID
Each message may contain a globally unique, verifiable Approval identifier.  If this identifier is the same as the Message Identifier, it is omitted.

6.2.14
 ApprovalSourceID
Each message may contain globally unique, verifiable identifier(s) sufficient to uniquely identify the specific Approval Authority entity that was the source of the Approval.  In some instances, this may require a hierarchical layering of identifiers. In many jurisdictions, this entity will be a court.  If these identifier(s) are the same as the MessageSourceID, they are omitted.

6.2.15
ApprovalTimestamp
Each message may contain a timestamp indicating the time the Approval was created.  If this timestamp is the same as the Message timestamp, it is omitted.

NOTE:
Each timestamp will contain a qualifier indicating the type of timestamp used.

6.2.16
ApprovalSupplemental
Each message may contain information associated with and supplementing the approval.

6.3
Content Extentions for Request Messages
Additional schema may be include in Request Messages to provide for national, local, or specialized eWarrant requirements.  Such content extensions may be registered with the ETSI Secretariat and given a unique global identifier and either the associated schema or a contact entity may be published as desired by the registration entity.

6.4
Generic Content for Response Messages
An eWarrant Response message is intended to provide a requesting or approving authority with a simple acknowledgement of receipt and disposition.

6.4.1
RequestStatus
Each Response Message shall contain a request status element which has three possible enumerations: received  and understood; received  and not understood; executed
7
Information exchange

7.1
General
An XML data exchange encoding technique is described in Annex A, which contains the encoded data fields for XML implementations. Annex C contains the application of the encoding techniques to legacy media.

8
Security and Assurance Methods
The use of security and assurance measures for eWarrant implementations is required. As depicted in the eWarrant Interface Framework in figure 2 these measures are necessary for all levels and components.

8.1
Application level security and assurance

8.1.1
Digital signatures

The use of digital signatures for eWarrant interface messages and Production Orders is recommended. Minimally, signatures should meet applicable provisions of FIPS PUB 186-2 [2], or ETSI TS 102 042 [3]. Use of Extended Validation Certificate (EVCP) or enhanced Validation Certificate (EVCP+) Policies as described in ETSI TS 102 042 are preferred.
A layering of signatures for the information will be provided. This provides the capability to check the authorisation and authenticity of the individual information elements. This also provides the capability to leave out elements not required for the next step in the eWarrant process.

The information added to a message send by an entity in the eWarrant interface will be signed. If applicable the message can also contain information from the previous entity. This information will contain also the original signature from the previous entity if authorisation and authenticity is required in the eWarrent process. The total information in the message that is send on will be signed as well. See figure 6.

.
[image: image8]Figure 6: Layering of signing information in the eWarrant process.

8.2
Transport, Connection and Device level security and assurance measures
Most practical implementations of such secure connections are at the hardware level, and sometimes at the software level. For securing these connections at the HI-1 interface, the following security measures should be enforced:

· Mutual authentication, i.e., the communicating parties have verified and confirmed each other's identities,

· Confidentiality, i.e., it is impossible to interpret the data by eavesdropping on the communication link,

· Integrity, i.e., any alteration or mutilation of the transported data can be detected.

At the transport level, the use of some manner of Transport Layer Security (TLS) for HTTP, as specified in RFC 2818 [3], as amended, is highly recommended – ideally using EVCP or EVCP+ policies. Additional  continuous assurance measures described in clause 8.3 are also highly recommended.
At the connection level, use of ICT security operations to discover the state of Operating System (OS)-level and the application software used by the supporting network is highly recommened. For example, when systems lack OS security patches or antivirus signatures, reliable notification is crucial to containing the damage associated with network- based attacks. Making this appraisal requires reliable information that a connected system is in a particular state.  Use of the Trusted Network Connect (TNC) suite of specifications is recommended to provide an open architecture for network access control and endpoint integrity at every network connection.  [4]
At the device platform level, use of computing and communications products with embedded Trusted Platform Modules (TPMs) advance the ability of businesses, institutions, government agencies, and consumers to conduct trustworthy information exchange.  TPMs are special-purpose integrated circuits (ICs) built into a variety of platforms to enable strong user authentication and machine attestation - essential to prevent inappropriate access to confidential and sensitive information and to protect against compromised networks.  The prevalent TPM standard consists of a set of specifications developed and maintained by the Trusted Computing Group (TCG), alongside with a protection profile for security evaluation against the Common Criteria. [5]
8.3
Additional Assurance Measures

8.3.1
Continuous Security Monitoring

Additional assurance measures for the integrity of the eWarrant Interface can be instituted by implementing Information Security Continuous Monitoring capabilities - defined as maintaining ongoing awareness of information security, vulnerabilities, and threats to support organizational risk management decisions. [6]  A well-designed continuous monitoring strategy for information security addresses both and incorporates processes to respond to findings with response actions as necessary.  Continuous monitoring helps ensure ongoing situational awareness and control of the security of systems across the organization and ongoing knowledge of associated threats and vulnerabilities, despite inevitable changes to organizational information systems and their environments of operation.
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FiFigure 7: Elements of an Effective Continuous Monitoring Program
Implementation of high-level architectures and techniques for achieving these capabilities for law enforcement agency and other high assurance information exchange interfaces such as the eWarrant Interface are recommended. [7] [8] 
Annex A: Encoded Data Elemens
A.1
Summary

A.1.1
Introduction to data elements
XML will be used for the messages.  However for the structure in this section, an ASN.1 representation is also used for readability and interoperabiltiy.  Regardless of what data exchange technique is adopted for eWarrant data, a common data dictionary is necessary. This list of parameters must be consistent, extensible and maintainable.  The present document defines the format of data to be transferred across the eWarrant Interface.  The Issuing Authority, Approving Authority, and CSP shall use the present document data dictionary.
The present document does not supersede national legislation or approved practices.

NOTE:
In formal XML listings, the word OPTIONAL is used as defined in the XML languages for interoperability, and is not directly linked to national requirements.

A.1.2
Choice of data modelling language

The structure of the data is defined in XML and ASN.1.  The language is a choice among user parties. 

A.1.3
Overview

The data structure is broken down in the following way:
· Information that is present in all eWarrant Request messages (definitions in clauses 6.1, 6.2 and 6.3).

· Information that is present in all eWarrant Response messages (clause 6.4)

NOTE:
The figures below should be regarded only as an aid to understanding.  In the event of a discrepancy between this figure and the text of the XML specification the specification is the leading one.

A.1.4
Schematic representation of data (XML)
Figure A.1: Schematic representation of the eWarrant messages
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	eWarrant Response message
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A.2
Parameter definitions
A.2.1
eWarrant Request Message

A.2.1.1
Elements
The eWarrantRequest message structure is populated as per clauses 6.1, 6.2 and 6.3. The elements are listed in Table A.1.

Table A.1: eWarrant Request message elements
	Element name
	Value
	M/C/O

(see clause A.1.1)

	MessageVersion
	See clause 6.1.1
	M

	MessageType
	See clause 6.1.2
	M

	MessageID
	See clause 6.1.3
	M

	MessageSourceID
	See clause 6.1.4
	M

	MessageRecipientID
	See clause 6.1.5
	M

	MessageTimestamp
	See clause 6.1.6
	M

	MessageRef
	See clause 6.1.7
	O

	MessageAssurance
	See clause 6.1.8
	O

	MessageSecurity
	See clause 6.1.9
	O

	OrderID
	See clause 6.2.1
	O

	OrderSourceID
	See clause 6.2.2
	O

	OrderCspID
	See clause 6.2.3
	O

	OrderTimestamp
	See clause 6.2.4
	O

	OrderRef
	See clause 6.2.5
	O

	OrderTargetID
	See clause 6.2.6
	O

	OrderPriority
	See clause 6.2.7
	O

	OrderLegalRef
	See clause 6.2.8
	O

	OrderTimespan
	See clause 6.2.9
	O

	OrderMetadata
	See clause 6.2.10
	O

	OrderTechspec
	See clause 6.2.11
	O

	OrderDelivery
	See clause 6.2.12
	O

	ApprovalID
	See clause 6.2.13
	O

	ApprovalSourceID
	See clause 6.2.14
	O

	ApprovalTimestamp
	See clause 6.2.15
	O

	ApprovalSupplemental
	See clause 6.2.16
	O

	[Content Extensions]
	See clause 6.3
	O


A.2.2
eWarrant Response message

The use of the eWarrant Response message structure is described in clause 6.4. The elements are listed in Table A.2.

Table A.2: eWarrant Response message elements
	Element name
	Value
	M/C/O

(see clause A.1.1)

	MessageVersion
	See clause 6.1.1
	M

	MessageType
	See clause 6.1.2
	M

	MessageID
	See clause 6.1.3
	M

	MessageSourceID
	See clause 6.1.4
	M

	MessageRecipientID
	See clause 6.1.5
	M

	MessageTimestamp
	See clause 6.1.6
	M

	MessageRef
	See clause 6.1.7
	M

	MessageAssurance
	See clause 6.1.8
	O

	MessageSecurity
	See clause 6.1.8
	O

	RequestStatus
	See clause 6.4.1
	M


A.3
XML definitions

A.3.1
General

A.3.1.1
XML syntax tree

Figure A.1 shows the object identifier tree for the eWarrant XML schema.


[image: image10]Figure A.1: Object identifier tree for XML

A.3.1.2
General remarks on XML

Clause A.3.2 contains the top levels of the XML schemas.  The XML schema are contained in a .xml file ("ewarrantMessage_ver1.xml") which accompanies the present document ("tr_103670v00____p0.zip").

A.3.2
XML Definitions for ewarrantMessage

A.3.2.1
Message

<?xml version="0.1.3"?>

<xsd:schema xmlns:xsd="http://www.w3.org/2001/XMLSchema"

            xmlns="http://uri.etsi.org/03690/v0.1.3#/ewarrant"

            targetNamespace="http://uri.etsi.org/03690/v0.1.3#/ewarrant"




elementFormDefault="qualified">

[ed. xsd schema to be generated following decisions on parameters]
   <xsd:complexType name="TimeSpan">

      <xsd:sequence>

         <xsd:element name="startTime" minOccurs="0" type="GeneralizedTime"/>

         <xsd:element name="endTime" minOccurs="0" type="GeneralizedTime"/>

         <xsd:element name="durationTime" minOccurs="0" type="xsd:integer"/>

         <xsd:any namespace="##other" processContents="lax" minOccurs="0"/>

      </xsd:sequence>

   </xsd:complexType>

</xsd:schema> 
A.4

ASN.1 definitions

A.4.1
General

A.4.1.1
ASN.1 syntax tree

Figure A.2 shows the object identifier tree for eWarrant ASN.1 modules.
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Figure A.2: Object identifier tree for ASN.1

A.4.1.2
General remarks on ASN.1

ASN.1 translations of the XML schemas are contained in a .txt file ("eWarrantMessage,ver1.txt") which accompanies the present document ("tr_103670v00____p0.zip").

Annex B: Warrant process flow 
a. An investigator will have the need for LI or DR information in an investigation. In order to get this information a warrant is needed. To request a warrant the investigator will write a report motivating the request.
The report might contain: 

i. which investigation the information is needed in,

ii. which article in the law permits to do this request,

iii. why this information is needed, 

iv. target identification(s), 

v. provider(s) involved,

vi. period,

vii. signature.

b. The request might be checked by a senior person, an expert or a coordinator in the investigators organisation (team) before it is sent to the authorising authority.

c. The authorising authority (e.g. Public Prosecutor or court) will check a request legally.
(Does the crime investigated allow for request like this, is the request balanced in relation to the intrusion of the target and others, are there other less intrusive tools providing similar information, is the requested period needed).
If granted parameters can be modified, added, removed to the request and put into a warrant.
If not granted the request is sent back with a motivation of the denial.

d. For some type of requests where the Public Prosecutor checks the request legally additional approval of the court might be needed. 
The court will check a warrant legally. (Does the crime investigated allow for request like this, is the request balanced in relation to the intrusion of the target and others, are there other less intrusive tools providing similar information, is the requested period needed).
Additional information might be requested.
If granted parameters from the warrant can be modified, added, removed and put into a court approval.
If not granted the warrant is sent back with a motivation of the denial.

e. Depending on the approval process described above
-
the request/warrant might be sent directly to the provider by the authorised authority or via the coordinator or the investigator. The request/warrant will also contain the delivery address for the information.
-
the delivery information for the LEMF will be added to the request/warrant. This might be done by the investigator, coordinator or LEMF, who than will send it on to the provider.

f. The provider might send a confirmation that the request received or is accepted. The provider will send a reply if the request is rejected in general with the reason.

g. The provider might administrative information on for example the status of the intercepted service, after the request is accepted. 

In a paper process it might be difficult for the involved parties to know the status in the process.

In a paper process it might be needed to print, fax and retype information several times. Although this ensures a legally careful process it might administratively cause mistakes.
Annex C (informative): Interoperability with manual and legacy techniques

C.1 Introduction

The eWarrant interface should be structured in a way that partial implementations can also be supported. Although the full implementation of the eWarrant interface might be the goal there will always be situation were this can not be fulfilled. Reasons for this are:

· Migration: the implementation of a eWarrant interface is likely done by an evolution process rather than a revolution process.

· Change of participants: New parties in the warrant process should be able to participate although a eWarrant interface is not implemented yet.

· Availability: The warrant process is independent of the availability of the eWarrant  interface. In the case of outage it should continue.

· In the case of emergencies access to the eWarrent process might not always be available. 

C.2 Description

Manual started requests can be imported/incorporated in the electronic process. Electronic started requests can be exported/extracted and handled manually.  Manual techniques can include:

Use of phone, fax, paper mail or email for HI-1.

For partly manual use the process is likely to be simular to the complete electronic process.

This will mean that:

· the message flows (clause 5) are broadly followed .

· the content of the messages will broadly follow the messages defined in clause 6.

· lower layers (encoding, transport, etc.) (clause 7) in general would not be followed.

· in all steps of the process transformations between the manual and electronic domain are possible. 

The transformation from the manual to the electronic domain could contain:

· the transformation into an electronic attachement to the emessage.

· extraction of  the manual presentation of the parameters into electronic domain

· signing of the manual authorisation into the electronic domain

The transformation from the electronic to the manual domain could contain:

· the transformation into manual messages (fax, paper, email).

· the transformation of electronic signatures into printable versions (checking might only be possible by back transformation into the electronic domain)

Implementation guidelines such as those of the OASIS Court Filing Technical Committee that describe integration of legacy paper based and contemporary XML based interfaces may be useful [9]

Annex R: eWarrant requirements
R.1
General
Existing standards: the eWarrant and eWarrant interface should use already existing mechanisms and standards if possible (e.g. ETSI, ISO, …).

Open structure: the eWarrant and eWarrant interface will have a open structure that will allow for (national) adaptations.

Future proof: changes can be made and new features can be added. A version structure will allow for co-existence of different versions. 

Flexibility: the eWarrant and eWarrant interface support partional implementations. It may be used in a subset of the involved parties. 
Security: authentication, integrity protection and confidentiality shall be supported.
R.2
eWarrant
Self containing: It shall be possible to check the authenticity of the eWarrant in a stand alone environment (e.g.: no connection to a on line server needed, root certificate can be enough).
Media independent: the eWarrant can be transported and stored on any digital network or media. No particular data protocol or operating system is needed.

Life Cycle Information: Life cycle means from the creation of a warrant (internal process between Judge and Police Officer in the French system in the creation) to the usage in front of the equivalent of the supreme court / some international / European court sometime 10/20 years after its creation (problem of the storage and of the viewer maintenance on a long term basis).
Authenticity: The authenticity of the eWarrant and its signer can be checked throughout the interface

R.3
eWarrant interface
Message: The eWarrant interface supports messages from the issuing authority and approving authority to the CSP. For example request & approval messages and Information Request messages.
The eWarrant interface supports messages from the issuing authority to the approving authority.
The eWarrant interface supports messages from the CSP to the issuing authority and approving authority. For example Acknowledgement, Status Change, Information Message messages and Information Request messages.

Workflow control: authorized users shall be able to monitor the progress of the request and associated actions.

Authenticity: The authenticity of the eWarrant and its sender can be checked throughout the interface.
Interoperability: The eWarrant interface will be structured in a way that partial implementations can also be supported. Manual started requests can be imported/incorporated in the electronic process. Electronic started requests can be exported/extracted and handled manually.

Migration: The eWarrant interface allows for (seamless) migration with manual interfaces.
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