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1. Introduction

The last ETSI TC LI meetings a discussion was initiated from authority about lack of technical capabilities in IMS interception. The actual topic was the lack of session identification with one or more B2BUAs on the signalling path. 

This document describes the issue and related topics that needs to be solved. 
The attached presentation also provides a high level overview of the issues described below.
2. Discussion
a) Session identification
The SIP session identification in the IMS subsystem currently relies on the Call ID and SDP fields. The HI2 interface in the ETSI 102 232 part5 provides communication identification value. This CIN value can be different for reports generated from different CSCF functions if there are B2BUAs in the signalling path. This results that the session identification is not possible based on explicit information elements in the reports.

A better identification of a certain IMS session would be required but using the current approach it is not possible to achieve.
b) Information of involved parties’ identity
The information about involved parties in the IMS session is missing when complex call scenarios need to be handled with LI activation for one of the parties. Such cases cover but not limited to call forwarding and call transfer cases.

As an example: there is a simple A-B-C forwarded call in the IMS and the B party is target of interception. When the forwarding is done by an application server then the interception invocation may be rather impossible due to lack of original subscriber id. The History-info header is optional in the IMS therefore the LI invocation can’t rely on it. 

Therefore information about the involved parties’ identity in the session needs to be preserved to provide a means for handling interception during IMS complex call scenarios.
c) Content of communication interception
Interception of the content of communication for the IMS currently relies on the packet data network interception concept (TS 33.107, clause 7A). This makes the IMS media interception challenging. Especially when complex call scenario like diversion is handled by the IMS then it requires rather complex and expensive proprietary solutions to deploy in order to handle interception obligations of the authorities.
In order to fulfill regulations the media interception in the IMS has to be enhanced. The media interception in the IMS would require trigger information sent from the signalling control elements towards gateways (IMS AGW, TrGW) to invoke interception of communication content.  
d) Access related details
Some national regulation requires additional information to be reported about the other participating subscriber of a session besides information of the interception target, such as the IP address. This kind of information needs to be sent between network elements in order to fulfill national LI requirements because currently such information not available. Whenever LI is invoked for one of the parties in the session the information that is received about the other party can be reported when obliged by national regulations.
A placeholder to transfer information of the other participating party in the IMS session would be needed to fulfill existing regulations.
3. Proposal
It is proposed that 3GPP SA3 LI meeting discusses the presented topics and decide whether the requirements need to be further developed in other 3GPP groups to enable LI functionality in the IMS obliged by authorities. 
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