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1 Welcome

The Chairman welcomed delegates to Philadelphia.  Peter Musgrove gave some meeting details.
2 Apologies

There were none.
3 Approval of Agenda



SA3LI11_073r2
This was approved.

The Chairman noted that topics may not be handled according to the sequence within the Agenda for the following reasons:

· CR’s on one topic for several specifications

· Give delegates the change to update / draft Tdoc’s for the next day

· Availability of necessary/interested delegates

3.1 Code of Conduct:

When attending a 3GPP SA3 LI meeting it is expected that each delegate will give the utmost respect to other delegate’s personal and company possessions. A delegate must not attempt to invade other delegate’s computers or read their papers without explicit permission.

Anyone found violating this trust will be asked to remove himself or herself from the meeting. The offending person will not be welcomed at future meetings and SA3 LI will request the company send another delegate.

For your information, a method of protecting your computer from piracy may be found at:

http://www.Brookson.com/gsm/howto.htm
3.2 IPR Call Reminder

The Chairman reminded delegates of their company's obligations under their SDO's IPR policies:

The attention of the delegates to the meeting of this Technical Specification Group was drawn to the fact that 3GPP Individual Members have the obligation under the IPR Policies of their respective Organizational Partners to inform their respective Organizational Partners of Essential IPRs they become aware of.

The delegates were asked to take note that they were thereby invited:

-
to investigate whether their organization or any other organization owns IPRs which were, or were likely to become Essential in respect of the work of 3GPP.

-
to notify their respective Organizational Partners of all potential IPRs, e.g., for ETSI, by means of the IPR Statement and the Licensing declaration forms (http://webapp.etsi.org/Ipr/).

There were no IPR calls from meeting delegates.

4 Last meeting report Venice


SA3LI111_068
Final report Venice



Meeting Secretary
The Secretary noted that comments from Maurizio Iovieno, Peter van der Arend and Jean Trakinat had been incorporated into the final report which was approved.
4.1Review Action Points

	Number
	Name
	Action Item
	Status

	AP08-05
	All
	Propose solutions for call forwarding
	Ongoing – Chair asked for LEA needs but Koen Jaspers believed these were clear. Left open for one more meeting.

	AP10-05
	all
	Start normative work on LI for LCLS as pseudo CR
	Closed with Jean’s Tdoc65 here.

	AP 11-01
	LEAs
	Impact of single private id for multiple UEs
	Ongoing

	AP11-02
	All
	Monitor SIMTC Machine communication
	Ongoing


5 Reports of other bodies which are relevant to SA3-LI

5.1 
SA#51
Kansas City
At the plenary all CRs from the last meeting were approved resulting in the following latest versions of documents:

TS 33.106 (No change at v 10.0.0)


TS 33.107



v 8.12.0

v 9.4.0

v 10.3.0

TS 33.108


v 8.13.0 

v 9.6.0

v 10.3.0

He noted that Release 10 is under category F control now.

5.2 
SA WG3 #63 Chengdu, China
The Chairman reported the following from the meeting:

· Exemption for Release 10 CRs on LTE and IMS has been given for this meeting only

· SA2 have a new WID for WLAN Gateways

· SA5 have a WID for LCLS

· A vulnerability discovered in the public evaluation of ZUC is likely to delay the acceptance in SA3 plenary

· Due to the vulnerabilities in A5/1, SA3 have agreed to mandate A5/4 from R11 onwards to ensure that both UEs and network equipment support at least 2 secure algorithms.
· Home(e)Node(B) routing was discussed with similarities to LCLS, possibly bypassing the LI infrastructure. IPSec is optional.
· Machine type communication (SIMTC) work is progressing. This may involve small packets of data sent occasionally which do not go through the full authentication process in order to improve efficiency. George Babut said operators should be wary of this.
· Minimisation of Drive Testing (MDT) discussed especially in the light of iPhone revelations on location information. View is that anonymity is essential and roamers to be exempt.
5.3   ETSI TC LI

SA3LI11_060 Liaison report from ETSI/TC LI to SA3-LI#41

Liaison Officer (Chairman TC LI)

Peter van der Arend reported on the status of work in TC LI. There had been one Plenary and no Rapporteur meetings since the last report. He suggested trying to coordinate meeting dates between TC LI and SA3-LI for next year.
In the report, Nag Rao asked the meaning of the term “measure”. The Chairman explained that different legislations have different procedures relating to warrants and measure is a generic term for these.

Terry Jacobson asked if the CDMA2000 support that has been added to the TS 102 232 series of specifications covers both CS and PS. It covers call identifying information for both but content only for PS.

The report was noted.
5.4 
TISPAN WG 7

No report.
5.5
WTSC-LI 

Peter Musgrove gave a verbal report on the recent meeting in Indianapolis. The main outcome was agreement to publish the Canadian location reporting requirements. It was also agreed to restructure the PoC document but discussion on the North American delta document was deferred.
5.6
ATIS PTSC LAES 

SA3LI11_081 ATIS PTSC-LAES Status Report 

PTSC-LAES Liaison
Terry Jacobson presented this report.  The report was noted.
5.7
TR 45 / TR-45.8 Lawful Interception Group

SA3LI11_080r1 TIA TR-45.8 Lawful Intercept Group (LIG) Status Report 
Alcatel-Lucent
Terry Jacobson presented the report. There were no questions.  The report was noted.
5.8
WiMAX Forum

Jean Trakinat reported the following:

· Last meeting was 7-11 March in Xiamen. 

· LI for VoIP approved by TSC.
· NALI update V&V should have closed in late April.  Comment resolution should be underway.

· July TSC meeting is the last time for Release 2 final approvals.
· The LI team is working on local routing and Femtos.
5.9
PacketCable

Nag Rao reported that there is little activity in this area.
5.10
Other bodies

No reports.
6 Incoming liaisons

SA3LI11_079 Reply LS on LI requirements related to encryption 
SA3

Violetta Cakulev presented this LS from SA3 which asked for further information on the use of MitM and feedback on alternatives.

Koen Jaspers felt the drawbacks with MitM had already been explained and was interested in any alternatives that could be proposed.

Further discussion on the topic took place under agenda item 11.3 (IMS media plane security).
7 GSM LI documents

The Chairman said that the following historic GSM documents are still under the control of SA3 LI: 

7.1 3GPP TR 41.033 V10.0.0 (2009-12) old 01.33
3rd Generation Partnership Project;

Technical Specification Group Services and System Aspects;

Digital cellular telecommunications system (Phase 2+);

Lawful Interception requirements for GSM

(Release 10)
7.2 3GPP TS 42.033 V10.0.0 (2009-12) old 02.33
3rd Generation Partnership Project;

Technical Specification Group Services and System Aspects;

Digital cellular telecommunications system (Phase 2+);

Lawful Interception - stage 1

(Release 10)
7.3 3GPP TS 43.033 V10.0.0 (2009-12) old 03.33
3rd Generation Partnership Project;

Technical Specification Group Services and System Aspects;

3G Security;

Lawful Interception;

Stage 2

(Release 10)
He noted that there had been no changes to any of the above other than to the version number and asked for the view of the group regarding the ongoing maintenance. Peter van der Arend said that 7.1 could be dropped as it is only a TR. Ericsson and NSN wished to have internal discussions before making any decision and it was decided to include the issue in the new WID.  Feedback from the vendors on the need to retain these documents is expected at the next meeting.
8 TS 33.106 Rel. 10 and Rel. 11
8.1 Release 10
33.106 v 10.0.0

No contributions

8.2 Release 11
33.106 v 10.0.0

SA3LI11_062 TS 33.106 Revision CR 
TPS
Jean introduced this document which included all changes agreed at previous meetings. She noted that it was the entire specification and would need to be revised so that the CR only included sections that had changed according to the latest rules.

Peter van der Arend suggested adding a note in the reference to TS 101 671 to the effect that it is updated more frequently than the ES version of the ETSI standard. He had further editorial suggestions which Jean said she would include in the revised version.
Gabor Ungvari raised the issue of IMS location in 5.11. Maurizio Iovieno agreed and said that we need to wait for the outcome of an SA2 study before making this a requirement. The Chairman suggested a note to this effect and that the topic is FFS.
There was discussion about the meaning of “per intercept” and after agreement, Jean created SA3LI11_062r1 which reflected everything above. Jean then produced SA3LI11_088 which is the CR in the correct format with only changed sections. After the removal of a reference to ES 201 671 and a correction to the cover sheet, this was approved as SA3LI11_088r1.
The Chairman noted that this base text was now agreed and any further changes would have to be done by raising a CR against it.

SA3LI11_065 Local Routing Discussion for TS 33.106 
TPS
Jean tabled this discussion paper discharging Action Point AP 10-05. In it she introduced the different methods that have been proposed for local routing. George Babut pointed out the vast difference between iWLAN which is a 3GPP access and the uncontrolled nature of general WLAN access.
The Chairman thanked Jean for making progress on the topic and for the base text she suggested for the 33 106 requirements specification.

Terry asked about the LCLS proposed words in 5.x.1. George noted this was CS domain only and the Chairman suggested that advanced countries would be unlikely to deploy LCLS.

Gabor asked if the bullet points in 5.x.2 (LIPA) were included in the above SA3LI11_088r1. Jean replied they were not but LIPA was marked as FFS.
In 5.x.3 (SIPTO) it was noted that there are two aspects involving H(e)NB and the macro cell level. Gabor said that SIPTO uses the core network gateway and should be covered for LI in Rel-10. The RAN option is under study and no LI functions exist at that level. Jean said more investigation is needed to progress. For those not actively involved in RAN work, the documents can be difficult to interpret and Jean invited support.

George said that H(e)NB is a reality and may not be a secure function entirely under the operator’s control which will be problematic.

The document was noted.  The Chairman closed AP 10-05 and invited company contributions against the base text in SA3LI11_065.
He placed the following action:

	AP 11-03
	Provide further info on local routing and technical issues
	All
	new


9 TS 33.107 

9.1 Release 10
33.107 v 10.3.0

No contributions.
9.2 Release 11
33.107 v 10.3.0

SA3LI11_063 TS 33.107 CAT CR 
TPS

Jean introduced this initial CR for CAT. 
Gabor advised against making reference to TR 29.882 in the list as TRs are not maintained documents. Nag asked where the audio content is stored. Maurizio and Gabor felt there were issues to resolve for both CS and IMS versions.
The Chairman summed up by saying the document is a good start to a CR for CAT and forms a basis for future contributions. The document was noted. 

He recognised the need for further study and placed the following Action Point:

	AP 11-04
	Identify solutions for IRI and content delivery for CAT/CRS
	All
	New


SA3LI11_064 TS 33.107 CRS CR 
TPS 

This document was noted without opening as it depends on the following discussion paper, Tdoc 077r1. The Chairman encouraged all to read it and provide feedback to Jean.
SA3LI11_077r1 CAT/CRS discussion 

Nokia Siemens Networks

Gabor raised concerns with CAT/CRS LI implementation issues in SA3LI11_063 and SA3LI11_064. He made a particular point in 2.3 that the whole media file would be delivered under these proposals whereas the target would only here a portion of the content. In some jurisdictions this may be considered as over collection and infringing on privacy.

The points and concerns were noted and will be considered for CAT/CRS CRs at the next meeting.
SA3LI11_076 TS 33.107 H(e)NB CR 

TPS
Jean presented this document which is an initial proposal for a CR to cover H(e)NB. It was intended to develop the topic and elicit comments from the meeting.

Jean asked if the two versions of H(e)NB, LTE and UMTS, should be covered in one chapter. The Chairman said there were commonalities but Maurizio and Gabor suggested splitting into two for clarification.

Jean asked about targeting Closed Subscriber Groups (CSG) as she could find no reference to CSG identity in the core. Peter Musgrove asked if CSG should be used as a target identifier as in the latest 33 106 requirements CSG is marked as FFS. Jean said she was looking for feedback and advice on CSG issues.
The Chairman suggested separating CSG from other aspects in order to make progress. Maurizio felt more study was needed and the document was noted.
SA3LI11_069 TLS and IPSec profiling for Xk interface 
Ericsson
Maurizio presented this CR in response to the comment made at the last meeting that a security profile should be specified for the Xk interface for KMS based media security. Gabor said he was happy with the proposal but that SA3 may suggest certificate information. Peter van der Arend suggested including a specification number in the references.
With small clarifications, the CR was approved as SA3LI11_069r1.
10 TS 33.108

10.1 Release 10
33.108 v 10.3.0

No contributions.
10.2 Release 11
33.108 v 10.3.0

SA3LI11_061 Proposed CR to TS 33.108 R10 on Addition of Party-validity to IRI 
Peter van der Arend (Chairman ETSI/TC LI as LO ETSI/TC LI)
Peter said that there is a similar CR for TS 101 671 in ETSI TC LI.
Koen Jaspers supported providing the extra information if available in the network, as a national option. Others were less sure of the benefits, questioning how an operator would be able to judge a number trusted and would therefore mark all as untrusted.

The document was noted and the Chairman asked for further contributions for stage 2 and 3 for the next meeting.

SA3LI11_070 TLS profiling for HI2 interface for KMS based IMS media security Ericsson
Maurizio presented this stage 3 companion to Tdoc 069. With the same comments, it was approved as SA3LI11_070r1
SA3LI11_072 CR in order to transform hi2CSDomainId into a mandatory field for CS domain 
MEFI
Introduced by Pierre Courbon, Maurizio agreed the principle but it needed to be put in the correct form for a CR. This was done and with further editing, the CR was approved as SA3LI11_072r3.
SA3LI11_071 TS 33.108 CR in order to transform as mandatory the hi2DomainId in CS domain 

MEFI
Withdrawn prior to meeting.
11 Continued Discussion and New Business

11.1 Release 11 WID

SA3LI11_078 Release 11 SA3-LI WID 

WG Chairman

The Chairman presented said it was based on the WID for Release 10 with some additions. After some comments and editorials it was agreed as SA3LI11_078r2.

Terry Jacobson agreed to be Rapporteur for 33 108.

11.2 Dynamic Triggering

No contributions.

11.3 IMS media plane security

SA3LI11_083 MIKEY-IBAKE for LI (Word)

Alcatel-Lucent
SA3LI11_084 MIKEY-IBAKE and LI Requirements (.ppt)
Alcatel-Lucent
(SA3LI11_067r2 and SA3LI11_066 were withdrawn and replaced by the above)
In order to address the issues with the MitM approach to LI for MIKEY-IBAKE (MI), identified by SA3-LI, Violetta Cakulev presented in the above two documents an alternative approach. First, she described the basic operation of MI and then outlined a method by which the session key may be derived. She went on to show how the method addressed the five identified LI requirements.
George was against the previous MitM approach and agreed that this appeared to be a serious candidate for LI. Koen Jaspers said it seemed to overcome the drawbacks and he and the Chairman asked some detailed questions about timing issues. The solution seems to depend on time synchronisation of UEs which may be difficult to achieve in practice. The Chairman felt multiple keys may be needed to allow for uncertainties. He also raised the issue of roamers who may be on different time zones to the visited network. Jean asked about any time delay for processing of real time traffic. Violetta said the only delay in generating keys would be the request/response time to the KMS over the Xk interface.
The Chairman wondered how the approach would work with arbitrary UEs and whether the PRG would be identical for all. ALU said the application would be downloaded and there should be no inter operator or manufacturer issues. George, Maurizio and Jean noted that a highly reliable and highly available KMS would be needed for LI which would make the solution more expensive.
The Chairman summed up the discussions, noting these two contributions, and asked Terry Jacobson to write a Liaison Statement to SA3 to reflect the view of the meeting. After minor wording changes this was agreed as SA3LI11_087r1.
11.4 SIMTC

No contributions.
11.5 Location Reporting

SA3LI11_074 Draft LS to SA2 on a possible study on multi cell ID issue as a national option 
MEF I
This was a follow on from the previous meeting where Pierre raised the issue of improved location reporting.

The Chairman said the aim would be to move location information, which is currently only at the edge, into the core where it may be made available for LI purposes. He suggested directing a Liaison Statement to a RAN or CT group.

George supported the intention and said that the data already exists but needs collecting and conveying. He suggested attending the appropriate group and proposing a WI there.

Gabor wondered about using the information that is available for location of handsets making 911 calls.

The Chairman summarised. Further work should be carried out within SA3-LI looking at existing specifications to identify the required information and the group which “owns” it. He noted this contribution and invited more.
SA3LI11_085 Discussion on LI requirements for Nomadic and Mobile HNBs 

Rogers Wireless
In his presentation, George described three possible methods of H(e)NB deployment. For the Fixed and Nomadic cases, the H(e)NBs should be under operator control and location known and reported. However he said some users might move their device without the knowledge or agreement of the operator and location may not be reported in a timely manner. The Chairman suggested a fourth possible example of operation on board a train with the operator’s knowledge and therefore known route.
Gabor and Peter Musgrove asked if the standards supported mobile operation and Koen raised the possibility of spectrum interference if permitted. The Chairman said that SA3 took the view that mobile operation should not be permitted by operators but George said it may not be possible to enforce this and a location update reporting function would be necessary.
Maurizio said members should investigate within their companies which scenarios are possible and report back. The Chairman agreed that there was further work to be done and noted the contribution and the following CR for location updates which was also noted:

SA3LI11_086 Location Reporting for Nomadic and Mobile HNBs

Rogers Wireless
11.6 Conferencing

SA3LI11_082 Discussion Paper: Comparing IMS Conference Calls with Advanced Conferencing 
Nokia Siemens Networks
Nag presented this paper for information. There were no questions. The Chairman thanked him and noted the document.
12 Review meeting output / agreed

Change requests agreed :
SA3LI11_069r1

SA3LI11_070r1

SA3LI11_072r3

SA3LI11_078r2
SA3LI11_088r1
13 Outgoing Liaisons
SA3LI11_087r1  - to SA3
14 Future Meeting dates and venues

The Chairman noted that he received some feedback from SA3 delegates that one of the North American meetings be held in Canada to allow for greater participation from those delegates who have difficulty in receiving visas for US meeting venues.
	Organization
	Date
	Venue
	Host

	SA3 LI#42
	30Aug. – 1 Sept 2011
	Malta
	EF

	TC LI#28
	13-15 Sept
	Salento
	

	SA#53
	19-21 Sep
	Japan
	

	SA3#65
	07-11 Nov
	US San Diego
	NF

	SA3 LI#43
	15-17 Nov .2011
	San Francisco, USA
	

	SA#54
	12-14 Dec
	Berlin
	

	SA3 LI#44
	17-19 Jan
	EU? 
	

	SA3#66
	06-12 Feb 2012
	Co-located SA2
	

	SA#55
	5-7 Mar
	
	

	SA3 LI#45
	23-25 Apr 2012
	NA?
	

	SA3#67
	21-25 May
	Co-located CT Groups
	

	SA#56
	18-20 Jun 
	
	

	SA3#68
	09-13 Jul
	
	

	SA3 LI #46
	17-19 Jul 2012
	EU?
	

	SA#57
	10-12 Sep
	USA
	

	SA3 LI#47
	16-18 Oct 2012
	NA?
	

	SA3#69
	05-09 Nov
	
	

	SA#58
	10-12 Dec
	EU
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Annex B
List of actions

	Number
	Name
	Action Item
	Status

	AP08-05
	All
	Propose solutions for call forwarding
	Ongoing – Chair asked for LEA needs but Koen Jaspers believed these were clear. Left open for one more meeting.

	AP 11-01
	LEAs
	Impact of single private id for multiple UEs
	Ongoing

	AP11-02
	All
	Monitor SIMTC Machine communication
	Ongoing

	AP 11-03
	All
	Provide further info on local routing and technical issues
	New

	AP 11-04
	All
	Identify solutions for IRI and content delivery for CAT/CRS
	New
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