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Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [13] and the following apply.

Application layer: As defined by Internet Engineering Task Force (IETF) in RFC 1123 [19].
Closed access mode: H(e)NB provides services only to its associated CSG members.  A H(e)NB configured for closed access broadcasts a CSG Indicator and a specific CSG identity.
Hybrid access mode: H(e)NB provides services to its associated CSG members and to non-CSG members.  A H(e)NB configured for hybrid access does not broadcast a CSG Indicator but does broadcast a CSG identity.
IP layer: As defined by Internet Engineering Task Force (IETF) in RFC 1122 [18]

Interception Area: is a subset of the network service area comprised of a set of cells which defines a geographical zone.

Location Dependent Interception: is interception of a target mobile within a network service area that is restricted to one or several Interception Areas (IA).
Open access mode: H(e)NB operates as a normal NodeB or eNodeB.  A H(e)NB configured for open access does not broadcast either a CSG Indicator or CSG identity.
Other LI specific definitions are given in TS 33.108 [11].

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [13] and the following apply:

3GMS
3rd Generation Mobile Communications System

3G GGSN
3rd Generation Gateway GPRS Support Node

3G GSN

3rd Generation GPRS Support Node (GGSN/SGSN)

3G MSC

3rd Generation Mobile Switching Center

3G SGSN
3rd Generation Serving GPRS Support Node

3G UMSC
3rd Generation Unified Mobile Switching Centre

AAA
Authentication, Authorization, and Accounting

ADMF
Administration Function

AN
Access Network

AP
Access Provider

BM-SC
Broadcast-Multicast Service Centre

CC
Content of Communication

CS
Circuit Switched

CSCF
Call Session Control Function
CSG
Closed Subscriber Group
DF
Delivery Function

DSMIP

Dual Stack Mobile IP

ECT
Explicit Call Transfer

EPC
Evolved Packet Core

ePDG
Evolved PDG

EPS
Evolved Packet System

E-UTRAN
Evolved UTRAN

FTP
File Transfer Protocol

GGSN
Gateway GPRS Support Node

GPRS
General Packet Radio Service

GSM
Global System for Mobile communications

GSN
GPRS Support Node (SGSN or GGSN)

HA
Home Agent
HeMS
HeNB Management System
HeNB
3G Home enhanced NodeB

H(e)NB
3G Home and Home enhanced NodeB
HI
Handover Interface
HMS
MNB Management System
HNB
3G Home NodeB
HNB GW
HNB Gateway
HRPD
High Rate Packet Data

HSS
Home Subscriber Server

IA
Interception Area

ICEs
Intercepting Control Elements (3G MSC Server, 3G GMSC Server, P-CSCF, S-CSCF, SGSN, GGSN, HLR, AAA Server, PDG, MME, S-GW, PDN-GW, HSS)

IETF
Internet Engineering Task Force

IMEI
International Mobile station Equipment Identity

IMS
IP Multimedia Core Network Subsystem

IMSI
International Mobile Subscriber Identity

INEs
Intercepting Network Elements (3G MSC Server, 3G GMSC Server, P-CSCF, S-CSCF, SGSN, GGSN, MGW, HLR, AAA Server, PDG)

IP
Internet Protocol

IRI
Intercept Related Information

I-WLAN
Interworking WLAN (3GPP WLAN interworking subnetwork)

LAN
Local Area Network

LDI
Location Dependent Interception

LEA
Law Enforcement Agency

LEMF
Law Enforcement Monitoring Facility
LIPA
Local IP Access
MBMS
Multimedia Broadcast/Multicast Service

ME
Mobile Entity

MIP
Mobile IP

MME
Mobility Management Entity

MN
Mobile Node

MSISDN
Mobile Subscriber ISDN Number

NAI
Network Access Identifier

NO
Network Operator

PDG
Packet Data Gateway

PDN 
Packet Data Network

PDN-GW
PDN Gateway

PMIP
Proxy Mobile IP

PoC
Push to talk over Cellular

PS
Packet Switched

RA
Routing Area

RAI
Routing Area Identity

SAI
Service Area Identity
SeGW
Security Gateway
SGSN
Serving GPRS Support Node

SIP
Session Initiation Protocol

SMS
Short Message Service

S-GW
Serving Gateway

TEL URL
"tel" URL, as defined in RFC 2806 [9]

TLS
Transport Layer Security

UE
User Equipment

UMTS
Universal Mobile Telecommunication System

URI
Universal Resource Identifier

URL
Universal Resource Locator

VoIP
Voice over IP

WLAN
Wireless LAN
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5
Activation, deactivation and interrogation

Figure 2 is an extraction from the reference intercept configuration shown in figures 1a through to 1e which is relevant for activation, deactivation and interrogation of the lawful interception.
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Figure 2: Functional model for Lawful Interception activation, deactivation and interrogation

In addition to the typical 3G ICEs functional entities, a new functional entity is introduced - the ADMF - the Lawful Interception administration function. The ADMF:

-
interfaces with all the LEAs that may require interception in the intercepting network;

-
keeps the intercept activities of individual LEAs separate;

-
interfaces to the intercepting network.

Every physical 3G ICE is linked by its own X1_1-interface to the ADMF. Consequently, every single 3G ICE performs interception (activation, deactivation, interrogation as well as invocation) independently from other 3G ICEs. The HI1-interface represents the interface between the requester of the lawful interception and the Lawful administration function; it is included for completeness, but is beyond the scope of standardisation in this document.

The target identities for 3GMS CS and PS interception at the SGSN, GGSN, 3G MSC Server and 3G GMSC Server can be at least one of the following: IMSI, MSISDN or IMEI.

NOTE 1:
Some communication content during a mobility procedure may not be intercepted when interception is based on MSISDN (only PS interception) or IMEI. The use of the IMSI does not have this limitation. For the availability of the target identities IMSI, MSISDN and IMEI (PS interception), refer to TS 23.060 [10].

The target identities for multi-media at the CSCF can be one or more of the following: SIP URI or TEL URL. Other identities are not defined in this release.

The target identities for 3GPP WLAN Interworking interception can be MSISDN, IMSI or NAI. For the availability of the target identities in the I-WLAN nodes (AAA server, PDG, WAG), refer to TS 23.234 [14], TS 23.008 [15], TS 29.234 [16] and TS 24.234 [17].

NOTE 2:
The NAI may be a temporary ID, therefore the use of MSISDN or IMSI is recommended.

NOTE 3:
 Void

The target identities for 3GPP H(e)NB interception can be IMSI, MSISDN, IMEI, H(e)NB ID, or CSG ID.
In the case of location dependent interception the following network/national options exist:

-
target location versus Interception Areas (IAs) check in the 3G ICEs and Delivery Functions (DFs);

-
target location versus IAs check in the DFs (physical collocation of the DFs to the 3G ICEs may be required by national law);

-
location dependent interception is not applicable to CSCF.

NOTE 4:
The IA is previously defined by a set of cells. From the location of the target this set of cells permits to find the relevant IA.

NOTE 5:
It is not required that the 3G GMSC or the 3G GGSN are used for interception when Location Dependent Interception is invoked and the location of the target is not available.

Editors' note:
Location dependent intercept for the 3G MSC Server is not defined for this release.

The ADMF shall be able to provision P-CSCFs independently from S-CSCFs. If both P-CSCFs and S-CSCFs are administered within the network for intercept, redundant multi-media IRI may be presented to the agency as a result.

*** LAST MODIFICATION ***
X
Lawful Interception for 3GPP H(e)NBs
Home Node B (HNB) and Home enhanced Node B (HeNB) are jointly referred to as H(e)NB as defined in TS 22.220 [x].  As identified in [7], lawful interception for 3GPP H(e)NBs can be based on three different targets:  a target subscriber accessing a H(e)NB, a target CSG of a H(e)NB, and a target H(e)NB.   

Figures X-1 and X-2 show the reference architectures upon which Lawful Interception for 3GPP H(e)NBs is based.  Per TS 36.300 [y], HeNB-GW is optional.  
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Figure X-1: 3GPP UMTS HNB Architecture Basis for Lawful Interception
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Figure X-2: 3GPP LTE HeNBs Architecture Basis for Lawful Interception
LI for 3GPP H(e)NBs shall be supported for all services a PLMN operator supports via H(e)NBs. 
X.2
Provision of Intercepted Content of Communications - 3GPP H(e)NBs
The access method for the delivering intercepted content of communications (CC) is based on duplication of packets without modification. The duplicated packets with additional information in the header, as described in the following sections, are sent to DF3 for further delivery.
When a target subscriber receives service from the PLMN via any H(e)NB, CC is delivered as for normal PLMN use.

When a member of a target CSG receives service from the PLMN via the H(e)NB(s) associated with that CSG, CC is delivered as for normal PLMN use.  When a member of a target CSG receives service from the PLMN via any other node B or access network, CC is not delivered.  
Note:  Since a CSG Identity (ID) may include one or more cells, there is not a one-for-one relationship between one H(e)NB and one CSG ID.  Within one PLMN, All H(e)NBs serving the same CSG share the same unique CSG ID.
When any subscriber receives service from a target H(e)NB, that subscriber’s CC is delivered to the LEMF.  It is a national option to continue interception after the subscriber’s UE is handed over from the target H(e)NB.
Per [y], if the HeNB GW terminates the user plane towards the HeNB and towards the S-GW, the HeNB GW may provide CC to the LEMF instead of the S-GW.

When a CSG is the target, the CSP shall use all subscriber identities that are members of that CSG for the purposes of LI. 

[image: image4]
Figure X-3: Configuration for interception of 3GPP HNB CC

[image: image5]
Figure X-4: Configuration for interception of LTE H(e)NB CC
*Note:  when the both the HeNB GW and the S-GW are present, either may provide the CC to the LEMF. 
X.2.1
X3-interface

In addition to the intercepted content of communications, the following information needs to be transferred to the DF3 in order to allow the DF3 to perform its functionality:

-
target identity;

-
correlation number;

-
time stamp - optional;

-
direction - optional;
-
the target location (if available in the intercepting node).

X.3
Provision of Intercept Related Information

Figures X-5 and X-6 show the transfer of intercept related information to the DF2. If an event for / from a mobile subscriber occurs, the SeGW, and the H(e)NB GW or, if there is no HeNB GW deployed, the MME sends the relevant data to the DF2.  Note that associated parties (i.e., not the intercepted target) could also be connected at their end via the same or a different H(e)NB.  Reporting of communications directly between subscribers on the same H(e)NB (i.e., LIPA) is for further study.  
Editor’s Note:  Align last sentence with LIPA/Local Routing text (if/when agreed for TS 33.106.
When a member of a target CSG receives service from the PLMN via the H(e)NB(s) associated with that CSG, IRI is delivered as for normal PLMN use.  When a member of a target CSG receives service from the PLMN via any other node B or access network, IRI is not delivered.  

[image: image6]
Figure X-5: Provision of Intercept Related Information for UMTS HNB


[image: image7]
Figure X-6: Provision of Intercept Related Information for LTE HeNB
*Notes:  
1.
As the location verifying node, the HeMS only reports the H(e)NB location information.  Either the HMS or the HNB GW needs to report the HNB location.
2.  When the both the HeNB GW and the MME are present, either may provide the IRI to the LEMF.

X.3.1
X2-interface

The following information needs to be transferred from the SeGW and the H(e)NB GW or the MME to the DF2 in order to allow a DF2 to perform its functionality:

-
target identity (IMSI, IMEI, MSISDN, ME Id, H(e)NB ID, CSG ID); 
-
events and associated parameters as defined in section X.3.2 may be provided;

-
the H(e)NB location (if available);

-
Correlation number;
-
H(e)NB ID;

H(e)NB location information needs to be transferred from the location verifying nodes (e.g., HNB GW and/or HMS for UMTS and the HeMS for LTE) to the DF2 in order to allow the DF2 to perform its functionality. 
The IRI should be sent to DF2 using a reliable transport mechanism.
X.3.2
3GPP H(e)NB LI Events and Event Information

For a target UE that is attached to any H(e)NB, all the events in all clauses of this document shall be reported with the following modifications:

· H(e)NB ID is reported as an additional parameter, and

· Location information is the location of the H(e)NB.

For a target CSG that is attached to any H(e)NB, all the events in all clauses of this document shall be reported with the following modifications: 

· The identities of all members of the CSG shall be used to trigger the events when the CSG member is attached to the H(e)NB, 

· The CSG ID is reported as an additional parameter,

· H(e)NB ID is reported as an additional parameter, and

· Location information is the location of the H(e)NB.

Note:  it is a national option whether interception of CSG members’ communications continue after handover from the H(e)NB occurs.

In addition, the following events are applicable at the SeGW:

-
Target H(e)NB Activation;

-
Target H(e)NB Deactivation;

-
Target H(e)NB Reactivation
-
Start of Intercept with H(e)NB Active  

The following events are applicable at the H(e)NB-GW and MME:

-
Target UE Attachment to H(e)NB;
-
Target CSG Member Attachment to H(e)NB;
-
UE Attachment to Target H(e)NB;

-
Target UE Detachment from H(e)NB
-
Target CSG Member Detachment from H(e)NB
-
UE Detachment from Target H(e)NB;

-
Target UE Handover to/from H(e)NB, 

-
Target CSG Member Handover to/from H(e)NB

-
UE Handover to/from Target H(e)NB

-
Target H(e)NB Activation;

-
Target H(e)NB Deactivation;

-
Target H(e)NB Reactivation;
-
Start of Intercept with Target H(e)NB Active 
-
Start of Interception with a Target UE or Target CSG active on a H(e)NB;
-
Target CSG Modification;
-
Serving System. 
The following events are applicable at the SGSN and MSC/VLR:

-
Target UE Attachment to H(e)NB;
-
Target CSG Member Attachment to H(e)NB;
-
UE Attachment to Target H(e)NB;
-
Target CSG Modification.
A set of possible elements as shown below is used to generate the events. Information associated with the events are transmitted from the SeGW, H(e)NB GW or MME server to DF2.

Table X: Information Events for H(e)NB Event Records

	Element
	Definition/Usage

	Access Activity
	Indicates if a H(e)NB accessed or failed to access the core network

	Access Method
	Identifies access method of a CSG Modification (e.g., UE, Web, Management Server)

	Active Sessions
	Identifies the on-going sessions of UEs attached to a given H(e)NB

	APN
	When provided by the MME, the parameter carries the Access Point Name provided by the UE. When provided by the S-GW/PDN-GW, it is the Access Point Name used for the connection.

	Attach type
	Indicates the type of attach (may carry indication of handover in case of mobility with non-3GPP access).

	Attached UEs
	Identifies all UEs that are attached to a given H(e)NB

	Correlation Number
	The correlation number is used to correlate CC and IRI and to allow the correlation of IRI records

	CSG cells
	Identifies all the cells associated with a CSG

	CSG Changes 
	Indicates the resulting changes from a CSG Modification (Identity(s) for add/delete, original and resulting time limit/expiration modifications)

	CSG Identity
	Uniquely identifies a CSG within one PLMN.  Note:  Open H(e)NBs do not have associated CSGs.

	CSG List
	Identifies the membership of a given CSG (i.e., CSG Identities and associated expiration data for the UEs).

	CSG Manager
	The identity of the CSG Manager

	CSG members
	Identifies all the subscribers in the CSG

	CSG Modifier
	Identifies who is modifying a CSG List (CSG Manager, Subscriber, CSP)

	CSG Modification
	Identifies the action done to a CSG (add, delete, time limit changes) 

	Detach type
	Parameter sent by the network to the UE to indicate the type of detach

	EPS bearer identity


	An EPS bearer identity uniquely identifies an EPS bearer for one UE accessing via E-UTRAN. The EPS Bearer Identity is allocated by the MME.

	Event type
	Description which type of event is delivered

	Event date
	Date of the event generation

	Event time
	Time of the event generation.

	Failed attach reason
	Reason why UE attachment failed

	Failed tunnel establishment reason
	Provides a reason for why the tunnel establishment between the H(e)NB and the SecGW failed 

	Final cell ID
	Resultant cell ID after handover

	Handover Direction


	Identifies if the handover is inbound (from macro network to H(e)NB), outbound (from H(e)NB to macro network) or intra-H(e)NB (between H(e)NBs).  

	H(e)NB Activation Reject Reason 
	Identifies the reason the H(e)NB failed to activate

	H(e)NB Identity
	Uniquely identifies a H(e)NB (i.e., H(e)NB equipment ID and H(e)NB name)

	H(e)NB IP Address
	The IP address of the H(e)NB

	H(e)NB Location
	Location of the H(e)NB used during location verification prior to H(e)NB activation.

	H(e)NB Operating Mode
	Identifies how a H(e)NB is configured (open, closed, hybrid)

	Hosting Party Identity
	The identity of the hosting party of the H(e)NB; (i.e., the entity that has a contract with the PLMN operator)

	HNB-GW Mux Port (optional)
	Identifies if the HNB has the capability to support CS user plan multiplexing

	Initial Cell ID
	Original cell ID prior to handover

	Initiator


	The initiator of an action (e.g., network or specific network entity, target, associate)

	ISP Operator Identity
	Identifies the ISP through which the H(e)NB is connected to the SeGW

	Network Identifier


	Unique identifier for the operator and the element carrying out the LI operations

	Observed MSISDN
	MSISDN of the subscriber.

	Observed IMSI
	IMSI of the subscriber.

	Observed IMEI
	IMEI of the subscriber.  

	Observed ME Id

.
	ME Id of the subscriber; when it coincides with the IMEI, it shall be checked for each activation over the radio interface

	PDN Type
	Provides the IP version (IPv4, IPv4/IPv6, IPv6) requested by the UE.

	Protocol Configuration Options
	Are used to transfer parameters between the UE and the PDN-GW (e.g. Address Allocation Preference by DHCP).

	Reason
	Indicates a reason for an action (e.g., failure, deactivation)

	Security Gateway IP Address
	The IP Address of the Security Gateway

	Serving MME Address
	Identifies the serving MME

	Serving System
	Identifies the non-3GPP network that is providing service to a UE

	Switch off indicator
	Indicates whether a detach procedure is due to a switch off situation or not

	Tunnel Protocol
	The tunnel protocol used between the H(e)NB and the SeGW


X.4
Structure of H(e)NB Events

X.4.1
Attachment to H(e)NB
This event is generated when 
· a target UE attaches to a H(e)NB to access service from the PLMN, or 
· a UE in a target CSG attaches to a H(e)NB to access service from the PLMN, or

· a UE attaches to a target H(e)NB to access service from the PLMN.  
The elements, shown in Table X, will be delivered to the DF2, if available.

Table Xa: UE Attachment to H(e)NB – HNB GW
	Observed MSISDN 

	Observed IMSI

	Observed IMEI

	Observed ME Id

	Event Type

	Event Time

	Event Date

	Network Identifier

	H(e)NB Identity

	H(e)NB Location 

	Failed attach reason

	CSG Identity (if closed/hybrid H(e)NB)

	CSG List (if closed/hybrid H(e)NB) – See Note


Note:  In a HNB GW, the CSG List is the Access Control List. 
Table Xb: UE Attachment to H(e)NB – MME, SGSN, and MSC/VLR 

	Observed MSISDN 

	Observed IMSI

	Observed IMEI

	Observed ME Id

	Event Type

	Event Time

	Event Date

	Network Identifier

	H(e)NB Identity

	H(e)NB Location 

	Failed attach reason

	CSG Identity (if closed/hybrid H(e)NB)

	CSG List (if closed/hybrid H(e)NB)

	PDN Type (HeNB only)

	Protocol Configuration Options (HeNB only)

	EPS bearer identity (HeNB only)

	APN (HeNB only)

	Attach type (HeNB only)


X.4.2
Detachment from H(e)NB
This event is generated when 
· a target UE detaches from a H(e)NB, or 
· a UE in a target CSG detaches from a H(e)NB, or

· a UE detaches from a target H(e)NB.  
The elements, shown in Table X, will be delivered to the DF2, if available.

Table Xa: UE Detachment from H(e)NB – HNB GW
	Observed MSISDN 

	Observed IMSI

	Observed IMEI

	Observed ME Id

	CSG Identity (if closed or hybrid H(e)NB)

	Event Type

	Event Time

	Event Date

	Network Identifier

	H(e)NB Identity

	H(e)NB Location 

	


Table Xb: UE Detachment from H(e)NB – MME, SGSN, MSC/VLR

	Observed MSISDN 

	Observed IMSI

	Observed IMEI

	Observed ME Id

	CSG Identity (if closed or hybrid H(e)NB)

	Event Type

	Event Time

	Event Date

	Network Identifier

	H(e)NB Identity

	H(e)NB Location 

	Detach type (HeNB only)

	Initiator (of detachment) (HeNB only)

	Switch off indicator (HeNB only)

	


X.4.3
Handover 
This event is generated when 
· a target UE moves from a H(e)NB to another cell (e.g., either another H(e)NB or a cell on the serving PLMN), or

· a target UE moves from another cell (e.g., either another H(e)NB, or a cell on the serving PLMN) to a H(e)NB, or 

· a UE in a Target CSG moves from a H(e)NB to another cell (e.g., either another H(e)NB, or a cell on the serving PLMN), or 
· a UE in a Target CSG moves from a another cell (e.g., either another H(e)NB, or a cell on the serving PLMN) to a H(e)NB, or 
· a UE moves from a target H(e)NB to another cell (e.g., either another H(e)NB, or a cell on the serving PLMN), or 
· a UE moves from another cell (e.g., either another H(e)NB, or a cell on the serving PLMN) to a target H(e)NB.
The elements, shown in Table X, will be delivered to the DF2, if available. 
Table X: H(e)NB Handover
	Observed MSISDN 

	Observed IMSI 

	Observed IMEI

	Observed ME Id

	H(e)NB Identity

	H(e)NB Location

	CSG Identity (if closed or hybrid H(e)NB

	event type

	event date

	event time

	Correlation number

	Network Identifier

	Handover Direction

	Initial cell ID

	Final cell ID

	Serving MME Address (HeNB only)


X.4.4
Target CSG Modification 
This event is generated when a target CSG list for a H(e)NB is modified (i.e., additions, deletions, changes in time limits for temporary member).  The elements, shown in Table X, will be delivered to the DF2, if available.

Table X: Target CSG Modification 

	CSG Identity 

	Event Type

	Event Time

	Event Date

	Network Identifier

	H(e)NB Identity

	Access Method (if known)

	CSG Modifier

	CSG Modification

	CSG Changes

	CSG Manager (if known)

	CSG cells (if known)

	CSG Members


X.4.5
Start of Intercept with Target H(e)NB Active
This event will be generated if interception for a target H(e)NB is started and the target H(e)NB has already been activated.  The elements, shown in Table x, will be delivered to the DF2, if available.

Table x: Start of Intercept with Target H(e)NB Active 
	H(e)NB Identity

	Event Type

	Event Time

	Event Date

	Correlation Number

	Network Identifier

	H(e)NB IP Address

	Security Gateway IP address

	Tunnel Protocol

	ISP Operator Identity

	Attached UEs

	Active Sessions

	CSG Identity (if closed or hybrid H(e)NB) – see Note


Note:  include all CSG Identities that include the H(e)NB.

X.4.6
Start of Intercept with a Target UE or Target CSG active on an H(e)NB

This event will be generated if interception for a target UE is started when the target has already attached and begun getting service from a H(e)NB.  The elements, shown in Table x, will be delivered to the DF2, if available.

Table x: Start of Intercept with Target UE or Target CSG active on a H(e)NB 
	Observed MSISDN 

	Observed IMSI 

	Observed IMEI

	Observed ME Id

	H(e)NB Identity

	CGS Identity (if closed or hybrid H(e)NB)

	Event Time

	Event Date

	Correlation Number

	Network Identifier

	H(e)NB IP Address

	Security Gateway IP address

	Tunnel Protocol

	ISP Operator Identity


X.4.7
Target H(e)NB Activation
This event will be generated when a target H(e)NB is registered and activated.  The elements, shown in Table x, will be delivered to the DF2, if available.

Table xa: Target H(e)NB Activation - SeGW
	H(e)NB Identity

	

	Event Type 

	Event Time

	Event Date

	Correlation number

	Network Identifier

	H(e)NB IP address

	ISP Operator Identity

	Security Gateway IP address

	Tunnel Protocol

	Access Activity (i.e., success or failure)

	Failed tunnel establishment reason


Table xb: Target H(e)NB Activation – H(e)NB GW or MME
	H(e)NB Identity

	H(e)NB Location

	Event Type 

	Event Time

	Event Date

	Correlation number

	Network Identifier

	H(e)NB IP address

	Security Gateway IP address

	HNB Operating Mode (CSG-id, open, closed, hybrid)

	HNB-GW Mux Port (optional)

	H(e)NB Activation Reject Reason – see Note

	Hosting Party Identity (if known)


Note:   Possible H(e)NB registration/activation rejection reasons include network congestion, blacklisted H(e)NB, or unauthorized H(e)NB location.   

X.4.8
Target H(e)NB Deactivation
This event will be generated when a target H(e)NB is deactivated.  The elements, shown in Table x, will be delivered to the DF2, if available.
Table xa: Target H(e)NB Deactivation - SeGW
	H(e)NB Identity

	Event Type 

	Event Time

	Event Date

	Correlation number

	Network Identifier

	H(e)NB IP address

	Security Gateway IP address

	Tunnel Protocol

	ISP Operator Identity

	Initiator (of Deactivation) (H(e)NB or H(e)NB GW)

	Reason (for Deactivation)


Table xb: Target H(e)NB Deactivation – H(e)NB GW or MME
	H(e)NB Identity

	H(e)NB Location

	Event Type 

	Event Time

	Event Date

	Correlation number

	Network Identifier

	H(e)NB IP address

	Security Gateway IP address

	Tunnel Protocol

	ISP Operator Identity

	Initiator (Optional) (H(e)NB or H(e)NB GW)

	Reason (for Deactivation)


X.4.9
Target H(e)NB Reactivation 
This event will be generated when a target H(e)NB is re-activated or revalidated.  The elements, shown in Table x, will be delivered to the DF2, if available.
Table xa: Target H(e)NB Re-activation - SeGW
	H(e)NB Identity

	H(e)NB Location

	Event Type 

	Event Time

	Event Date

	Correlation number

	Network Identifier

	H(e)NB IP address

	Security Gateway IP address

	Tunnel Protocol

	ISP Operator Identity

	Initiator (Optional)

	Reason (for Re-activation)


Table xb: Target H(e)NB Re-activation – H(e)NB GW or MME
	H(e)NB Identity

	H(e)NB Location

	Event Type 

	Event Time

	Event Date

	Correlation number

	Network Identifier

	H(e)NB IP address

	Security Gateway IP address

	HNB Operating Mode (CSG-id, open, closed, hybrid)

	HNB-GW Mux Port (optional)

	H(e)NB Activation Reject Reason – see Note

	Hosting Party (if known)

	ISP Operator Identity

	Initiator (Optional)

	Reason (for Re-activation)


X.4.10

Serving System 

This event will be generated when 
· a target UE moves from a H(e)NB to a non-3GPP network (i.e., WLAN), or

· a member of a target CSG moves from a H(e)NB to a non-3GPP network, or

· a UE moves from a target H(e)NB to a non-3GPP network.

The elements, shown in Table x, will be delivered to the DF2, if available.
Table x: Serving System
	Observed MSISDN

	Observed IMSI

	Observed IMEI

	Observed ME Id

	CSG Identity (if closed or hybrid H(e)NB)

	H(e)NB Identity

	H(e)NB Location

	H(e)NB IP address

	Event Type 

	Event Time

	Event Date

	Correlation number

	Network Identifier

	Serving System


*** END OF MODIFICATION ***
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