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1. Introduction

This document identifies concerns with LI solutions requiring man-in-the middle attacks in order to decrypt traffic.
2. Discussion

SA3LI10_045, Media Plane Security LI Requirements, provides an analysis of LI requirements for end-to-end encryption features proposed for Release 9 in TR 33.828.  Progress of these features is continuing in document 33.mps in SA3 for subsequent releases.
Some of the features, such as that proposed for MIKEY IBAKE, use techniques such as Diffie Hellman to establish session keys that are only known to the communicating parties, so that a LI solution requires a man-in-the-middle (MiTM) attack in order to decrypt the traffic.  Currently the LI concept requires the MiTM attack to be applied only to traffic for which interception is legally authorised.

This creates a problem when intercepted traffic is used as evidence in court.  Evidence may be challenged if the chain of evidence shows that the intercepted traffic has followed a path or process that is different from that which would normally be used.  Testimony may be required from equipment vendors or network operators to support the chain of evidence.  This testimony may reveal details of the LI process that are undesirable from either a business viewpoint or from an LEA perspective.
It is therefore necessary that the LI MiTM attack be applied to all traffic that uses techniques like Diffie Hellman to establish session keys for end-to-end encryption in order to ensure the acceptability of evidence in court.
3. Recommendation

A liaison should be sent to SA3 to say that, where LI solutions require MiTM attacks in order to obtain session keys that are known only to communicating parties, then the MiTM attack process must be applied to all traffic and not just to traffic that is subject to LI in order to make the intercepted traffic acceptable for use in court as evidence.
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