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1. Introduction

This document proposes a few changes/clarification on the version of enhanced TS 33.106 provided as basis for SA3-LI#40.

*** FIRST CHANGE ***
5.1.4
Interception within the Home and Visited Network

The visited network shall intercept only those services that the visited network provides to the target subscriber. Furthermore, the visited network shall not be required to intercept services executed by the home network.

Based upon national regulations, services executed in the home network by a target who is roaming in a different network may be intercepted in the home network.
*** NEXT CHANGE ***
5.2.1.3
Security of processes

The intercept function shall only be accessible by authorised personnel.  Only authorised personnel can be aware that the intercept function has been activated on a target.  No indication shall be given to any person except authorised personnel that the intercept function has been activated on a target.
To be effective, interception must take place without the knowledge of any party to the communication. 
Authentication, encryption, log files and other mechanisms may be used to maintain security in the system. 

CSPs shall ensure that its equipment, facilities, or services that provide a subscriber with the ability to originate, terminate, or direct communications are capable of facilitating authorized communications interceptions and access to intercept related information unobtrusively and with a minimum of interference with any subscriber's telecommunications service and in a manner that protects:

· the privacy and security of communications (both signalling and content of communication) not authorized to be intercepted; and

· information regarding the LEA’s interception of communications.

Audit procedures should have access to accurate logs of administration commands and accesses to functions and interception information.  Log files shall only be accessible by authorised personnel.  
*** NEXT CHANGE ***
5.7
LI Requirements for Encrypted Services

Clause 5.1.2 provides a general description of requirements relating to network applied encryption. The additional requirements in this section do not apply where encryption is provided by the network between any network nodes or UEs (e.g., hop by hop IMS signaling security or End to Access Edge radio bearer encryption), where this encryption does not affect the ability of the core network to perform interception according to the requirements provided by this specification. In addition to the general requirments, the following additonal LI requirements shall apply to network provided and/or network administered end to end or end to middle encryption, where this encryption prevents en-clair capture of communications required to be intercepted. 

1.
When an encryption service is provided by the PLMN, lawful interception shall take place as for a non encrypted communications. 
a.
In addition, encrypted communications shall be decrypted, or the decryption keys and any required associated information (e.g.  roll over counters) shall be provided to the LEMF.
b.
For the specific case where a key server based solution is used, it is a national option for the operator to make keys and any associated information (e.g.  roll over counters) directly available to the LEMF for the decryption of communications.
2.
Interception shall be performed in such a manner as to avoid detectability by the Target or others. In particular:

a.
There shall be no significant difference in latency during call setup or during communications compared to a non intercepted communications.

b.
Interception of a Target shall not prevent the use of key exchange applications which provide a user key confirmation mechanism.

NOTE:
Key confirmation mechanisms such as an authentication string to be exchanged verbally are commonly used to provide additional assurance of authentication.

c.
Should interception fail during a call (or during call setup), the call shall be unaffected.

3.
Where the PLMN operator provides decryption of the communication, it is the operator’s choice where in the network this decryption is performed. However, following decryption, all IRI and CC shall be provided to the LEMF using handover mechanisms as per a non encrypted communication.
4.
An encryption solution shall not prohibit commencement of Interception and decryption of an existing communication.
5.
If key material and any associated information are available, it shall be possible to retrospectively decrypt encrypted communications.
NOTE:
Unless national regulations require otherwise the operator is not required to retain key material or any communications after the end of a communication. 

For requirements in the present clause and clause 5.1.2, the CSP is not obligated to comply with the requirements for any encryption which a Target may use which is outside the control of the CSP (e.g., 3rd party end to end VOIP software).
�This is the text to which the following comment was originally related.  





