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*** Start Modification ***
12.4 Functional requirements for LI in case of trusted non-3GPP IP access

Differently to what happens in E-UTRAN case, in which the user traffic passes through the S-GW and then through the PDN-GW, in case of access to the network through S2a (trusted Non-3GPP access), the PDN-GW is, in case of non roaming and local breakout, located in the VPLMN and is the only possible ICE in 3GPP network. 
Interception in the S-GW and PDN-GW shall be based on NAI or IMSI.

For the delivery of the CC and IRI, the S-GW and/or PDN-GW provides correlation number and target identity to the DF2 and DF3 which is used there in order to select the different LEAs where the product shall be delivered.

The correlation number is unique in the whole PLMN and is used to correlate CC with IRI and the different IRI's of one IP-CAN session. However, when different protocols (i.e. GTP and PMIP) are used in the network, different values can be generated by different nodes
The correlation number shall be generated by using existing parameters related to the IP-CAN session.
NOTE:
If interception has been activated for both parties of the Packet Data communication both CC and IRI will be delivered for each party as separate intercept activity.

*** Next Modification ***
12.4.1.2

Structure of the events

There are several different events in which the information is sent to the DF2 if this is required. The events for interception are configurable (if they are sent to DF2) in the S-GW, PDN-GW or the HSS and can be suppressed in the DF2.

The following events are applicable to the S-GW:

· PMIP attach/tunnel activation;

· PMIP detach/tunnel deactivation;

-
Start of interception with active PMIP tunnel;

The following events are applicable to the PDN-GW:

-
PMIP Attach/tunnel activation;

-
PMIP Detach/tunnel deactivation;

- 
Start of interception with active PMIP tunnel;

-
MIP registration/tunnel activation;

-
DSMIP registration/tunnel activation;

-
MIP deregistration/tunnel deactivation;

-
DSMIP deregistration/tunnel deactivation;

-
Start of interception with active MIP tunnel;

-
Start of interception with active DSMIP tunnel;

-
DSMIP HA Switch;

-
PMIP Resource Allocation Deactivation;

-
MIP Resource Allocation Deactivation.

The following event is applicable to the HSS:


-
Serving Evolved Packet System.

A set of elements as shown below can be associated with the events. The events trigger the transmission of the information from the nodes to DF2. Available IEs from this set of elements as shown below can be extended in the nodes, if this is necessary as a national option. DF2 can extend available information if this is necessary as a national option.

	Observed MN NAI

The Network Access Identifier of the Mobile Node (target identity).

	Observed IMSI

The IMSI of the target subscriber (monitored subscriber)

	Event type

Indicates which type of event is delivered: PMIP attach/tunnel activation, PMIP detach/tunnel deactivation, Start of interception with active PMIP tunnel, MIP registration/tunnel activation, DSMIP registration/tunnel activation, MIP deregistration/tunnel deactivation, DSMIP deregistration/tunnel deactivation, Start of interception with active MIP tunnel, Start of interception with active DSMIP tunnel, DSMIP HA Switch, PMIP resource Allocation Deactivation, MIP Resource Allocation Deactivation, Serving Evolved Packet System.

	Event time

Time of the event generation in the ICE. Time stamp shall be generated relative to ICE internal clock.

	Event date

Date of the event generation in the ICE.

	Correlation number

The correlation number is used to correlate CC and IRI.

	Network Element Identifier

Unique identifier for the ICE reporting the event.

	Lifetime

Indicates the lifetime of the tunnel; must be set to a nonzero value in the case of registration; is set to zero in case of deregistration.

	Failed attach reason

Reason for the failed attach/tunnel deactivation of the target subscriber.

	Access technology type

Indicates the Radio Access Type.

	Handover indicator

Provides information on whether the triggered as part of a handover.

	APN

The Access Point Name used for the connection.

	UE address info

Includes one or more IP addresses allocated to the UE.

	Additional Parameters

Additional information provided by the UE, such as protocol configuration options.

	PDN address(es)

The UE IP address(es) for the PDN connection.

	Home address

Contains the UE Home IP address.

	Home Agent address

Contains the IP address of the Home Agent.

	Requested IPv6 Home Prefix

The IPv6 Home Prefix requested by the UE.

	IPv6 home prefix

The IPv6 home prefix assigned by the PDN GW to the UE.

	Care of Address

The Local IP address assigned to the UE by the Access Network, used as Care of Address for DSMIPv6 over S2c reference point.

	HSS/AAA address
The address of the HSS/AAA triggering the PDN-GW reallocation.

	Target PDN-GW address

The address of the PDN-GW which the UE will be reallocated to.

	Revocation trigger
Contains the cause for the revocation procedure.

	Foreign domain address

The relevant IP address in the foreign domain.

	Visited network identifier

An identifier that allows the home network to identify the visited network [24]


*** Next Modification ***
12.4.3
LI events for trusted Non-3GPP IP access

12.4.3.1
Initial Attach and PDN connection activation with PMIPv6 on S2a
When the Attach or PDN connectivity activation is detected over PMIP at the S-GW, PDN-GW, a PMIP attach/tunnel activation event shall be generated. The following elements will be delivered to the DF2 if available:

	Observed MN NAI

	Observed IMSI

	Event Type

	Event Time

	Event Date

	Correlation number

	Network Element Identifier

	Lifetime

	Failed attach reason

	Access Technology Type

	Handover Indicator

	APN

	UE Address Info

	Additional Parameters


12.4.3.2
Initial Attach and PDN connection activation procedures with MIPv4 FACoA on S2a
When the Attach or PDN connectivity activation is detected over MIP at the PDN-GW, a MIP registration/tunnel activation event shall be generated. The following elements will be delivered to the DF2 if available:

	Observed MN NAI

	Observed IMSI

	Event Type

	Event Time

	Event Date

	Correlation number

	Network Element Identifier

	Lifetime

	Failed attach reason

	Home Address

	Care of Address

	Home Agent Address

	APN


NOTE: As the S-GW has no Home Agent function, the event is not applicable to the S-GW. The use of MIPv4 in roaming case requires Local Breakout (PDN-GW in VPLMN), so LI in the PDN-GW is mandatory in order to intercept in this scenario.

12.4.3.3
Initial Attach and PDN connection activation procedures with DSMIPv6 over S2c

When the Attach or PDN connectivity activation is detected over DSMIP at the PDN-GW, a DSMIP registration/tunnel activation event shall be generated. The following elements will be delivered to the DF2 if available:

	Observed MN NAI

	Observed IMSI

	Event Type

	Event Date

	Event Time

	Correlation number

	Network Element Identifier

	Lifetime

	Requested IPv6 home prefix

	IHome address

	APN

	Care of Address

	Failed attach reason


12.4.3.4
Detach and PDN disconnection with PMIPv6 on S2a

When a Detach or PDN disconnection is detected over PMIP at the S-GW, PDN-GW, a PMIP detach/tunnel deactivation event shall be generated. The following elements will be delivered to the DF2 if available:

	Observed MN NAI

	Observed IMSI

	Event Type

	Event Date

	Event Time

	Correlation number

	Network Element Identifier

	APN

	Initiator


12.4.3.5
Detach and PDN disconnection with MIPv4 FACoA

When a Detach or PDN disconnection is detected over MIP at the PDN-GW, a MIP deregistration/tunnel deactivation event shall be generated. The following elements will be delivered to the DF2 if available:

	Observed MN NAI

	Observed IMSI

	Event Type

	Event Date

	Event Time

	Correlation number

	Network Element Identifier

	Home Address

	Home Agent Address

	Care of address

	Initiator


12.4.3.6
Detach and PDN disconnection with DSMIPv6 on S2c
When a Detach or PDN disconnection is detected over DSMIP at the PDN-GW, a DSMIP deregistration/tunnel deactivation event shall be generated. The following elements will be delivered to the DF2 if available:

	Observed MN NAI

	Observed IMSI

	Event Type

	Event Date

	Event Time

	Correlation number

	Network Element Identifier

	Home Address

	Initiator


12.4.3.7
PDN-GW reallocation upon initial attach on s2c

When a PDN GW reallocation procedure is detected by the PDN-GW, a DSMIP HA Switch event shall be generated. The following elements will be delivered to the DF2 if available:
	Observed MN NAI

	Observed IMSI

	Event Type

	Event Date

	Event Time

	Network Element Identifier

	HSS/AAA address

	Target PDN-GW address


12.4.3.8
PDN GW initiated Resource Allocation Deactivation with S2a PMIP
When a PDN GW initiated resource allocation deactivation is detected by the S-GW/PDN-GW, a PMIP Resource Allocation Deactivation event shall be sent. The following elements will be delivered to DF2 if available
	Observed MN NAI

	Observed IMSI

	Event Type

	Event Date

	Event Time

	Network Element Identifier

	Revocation trigger

	Home Address 

	Care of address

	Correlation number


12.4.3.9
PDN GW initiated Resource Allocation Deactivation with S2a MIP v4

When a PDN GW initiated resource allocation deactivation is detected, a MIP Resource Allocation Deactivation event shall be sent. The following elements will be delivered to DF2 if available
	Observed MN NAI

	Observed IMSI

	Event Type

	Event Date

	Event Time

	Network Element Identifier

	Revocation trigger

	Home Address

	Foreign domain address

	Correlation number


*** End Modification ***
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