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1 Welcome

The Chairman welcomed regular delegates and Terri Brooks and Brian Smith for the first time. He thanked Peter Musgrove for the meeting arrangements.
2 Apologies

Apologies were received from Martin Kässens.
3 Approval of Agenda



SA3LI10_026r1
This was approved.

The Chairman noted that topics may not be handled according to the sequence within the Agenda for the following reasons:

:

· CR’s on one topic for several specifications

· Give delegates the change to update / draft Tdoc’s for the next day

· Availability of necessary/interested delegates

3.1 Code of Conduct:

When attending a 3GPP SA3 LI meeting it is expected that each delegate will give the utmost respect to other delegate’s personal and company possessions. A delegate must not attempt to invade other delegate’s computers or read their papers without explicit permission.

Anyone found violating this trust will be asked to remove himself or herself from the meeting. The offending person will not be welcomed at future meetings and SA3 LI will request the company send another delegate.

For your information, a method of protecting your computer from piracy may be found at:

http://www.Brookson.com/gsm/howto.htm
3.2 IPR Call Reminder

The Chairman reminded delegates of their company's obligations under their SDO's IPR policies:

The attention of the delegates to the meeting of this Technical Specification Group was drawn to the fact that 3GPP Individual Members have the obligation under the IPR Policies of their respective Organizational Partners to inform their respective Organizational Partners of Essential IPRs they become aware of.

The delegates were asked to take note that they were thereby invited:

-
to investigate whether their organization or any other organization owns IPRs which were, or were likely to become Essential in respect of the work of 3GPP.

-
to notify their respective Organizational Partners of all potential IPRs, e.g., for ETSI, by means of the IPR Statement and the Licensing declaration forms (http://webapp.etsi.org/Ipr/).

There were no IPR calls from meeting delegates.

4 Last meeting report Sophia Antipolis

SA3LI10_027
This was approved.

4.1Review Action Points

	Number
	Name
	Action Item
	Status

	AP07-07
	Bernhard, Jean T and Alex
	Investigate VCC correlation using call id and p-charging vectors
	Ongoing-proposal is to use this method but detail needed – to be included in WI for Rel-9 (Chairman notes original definition had changed) 

	AP08-05
	All
	Propose solutions for call forwarding
	Ongoing

	AP09-04
	All
	Review 33.106
	Closed – Tdoc 42 and others address

	AP10-01
	Jean Trakinat and Gábor Ungvári
	Monitor and report when TR 23.889 LCLS becomes a TS
	Ongoing


5 Reports of other bodies which are relevant to SA3-LI

5.1 
SA#47 Vienna
At the plenary all CRs from the last meeting were approved resulting in the following latest versions of documents:

TS 33.108 V8.10.0 / TS 33.108 v9.2.0
The Chairman was present at the Vienna meeting and reported on discussion about the SA3 LI WID for Rel-10 which groups a number of topics together. Within 3GPP it is normal to have one WID per topic but the SA3 LI way works and the administrative overhead is minimised no reason to change is seen.

Alex Leadbeater said LI is still missing for some features and it would be good to remind SA that LI work depends on contributions from members. George Babut emphasised the need to inform SA of LI progress and the Chairman said he would produce a short summary of each meeting for SA.

5.2 
SA WG3 

Alex Leadbeater reported on the meeting the previous week:

Work progresses on LCLS and there is a view that LI specific signalling may need to be secured. SA3 is looking to SA3-LI for advice on whether this is required.  The Chinese algorithm ZUC will appear in public in June. Mobile malware is on the increase with reports of MMS attacks in the press. Media Security discussions continue and the WI has been reopened. Other candidate solutions may be considered from June on. PUCI discussions on spam mobile malware prevention may have LI applicability in the future. NIST has issued a security warning of SHA1 weaknesses and has advised against its use as a hashing algorithm.
5.3 ETSI TC LI

SA3LI10_050 
Liaison Report from TC LI to SA3-LI NY
TC LI Chair

In this document Peter van der Arend updated SA3-LI on activity in ETSI TC LI. There was continued discussion about the EPS additions to TS 101 671 on whether to import from or make reference to the 33.108 ASN.1. A final decision is to be made.

5.4 
TISPAN WG 7

There was no formal report other than that recorded in the TC LI document but it was noted that there is a new Chairman, Paolo de Lutis from Telecom Italia.
5.5
WTSC-LI 

Peter Musgrove said the group had agreed to hold a letter ballot by December 2010 on LI for PoC, one of their main topics. On the Canadian additional location requirements, they plan to finish off the document before a ballot in the summer. Progress has been made on the delta documents for North America in the last two meetings. He noted two new topics of interest for which no Work Item currently exists. They are North American specific requirements for Femtocells and the Dynamic Triggering work being carried out in ETSI TC LI.

5.6 ATIS PTSC LAES 

Terry Jacobson reported the following:

· Significant progress was made on the development of the Technical Report on LAES for Advanced VoP Conferencing Services. This document is scheduled to be completed and approved for Letter Ballot at the next PTSC meeting.

· The “LAES for Next Generation Networks (NGN)” standards development project may be ended if these are no significant contributions for this project at the next PTSC meeting.

· Law Enforcement has requested new LI capabilities for the ATIS “Lawfully Authorized Electronic Surveillance (LAES) for Internet Access and Services” Standard (ATIS-1000013). The requested enhancements to this packet data intercept standard includes the addition of the payload size (byte count) when packet header information or packet header summary information is reported as IRI. There was no consensus that the payload size is IRI information and discussions are continuing on this topic.

· The next PTSC-LAES Subcommittee meeting is during the week of the August 9-13 PTSC Committee meeting in Vancouver, British Columbia Canada.

5.7
TIA TR-45.8 Lawful Interception Group

Terry Jacobson provided the following report:

· Gary Pellegrino is the acting Chair of the TR-45.8 LIG.

· Development of the study document on LAES for cdma2000 Femtocells continues. There are no other active projects for the LIG at this time.
5.8
Wimax Forum

Jean Trakinat reported that the Forum is now working on Release 2.0 of their specifications which includes LI details.

5.9
PacketCable

No report.
5.10
Other bodies

No report.
6 Incoming liaisons

SA3LI10_028 
Reply LS on Use cases for cell change indication from MME to E-SMLC
RAN WG2
Terri Brooks said the title of the LS was confusing and in essence the issue is whether a target under surveillance might become aware of this as a result of UE-involved actions. This is clearly undesirable and Jean Trakinat agreed to write an outgoing LS to RAN WG2 expressing this view. The LS was agreed as SA3LI10_052r1.
SA3LI10_029 
LS on progress of LCLS in CT4
CT4 meeting #47bis

SA3LI10_030 
Reply LS on the Local Call Local Switch Feasibility Study
GERAN WG2 Meeting #44bis

SA3LI10_031 
LS on the Progress of the Local Call Local Switch Feasibility Study
CT4 Meeting #48
SA3LI10_053
Reply LS on the Local Call Local Switch Feasibility Study
GERAN Plenary #45

The above four documents were taken at SA3 the previous week. Gabor Ungvari said there were no LI issues and they were noted.

7 GSM LI documents

The Chairman said that the following historic GSM documents are still under the control of SA3 LI: 

7.1 3GPP TR 41.033 V9.0.0 (2009-12)  old 01.33
3rd Generation Partnership Project;

Technical Specification Group Services and System Aspects;

Digital cellular telecommunications system (Phase 2+);

Lawful Interception requirements for GSM

(Release 9)

7.2 3GPP TS 42.033  v9.0.0 old 02.33
3rd Generation Partnership Project;

Technical Specification Group Services and System Aspects;

Digital cellular telecommunications system (Phase 2+);

Lawful Interception - stage 1

(Release 9)

7.3 3GPP TS 43.033  v9.0.0 old 03.33
3rd Generation Partnership Project;

Technical Specification Group Services and System Aspects;

3G Security;

Lawful Interception;

Stage 2

(Release 9)

8 TS 33.106  Rel. 8

8.1 Release 8
33.106v8.1.0

No input

8.2 Release 9
33.106v9.0.0

No input

8.3 Release 10
33.106v9.0.0

SA3LI10_032r2 
Media Plane Security LI requirements
BT Group
In this discussion paper prompted by AP09-04 Alex Leadbeater presented a list of five requirements to be used as a basis for a CR on 33.106. He felt the new detailed requirements will assist SA3 in fully understanding the needs of LI. Terry Jacobson asked for confirmation that clause 5 was not referring to Retained Data. This was given. George Babut argued that a KMS would be in the operator’s domain and could not be shared with LEAs, even as a national option. This was noted. Based on the discussion, Alex tabled the following CR:

SA3LI10_039r3 
33.106 Encryption Requirements
BT Group

After much discussion and the addition of clarifications and notes, this was approved as SA3LI10_039r5.
SA3LI10_042
33.106 Revision


TPS

In this document, Jean Trakinat addressed AP09-04 in making a number of proposals for revising 33.106. She looked for feedback before raising CRs. There was general support from the meeting that this would better inform other 3GPP groups and aid them to consider LI aspects in their designs. The Chairman thanked Jean for her work and asked her over the next few meetings to draw together a comprehensive CR on 33.106. This could start off as a pseudo CR and added to until approved.

SA3LI10_043
33.106 CR H(e)NB


TPS

Following on with the theme of providing more detail in 33.106, Jean Trakinat presented this CR based on her discussion document in Sophia Antipolis.

It was noted that LIPA/SIPTO requirements were included for the first time and there was a query about the proportionality of targetting a H(e)NB as opposed to an individual. However this also applies to any fixed line.

There was some doubt about Closed Subscriber Group (CSG) details and this was left for further study. After further discussion the CR was approved as SA3LI10_043r2 and the Chairman asked Gabor Ungvari to prepare an outgoing Liaison Statement for SA2 and SA5. This would copy this CR to the other groups for review and was agreed as

SA3LI10_056r2
LS on H(e)NB related requirements 


SA3-LI
SA3LI10_044
33.106 CR CAT/CRS


TPS
This CR was withdrawn and replaced by the following two CRs separately detailing the CAT and CRS requirements.
SA3LI10_054
33.106 CR CAT



TPS
There was discussion about sending the content information by IRI delivery as files could be large and better sent as CC. With some wording change, the CR was approved as SA3LI10_054r1.
SA3LI10_055
33.106 CR CRS



TPS
With similar wording changes as before and corrections to the cover sheet, this was also approved as SA3LI10_055r1.

The Chairman asked for stage 2 contributions for the next meeting and also asked Gabor Ungvari to prepare an output Liaison Statement attaching the previous two CRs to inform other groups of the LI requirements. This was agreed as

SA3LI10_057
LS on CAT and CRS related LI requirements 


SA3-LI
agreed
9 TS 33.107 Rel. 8 and Rel. 9

9.1. Release 8
33.107v8.10.0
No input
9.2. Release 9
33.107v9.0.0
SA3LI10_033 
Typo correction in IMS Conference text
Nokia Siemens Networks

With cover sheet changes, this was approved as SA3LI10_033r1.

9.3 Release 10
33.107 v 9.0.0
SA3LI10_034 
Reporting of Dual Stack PDP address from the SGSN
Ericsson
After a small change in describing IPv4v6 this was agreed as SA3LI10_034r1.
SA3LI10_036 
Add support to KMS-based media security based on KMS PUSH solution
ZTE Corporation

SA3LI10_038 
Add support to KMS-based media security based on DF2 PULL solution
ZTE Corporation
After the discussion in 12.3 on IMS media plane security, the above two CRs were withdrawn.

SA3LI10_046
33.107 CR CAT/CRS

TPS
The Chairman thanked Jean Trakinat for presenting this CR in order to start the stage 2 process but said it was not in a position to agree at this meeting. For the next meeting she offered to split into separate CRs for each service as for the stage 1 CRs. There was general agreement for the events described although Alex Leadbeater said correlation for the service needs to be considered.
10 TS 33.108 Rel. 8, 9 and Rel. 10
10.1 Release 8
33.108 v 8.10.0
SA3LI10_047 
ASN.1 Description of eps-sending-of-IRI Subdomain ID
 Alcatel-Lucent

Approved as SA3LI10_047r2.
10.2 Release 9
33.108 v 9.2.0

SA3LI10_041 
ASN.1 Description of eps-sending-of-IRI Subdomain ID
 Alcatel-Lucent

Approved as SA3LI10_041r2.
10.3 Release 10
33.108 v 9.2.0

SA3LI10_035 
Reporting of Dual Stack PDP address from the SGSN 
Ericsson
Was handled with SA3LI10_034.
Approved as SA3LI10_035r1.
11 Relevant standards for consideration

The Chairman provided the following list of references to new work going on in 3GPP:

11.1 IMS media plane security

TR 33.828 V 9.0.0 IMS media plane security
SA 3
http://www.3gpp.org/ftp/Specs/archive/33_series/33.828/33828-900.zip
TS 33.328 V 9.1.0 IMS media plane security
SA 3
http://www.3gpp.org/ftp/Specs/archive/33_series/33.328/33328-910.zip
11.2 Customized Alerting Tones (CAT)

TS 22.182 Customized Alerting Tones (CAT) Requirements; Stage 1

http://www.3gpp.org/ftp/Specs/archive/22_series/22.182/22182-920.zip
TS 22.183 Customized Ringing Signal (CRS) Requirements; Stage 1

http://www.3gpp.org/ftp/Specs/archive/22_series/22.183/22183-910.zip
TR 22.982 Study of Customized Alerting Tone (CAT) requirements

http://www.3gpp.org/ftp/Specs/archive/22_series/22.982/22982-900.zip
TR 23.872 Study on Architecture of IMS based Customized Alerting Tones (CAT)

http://www.3gpp.org/ftp/Specs/archive/23_series/23.872/23872-800.zip
TS 24.182 IP Multimedia Subsystem (IMS) Customized Alerting Tones (CAT) 
http://www.3gpp.org/ftp/Specs/archive/24_series/24.182/24182-940.zip
TS 24.183 IP Multimedia Subsystem (IMS) Customized Ringing Signal (CRS)
http://www.3gpp.org/ftp/Specs/archive/24_series/24.183/24183-910.zip
TR 29.882 Customized Alerting Tones (CAT) in the 3GPP CS domain

http://www.3gpp.org/ftp/Specs/archive/29_series/29.882/29882-801.zip
11.3 Femtocell / Home NodeB

TS 22.220 V10.2.0 Service requirements for Home NodeBs and Home eNodeBs SA 1
http://www.3gpp.org/ftp/Specs/archive/22_series/22.220/22220-a20.zip
TR 23.830 V9.0.0 Architecture aspects of Home NodeB and Home eNodeB SA 2

http://www.3gpp.org/ftp/Specs/archive/23_series/23.830/23830-900.zip
11.4 IMS services in local breakout and optimal routeing of media

TR 23.894 V10.0.0 Technical Specification Group Services and System Aspects; System enhancements for the use of IMS services in local breakout and optimal routeing of media
http://www.3gpp.org/ftp/Specs/archive/23_series/23.894/23894-a00.zip
11.5 Correlation for Voice Call Continuity

TS 23.216 V9.3.0 Single Radio Voice Call Continuity (SRVCC); Stage 2 (Release 9)

http://www.3gpp.org/ftp/Specs/archive/23_series/23.216/23216-930.zip
12 Continued Discussion and New Business

12.1 Dynamic Triggering

The following latest ETSI TC LI documents on this topic were tabled:

SA3LI10_049 LI(10)0060 Dynamic_Triggering_DTS_102_677 v041
SA3LI10_048 LI(10)0050_Dynamic_Triggering_TS_102_677v031 marked up version
Peter Musgrove asked if his WTSC group could put comments and requests directly to ETSI. As Chairman of ETSI TC LI, Peter van der Arend said he would welcome such interaction as the specification is not frozen yet. Peter Musgrove asked if there were any plans for 3GPP submission. Bernhard Spalt said this would be down to members.

Alex Leadbeater, the Rapporteur, said that to make use of DT, SA3 LI would need to reference the specification and then specify where and how the functions map into the 3GPP architecture.

12.2 CAT & CRS

No input additional to the CRs already presented.

12.3 IMS media plane security

SA3LI10_037 
Discussion paper on the LI solution for KMS-based encryption media

ZTE Corporation
SA3LI10_040 
Discussion on LI consideration on KMS-based solution and further study suggestion from SA3
ZTE Corporation
Vincent presented the above two documents the second of which was first taken at SA3 #58 in Xian in February. In this he proposed a change to the SA3 document TS33.328 adding a security enhancement to prevent bypass of the interception access point. The document was noted.
In SA3LI10_037 Vincent proposed in a discussion paper two LI solutions for KMS based media security. He asked the meeting if there was a preference for the Push or Pull solution. Alex Leadbeater suggested that Push would require a major architectural redesign. The majority view was that the Pull option was preferable.
The Chairman thanked Vincent for his document which was noted. This was the first proposal for KMS-based media security and he asked for more contributions from the group placing this action:
	AP10-02
	All
	Propose LI solutions for media security
	New


He felt it was premature to proceed with the CRs in Tdoc 36 and 38 relating to the above at this stage and they were withdrawn.
SA3LI10_045
IMS Media Plane Security

TPS 

Jean Trakinat presented a detailed review of the LI aspects of the various methods proposed by SA3 in TS 33.828 to provide media plane security.
Alex Leadbeater said that the Otway Rees and IMS AKA methods have been dropped by SA3 but that the Work Item has been reopened and there may be a need to consider other solutions. He felt the document complemented the agreed CR SA3LI10_039r5 on media security requirements in 33.106.
The Chairman thanked Jean for the review and said that her recommendations were addressed in AP10-02 and the document was noted.

SA3LI10_51
LI security requirements example


PIDS

In this document Koen Jaspers provided the group with an English translation of the Dutch LI security requirements for reference. It is now being extended for Data Retention.
13 Review meeting output / agreed

The following documents were agreed as CRs:

SA3LI10_039r5

SA3LI10_033r1

SA3LI10_034r1

SA3LI10_035r1
SA3LI10_041r2
SA3LI10_054r1

SA3LI10_055r1

SA3LI10_043r2

SA3LI10_047r2
14 Outgoing Liaisons

SA3LI10_052r1
SA3LI10_056r2
SA3LI10_057
15 Future Meeting dates and venues

	Organization
	Date
	Venue
	Host
	Notes

	SA3 #60
	28 Jun-02 Jul ‘10
	
	
	

	SA 3 LI#38
	7. - 9. Sep. ’10 
	Tallinn
	EF3
	

	TC LI#25
	21-23 Sep. ‘10
	St Petersburg
	ZNIIS
	

	SA#49
	20-23 Sep ‘10
	
	
	

	SA 3 LI #39
	9 - 11 Nov.’10
	USA
	
	

	SA3 LI#40
	1-3 Feb 11
	
	
	Proposed

	SA3 LI#41
	10-12 May 11
	
	
	Proposed

	SA3 LI#42
	30Aug – 1 Sept 2011
	
	
	Proposed

	SA3 LI#43
	15-17 Nov 2011
	
	
	Proposed
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Annex B
List of actions

	Number
	Name
	Action Item
	Status

	AP07-07
	Bernhard, Jean T and Alex
	Investigate VCC correlation using call id and p-charging vectors
	Ongoing-proposal is to use this method but detail needed – to be included in WI for Rel-9 (Chairman notes original definition had changed) 

	AP08-05
	All
	Propose solutions for call forwarding
	Ongoing

	AP10-01
	Jean Trakinat and Gábor Ungvári
	Monitor and report when TR 23.889 LCLS becomes a TS
	Ongoing

	AP10-02
	All
	Propose LI solutions for media security
	New
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