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Decree of 28 October 2003, containing rules relating to security measures to be taken by providers of public telecommunication networks or public telecommunications services in relation to data on tapping and recording telecommunication lines (Decree on security of data on telecommunication lines tapped)
We Beatrix, by the grace of God, Queen of the Netherlands, Princess of Orange-Nassau, et cetera.
Pursuant to the proposal from the Junior Minister for Economic Affairs of 15 May 2003, no. WJZ/03/02344, also submitted on behalf of Our Minister of Justice, Our Minister of Home Affairs and State Relations and Our Minister of Defence; 

Having regard to the provisions of Sections 13.2.3 and 13.5.2 of the Dutch Telecommunication Act;
Having obtained the opinion of the Council of State (opinion of 10 July 2003, no. W10.03.0182/II);
Having regard to the further report from the Minister of Economic Affairs of 22 October 2003, no. WJZ 3057391, also submitted on behalf of Our Minister of Justice, Our Minister of Home Affairs and State Relations and Our Minister of Defence; 

Have approved and hereby order as follows:
Article 1
The following definitions will apply in this Decree:
a.
the Act: the Telecommunication Act (Telecommunicatiewet);
b.
provider: a provider of a public telecommunication network or a public telecommunication service;
c.   competent authority:
1°.
the public prosecutor or the investigating officer appointed by the regional head of police for his police force or by the head of another investigation service for his force;
2°.
the head of the Dutch General Intelligence and Security Service (AIVD) or the official appointed by him;
3°.
the head of the Dutch Military Intelligence and Security Service (MIVD) or the official appointed by him;
d.   special instruction: an instruction for tapping or recording a telecommunication line. 

Article 2
1.
The provider will arrange to take all necessary security measures in order to prevent unauthorized access to the following data and intelligence:
a.   the data provided by a competent authority to the provider in the context of co-operating in the implementation of a duly given special instruction or permission under the Dutch Intelligence and Security Services Act 2002 (Wet op de inlichtingen- en veiligheidsdiensten 2002) for tapping or recording any telecommunication line;

b.   the intelligence provided to a competent authority by the provider under section 13.4 of the Act, as well as the intelligence contained in the underlying request to provide the same or in the relevant demand for intelligence by the competent authority in question.

2.
The measures specified in paragraph 1 must include at least the following:
a.   measures aimed at anyone employed by the provider;
b.   measures aimed at access to the buildings and rooms in which the data and intelligence can be found;

c.   measures aimed at the reliable operation and security of the information system in which the data and intelligence are processed;

d.   measures aimed at the prevention, identification and investigation of any unauthorized breach of the confidentiality of the data and intelligence;

e.   measures in the event of any contingency.

3.
The measures specified in paragraphs 1 and 2 will in any event include the measures specified in the appendix to this Decree.
Article 3
1.
The provider will prepare a security plan specifying the manner in which it has fulfilled its obligation to take security measures. The security plan will specify, as a miminum, the manner in which the measures specified in the appendix have been implemented.
2.
Upon a request to that effect from the competent authority, the provider will allow the scrutiny of the security plan.
Article 4
1.
[This paragraph is not yet operational.]
2.
The provider will ensure that responsibility for carrying out the special instructions defined in Section 13.2.1 and 13.2.2 of the Act and fulfilling the obligation to provide intelligence as contained in section 13.4.1 and 13.4.2 of the Act is not given to anyone unless they have submitted a the provider a good conduct certificate (verklaring omtrent het gedrag) as defined in the Dutch Judicial Documentation and the Good Conduct Certificates Act (Wet op de justitiële documentatie en op de verklaringen omtrent het gedrag). The first sentence does not apply if the individual concerned is in a position of trust as defined in the first paragraph.
Article 5
The provider will immediately inform the relevant competent authority of any unauthorised breach of the confidentiality of any type of data or intelligence specified in article 2.1. In so doing, the provider will specify:
a.   the data or intelligence concerned;

b.   the manner in which the breach occurred;

c.   the measures taken to counter the further dissemination of said data or intelligence and to prevent repetition of the occurrence.

Article 6
The provider will ensure that the members of staff entrusted with:
a.   the work involved in carrying out a duly given special instruction or permission under the Intelligence and Security Services Act 2002, as defined in Section 13.2.1 and 13.2.2 of the Act, and

b.   the work associated with the provision of intelligence defined in Section 13.4 of the Act,

observe confidentiality in relation to this work and the data and intelligence they learn of in that context.
Article 7
1.
If the provider subcontracts the performance of work to a third party and that third party learns or can learn of data and intelligence defined in article 2.1 in that context, the provider will ensure that the third party undertakes:
a.   to secure the relevant data and intelligence against disclosure to unauthorised parties;

b.   to observe confidentiality in relation to the relevant data and intelligence;

c.   to comply with any measures imposed under this Decree;

d.   to provide all information necessary for supervising compliance with the obligations of security and confidentiality.

2.
The obligations of the third party defined in paragraph 1 will be laid down in a written agreement between the provider and the third party. Upon a request to that effect from the competent authority, scrutiny of the agreement will be allowed.
3.
The provider is responsible for the third party’s fulfilment of the obligations specified in paragraph 1.
Article 8
The articles in this Decree will come into operation on such date as may be determined by royal decree, and separate dates may be set for separate articles or parts thereof.
Article 9
This Decree may be cited as: Decree on security of information from telecommunication lines tapped. 

We charge and order that this Decree should be placed in the State Bulletin of Acts and Decrees with the explanatory notes pertaining thereto.
The Hague, 28 October 2003
Beatrix
The Minister of Economic Affairs,
L. J. Brinkhorst
The Minister of Justice,
J. P. H. Donner
The Minister of Home Affairs and State Relations,
J. W. Remkes
The Minister of Defence,
J. P. H. Donner
Issued on the twenty-fifth day of November 2003
The Ministry of Justice
J. P. H. Donner


Appendix referred to in article 2.3 of the Decree on security of information from telecommunication lines tapped
I.  General security requirement
An employee will be made responsible for supervising the implementation of and compliance with the security measures. To that end, said employee will carry out regular checks and record the results thereof.
II. Security requirements in relation to staff members
a. 
The job description of staff members entrusted with the processing of such data and intelligence will 


specify the responsibility for the security of data and intelligence.

b.
Staff members coming into contact with the data and intelligence will sign a confidentiality agreement.

c.
Only those staff members entrusted with the processing of the data and intelligence in accordance with their job descriptions will have access to said data and intelligence.

III. Physical security and security of the environment
a.
To the extent possible, the data and intelligence will be concentrated within one room.

b.
The room in which the intelligence and data are present will be duly physically secured.

c.
Physical security will be organized in such a way that unauthorised access and attempts to obtain the same are detected and action is taken in time.

d.
Access to the room in which the data or intelligence is situated will be permitted to duly authorized individuals only, to the extent that this is required in the line of their duty.

e.
Entering and leaving the room must be regulated in such a way that it is can later be checked and traced at an individual level.

f.
Documents or removable data storage media containing the intelligence and data will be stored in reliably secured storage facilities.

g.
Individuals entrusted with maintenance and repair work in the room containing the data and intelligence will be accompanied by in-house authorized staff members.

IV. Management of communication and service processes
a.
The status/classification of intelligence and data (state secret or confidential) must be clear at any time.

b.
Reproduction of the data or intelligence is only permitted by duly authorized staff members, and only to the extent required for the proper fulfilment of the special instruction or permission under the Intelligence and Security Services Act 2002, as defined in Section 13.2.1 and 13.2.2 of the Act, or a request pursuant to Section 13.4 of the Act.

c.
The data or intelligence will not be taken outside their usual room unless required for the proper progress of work. In such cases, the location of the intelligence or data will be logged.

d. 
Removal or destruction of intelligence and data will be irreversible. A report will be prepared on the removal or destruction, with a copy forwarded to the relevant competent authority or to any body appointed by that authority.

V.  Security of access to computer-based information systems

a. 
Access to computer-based information systems in which the intelligence and the data are processed will be reliably secured, including the use of individual authentication.

b. 
Logical security will be organized in such a way that unauthorised access and attempts to obtain the same are detected and action is taken in time.

c.
The number of failed log-in attempts will be limited to three. Exceeding that number of failed log-in attempts will result in absolute blocking, which may only be lifted by the employee specified in part I of this appendix. The foregoing provisions do not apply to the system manager, provided that following three failed log-in attempts a renewed log-in attempt may only take place via an emergency account and individual authentication, permission for the use of which must be obtained from the employee specified in paragraph I of this appendix.

d. 
The computer-based system in which the data and intelligence are processed will not be left unattended unless a manual or automatic access security mechanism is put into operation.

e.
Any transaction in relation to the processing of intelligence and data in the computer-based information system will be recorded with links to individuals in order to facilitate investigation.

f.
Access to the computer-based information system will be reserved exclusively to duly authorized personnel.

g. 
User access rights will be reviewed from time to time.

h. 
Authorisation to any user will be recorded.

VI. Development, maintenance and repair of computer-based information systems

a. 
It must be possible to check all hardware, software or procedural changes that may affect the security of the data and intelligence, i.e. known to and assessed as acceptable by or on behalf of the provider.

b.
Maintenance of computer-based information systems will take place on-site to the extent that such systems provide access to data and intelligence.

c.
Notwithstanding the provisions in paragraph b above, remote maintenance of computer-based information systems is permitted provided that it is carried out by duly authorized individuals as defined in part II of this appendix, at times permitted by the employee specified in part I(a) of this appendix, and under demonstrably adequate safeguards being in place for maintaining the security level of the data and intelligence.

d.
Repair to the computer-based information system processing the intelligence and data will be carried out on-site. The provisions of the preceding sentence may be departed from if the intelligence and data have been removed and cannot be recovered. 

