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Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Lawful Interception (LI).
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EDITOR’S NOTE: Areas for further study are marked in yellow and will be resolved or removed from the TS prior to initial publication.
EDITOR’S NOTE: Text marked in RED is used for editorial or placeholdering purposes only and will be removed prior to initial publication.
1
Scope

The present document specifies the requirements for lawful interception where lawful interception of the communication cannot rely on a fixed, or known in advance relationship between identities and addresses used in different domains (e.g. service and transport domain), for determination of the traffic to be intercepted within each domain (i.e. traffic to be delivered as Intercept Related Information (IRI) across Handover Interface port 2 (HI2) and traffic to be delivered as Content of Communication (CC) across Handover Interface port 3 (HI3)). As this fixed relationship becomes less commonplace or difficult to reconcile, dynamic methods of lawful interception invocation are required. The dynamic methods defined in the present document define the relationship between "target identity" aware domains (e.g. service domain) and other domains (e.g. transport domain).

The present document defines a framework and architecture for achieving dynamic invocation of CC. The functions defined in the present document are intended to be re-usable in any generic service domain and transport network scenario requiring the use of dynamic activation of lawful interception. The framework and architecture in the present document when included within specific service domain standards (e.g. 3GPP IMS) and transport network standards provides a consistent and inter-operable approach to dynamic triggering across multiple technology standards and/or multiple operators. The present document enhances other LI specifications to provide interoperability across different technologies or domains. 

The present document provides specifications for dynamic triggering but intentionally does not mandate how and where interception should occur within the service or transport network domain. Other standards bodies or groups adopting the Dynamic Triggering architecture are required to define how applicable functions within this architecture best fit into their technical architecture standards. This allows for maximum flexibility in adoption of this standard and minimises any restrictions on the use of the present document in scenarios not specifically considered within the present document.
The present document assumes the necessary legal frameworks are in place to allow the use of dynamic triggering in both single and multiple operator domains. Any legal issues concerning the use of dynamic triggering are outside the scope of the present document.

2
References

References are either specific (identified by date of publication and/or edition number or version number) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· Non-specific reference may be made only to a complete document or a part thereof and only in the following cases: 

· if it is accepted that it will be possible to use all future changes of the referenced document for the purposes of the referring document; 

· for informative references.

Referenced documents which are not found to be publicly available in the expected location might be found at http://docbox.etsi.org/Reference.

NOTE:
While any hyperlinks included in this clause were valid at the time of publication ETSI cannot guarantee their long term validity.

2.1
Normative references

The following referenced documents are indispensable for the application of the present document. For dated references, only the edition cited applies. For non-specific references, the latest edition of the referenced document (including any amendments) applies.

[1]


[2]


[3]


[4]


[5]


2.2
Informative references

The following referenced documents are not essential to the use of the present document but they assist the user with regard to a particular subject area. For non-specific references, the latest version of the referenced document (including any amendments) applies.

Not applicable. 
or 
[i1]


[i2]


3
Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the following terms and definitions apply:

Activation (Warrant): The applying of a warrant to a specific LI node by the admin system or CCTF, providing the authorisation to perform interception. 

Content of Communication Triggering Function (CCTF): The logical function responsible for controlling the invocation and revocation of CC LI.

Deactivation: The cessation of lawful interception in an LI node directly as a result of actions by the admin system in relation to a warrant.

Dynamic Triggering: The dissemination of an interception obligation for a certain target’s communication between network elements. Typically these network elements will belong to the same network, and be under the control of a single network operator. Alternatively, the interception obligation may pass from one network operator to another network operator within the same jurisdiction. The network elements may have been supplied by different vendors.

Dynamic Triggering Command: A message sent between functions involved in dynamic triggering to invoke or revoke CC LI for a specific communication. Command can be either invocation or revocation. 

Gateway Triggering Originating: The logical security gateway function responsible for communicating with the TTP and/or networks receiving the triggering commands. In addition the gateway is responsible for hiding the other internal dynamic triggering network functions (e.g. CCTF and TOF) from any entity external to the originating operator’s network. 

Gateway Triggering Receiving: The logical security gateway function responsible for receiving triggering commands from the TTP and/or networks originating the triggering commands. In addition the gateway is responsible for hiding the other internal dynamic triggering network functions (e.g. CCTF and TRF) from any entity external to the receiving operator’s network.
Internal Intercept Function (IIF): The network function, comprised of physical and logical locations within the network, responsible for the isolation and access of the content of communication and intercepts related information. In the case where Dynamic Triggering is enabled in a network, the IIFs interface with the Triggering Origination and Triggering Receiving Functions to transmit or receive target identities and other information which enable Dynamic Triggering to occur.

Invocation: The entering of the target ID in the network element(s) that will be involved in the target communication. For IRI interception this will be directly as a result of actions by the admin system in relation to a warrant. For CC this is as a result of a dynamic triggering command being received and is communication session specific.

IP-CAN: IP-Connectivity Access Network. The collection of network entities and interfaces that provides the underlying IP transport connectivity between the UE and the Service Domain (e.g. IMS).

NOTE:
An example of an "IP-Connectivity Access Network" is GPRS.
Law Enforcement Agency (LEA): Organization authorized by a lawful authorization based on a national law to receive the results of telecommunications retained data.

Provisioning (Warrant): The initial entering of the target in the admin system directly in relation to a specific warrant. This includes warrant start/end, date/time.

Revocation: The termination of interception at an LI node resulting from a dynamic triggering revocation command being received. 

NOTE:
This is the deleting of the IP Addresses or media stream IDs from the CC LI node which were provided in a Dynamic Triggering Invocation command.
Security Domain: An environment defined by a single set of security policies, including a set of people, equipment, facilities, data, and procedures that may also share a common trust level for authentication, authorization or session management.
NOTE:
The LEA Domain, different CSP Domains (e.g., “Operator X Service Domain”, “Operator X IP-CAN Domain”), and the TTP Legal Domain are examples of different Security Domains.
Service Domain: The logical domain within an operator which is responsible for communications service control.
NOTE:
The 3GPP IP Multimedia Subsystem (IMS) is an example of such a Service Domain. 

Transport Domain: The physical domain(s) used to provide the communications service users with access to the Service Domain and provide End to End connectivity between users of a communication service. The term Transport Domain can include both Core and Access networks and is not specifically limited to IP-CANs.

Triggering Origination Function (TOF): The network function, node or element responsible for originating the Dynamic Triggering command, in response to user communication events.
Triggering Receiving Function (TRF): The network function, node or element receiving the Dynamic Triggering command and responsible for invoking or revoking of Content of Communication interception. The command may be received from either TOF or CCTF and the Triggering Receiving Function is not necessarily the actual node/function which will perform the physical CC interception.
Trusted Third Party (TTP): The Trusted Third Party provides a DT Command authorisation and checking function. The TTP exists in its own legal domain and is authorised by the responsible national authority (directly or on behalf of) as part of the national legal framework required to support dynamic triggering.
3.2
Abbreviations

For the purposes of the present document, the following abbreviations apply:

3GPP
3rd Generation Partnership Project

AF
Administration Function

ASN.1
Abstract Syntax Notation One
AS
Application Server
CAN
Connectivity Access Network

CC
Content of Communication

CCCI
Content of Communication Control Interface
CC-IIF
Content of Communication -Internal Intercept Function
CCTF
Content of Communication Triggering Function

CCTI
Content of Communication Triggering Interface

CS
Circuit Switched

CSCF
Call Session Control Function

CSP
Communication Service Provider

DSL
Digital Subscriber Line

DSA
Digital Signature Algorithm

DSS
Digital Signature Standard

DT
Dynamic Triggering

DTC
Dynamic Triggering Command

DTCN
Dynamic Triggering Correlation Number

GPRS
General Packet Radio Service

GSM
Global System for Mobile communications

GTO
Gateway Triggering Originating

GTR
Gateway Triggering Receiving

HI
Handover Interface

IIDTI
Internal Inter Domain Triggering Interface

IMEI
International Mobile Equipment Identity

IMPI
IMS Private Identity

IMS
IP Multimedia Subsystem

IMSI
International Mobile Subscriber Identity

IMPU
IMS Public Identity

IP
Internet Protocol

IP-CAN
IP-Connectivity Access Network

IPSec
Internet Protocol Security

IRI
Intercept Related Information 
IRI-IIF
Intercepted Related Information-Internal Intercept Function

ITTP
Inter Trusted Third Party

LEA
Law Enforcement Agency

LEMF
Law Enforcement Monitoring Facility

LI
Lawful Interception
L2TP
Layer 2 Tunnelling Protocol

MAC
Media Access Control

MF
Mediation Function

NAT
Network Address Translation
NGN
Next Generation Network
PS
Packet Switched
SBC
Session Border Controller

SIP
Session Initiation Protocol
TISPAN
Telecommunications and Internet converged Services and Protocols for Advanced Networking

TOF
Triggering Origination Function

TTP
Trusted Third Party

TRF
Triggering Receiving Function
UE
User Equipment
UMTS
Universal Mobile Telecommunication System
URI
Uniform Resource Identifier
VLAN
Virtual Local Area Network
VoIP
Voice over IP

4
Overview of Dynamic Triggering
EDITOR’S NOTE: This clause should contain overview information on dynamic triggering based on the TISPAN generic CCTF architecture etc. Scenario issues and specific implementation architectural issues should not go in this clause.
4.1
Single Operator Reference Model (Common MF and CCTF)
Figure 4.1 shows an enhanced version of the basic Lawful Interception Architectural model as used by TC LI and ETSI TISPAN WG7. Figure 4.1 represents a simple Dynamic Triggering (DT) scenario where all entities involved in dynamic triggering are located in the same single operator’s network and the network has a common Mediation Function (MF) and Content of Communication Trigger Function (CCTF) for all IP-Connectivity Access Network (IP-CAN) and Service Domains.
Interception is provisioned, activated and invocated in the Intercepted Related Information-Internal Intercept Function (IRI-IIF) in exactly the same way as for a traditional non dynamic triggering interception, with the exception that dynamic triggering is enabled in the Triggering Origination Function (TOF).
Following the detection in the IRI-IIF of target related communications activity, the Content of Communication Triggering Interface (CCTI) reference point passes information from the TOF to the CCTF. The CCTF is the logical function responsible for the co-ordination and control of Content of Communication (CC) Dynamic Triggering. The CCTF passes triggering information to the Triggering Receiving Function (TRF) over the Content of Communication Control Interface (CCCI) reference point, in order to intercept a specific user communication session. The TOF and the TRF are the logical functions responsible for Originating and Receiving Dynamic Triggering commands.
The basic operation of the CC-IIF does not differ from a traditional non dynamic triggering interception except that the target identities and other CC LI related information is provided by the TOF to the CC-IIF at communication start rather than at an arbitrary point before the interception start is required.
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Figure 4.1: Dynamic Triggering Single Operator Common MF and CCTF Reference Model

Since the TOF, CCTF and TRF are all in the same operator’s network, the CCTF is able to implicitly trust that dynamic triggering commands received from the TOF are lawfully authorised, so there is no warrant administration interface (INI1b) from the Administration Function (AF) required at the CCTF in this scenario.
The TOa and TOb reference points are used to provide the Law Enforcement Monitoring Facility (LEMF), via the MF with correlation and IP-CAN identity information in order to the inform the LEMF that a dynamic triggering interception has been invoked or revoked and aid the LEMF in identifying which HI3 streams need to be correlated to which HI2 for dynamic triggering purposes.
While the reference model in figure 4.1 shows the TOF as a sub function of the Intercepted Related Information-Internal Intercept Function (IRI-IIF), the present document does not specifically require that the TOF, is actually an IRI interception function. For the purposes of the present document the TOF can be considered to be any node involved in the control or provision of a user service which is able to output the information necessary to achieve dynamic triggering. However, in most scenarios it is expected that the TOF will in practice be part of the IRI-IIF.
NOTE: This Reference Model would typically apply to a small CSP with only one or two IP-CANs.
4.2
Single Operator Reference Model (Multiple MFs and/or CCTFs)

Figure 4.2 represents a Dynamic Triggering scenario where all entities involved in dynamic triggering are located in the same single operator’s network but each IP-CAN and Service domain (e.g. IMS domain) has a separate MF and CCTF.
The significant difference from the single operator scenario in figure 4.1 is inclusion of the Gateway Triggering Origination (GTO) / Gateway Triggering Receiving (GTR) nodes. The GTO and GTR nodes provide a single logical point of entry or exit, from or into each network domain for dynamic triggering purposes. The GTO and GTR are also responsible where required for internal network architecture and identity hiding of dynamic triggering nodes inside an operator’s network security domain from any node outside that security domain. Even in a single operator network, it is likely that the Service and IP-CANs domains will be implemented as different security domains.

Since triggering is occurring within a single operator’s network the GTO and the GTR communicate directly over the DT1 interface, as it is assumed that there is implicit trust for warrant purposes between the CCTFs.

If the operator has a common CCTF and Separate MFs then the GTO and GTR (plus associated interfaces), would be omitted and a single CCTF would interface to both the TOF and TRF as per figure 4.1.
If the operator has a common MF and separate CCTFs then the TRa and TRb interfaces are not required.
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Figure 4.2: Dynamic Triggering Single Operator Separate CCTF and MF Reference Model
The TRa and TRb provide similar information to the LEMF as for the TOa and TOb interfaces in the single operator scenario. However, in the multiple MF and CCTF case, it is assumed that the service domain and IP-CAN domain interception traffic is supplied to the LEMF via different physical network handover points. The TR interfaces therefore supply information with respect to that which is available in the IP-CAN and the TO interfaces with respect to that which is available in the service domain.

4.3
Multiple Operator Reference Model (Single Legal Jurisdiction)
Figure 4.3 shows how the basic single operator model in figure 4.2 is extended to cover scenarios involving multiple operators.
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Figure 4.3: Dynamic Triggering Multiple Operator Reference Model (Single Legal Jurisdiction)
The multiple operator scenario is an extension of the complex single operator scenario in figure 4.2. In multiple operator scenarios, national regulations may require regulatory involvement in checking or explicitly authorising DT commands received over the DT reference points. 
The CCTF in Operator 1’s network may communicate with the CCTF in Operator 2’s network directly via DT1 or via the Trusted Third Party (TTP) over the DT2 and DT3 interfaces. 
A TTP verifies that a valid warrant exists for IP-CAN Operator and provides a DT Command authorisation. The TTP subsequently relays DTCs for as long as the warrant is valid.

A TTP exists in its own security domain within figure 4.3 and is authorised by (directly or on behalf of)  the responsible national authority as part of the national legal framework required to support dynamic triggering. There can be more than one TTP.
Some national regulations may allow the TTP to directly send the initial triggering message across the DT3 interface, followed (later) by the message confirming the authenticity. 

NOTE:
It may be a national issue what the Operator 2’s MF does with the intercepted communication content during the time delay between the initial dynamic trigger invocation/combined activation/invocation command and the authenticity message. Options include the buffering of the information and/or a time out after a maximum delay limit is reached.

In the instances where Operator 2 has not implemented DT, the TTP, upon receiving a DTC from Operator 1, returns an error message to Operator 1. Operator 1 shall inform the LEMF over the TOb interface.

EDITOR’S NOTE: A mechanism for notifying the CSP which TTP to use in a multiple TTP case is required. Should be part of the warrant information given to service domain.
5
Triggering Interface Details

5.1
Internal Triggering Command Interfaces

This clause provides details of the interfaces which are internal to a single network domain and do not cross domain or network borders.
5.1.1
Content of Communications Triggering Interface (CCTI)

CCTI messages from the TOF to the CCTF, contain the DT command header information plus service level target identities as observed at the TOF. 

5.1.2
Content of Communications Control Interface (CCCI)

CCCI messages from the CCTF to the TRF, contain the DT command header information plus IP-CAN level target identities or service level identities which the CC-IIF can resolve into target level identities, in order to allow interception in the IP-CAN to be activated or deactivated or invocated or revoked. 

5.1.3
Dynamic Triggering Interface 4 (DT4)

DT4 messages from the CCTF to the GTO contain the DT command header information plus IP-CAN target identities as known by the CCTF in the service domain.
5.1.4
Dynamic Triggering Interface 5 (DT5)

DT5 messages from the GTR to the CCTF (Transport Domain) contain the DT command header information plus by default the IP-CAN target identities as known by the Service Domain Operator. In some scenarios (e.g. when network domain hiding is being used by the IP-CAN operator), the IP-CAN target identities as known by the Service Operator, may be replaced with IP-CAN target identities known by the GTR.

5.2
External Triggering Interfaces
This clause provides details of the interfaces which cross network domain or network operator borders.
5.2.1
Dynamic Triggering Interface 1 (DT1)

DT1 messages from the GTO to the GTR contain the DT command header information plus the IP-CAN target identities as known by the Service Domain Operator.

5.2.2
Dynamic Triggering Interface 2 (DT2)

DT2 messages from the GTO to the TTP contain the DT command header information plus IP-CAN target identities as known by the Service Network Operator.
5.2.3
Dynamic Triggering Interface 3 (DT3)
DT3 messages from the TTP to the GTR contain the DT command header information plus IP-CAN target identities as known by the Service Network Operator.
The TTP may change the Warrant ID or other header information, compared to messages received by the TTP on the DT2 interface.

5.3
LEMF Correlation Interfaces
This clause provides details of the interfaces which provide LEMF correlation information.
The TOa, TOb, TRa and TRb interfaces in figures 4.1, 4.2 and 4.3 are intended to provide the LEMF with explicit correlation information, such that the LEMF knows which operator’s HI2 and HI3 communications pipes contain IRI or CC relating to a DT interception. Without these interfaces, the LEMF would be required to constantly inspect all LI streams received from all operators in case IRI or CC was present relating to a dynamic triggering intercept. The serving IP-CAN or IP-CANs may change periodically during the communication due to user mobility.

Support and implementation of these interfaces is mandatory in all multi operator scenarios. 

In single operator scenarios where the operator has multiple IP-CANs, support and implementation of the TOa and TOb interfaces is mandatory.

In single operator scenarios where the operator has multiple IP-CANs but does not have a common MF for all IP-CANs and the service domain (e.g. IMS domain), support and implementation of the TRa and TRb interfaces is mandatory.

In single operator scenarios, these interfaces may be omitted if there is only one IP-CAN.

5.3.1
TOa
TOa messages from the CCTF to the MF contain the DT command header information and the Identity of Destination IP-CAN(s) Operator from the perspective of the service operator. 
5.3.2
TOb
TOb messages from the MF to the LEMF contain the DT command header information and the Identity of Destination IP-CAN(s) Operator from the perspective of the service operator. 
TOb messages shall be transported between MF and LEMF using existing HI2 interfaces.
EDITOR’S NOTE: A CR is required to TS 102 232 to include the necessary HI2 message extensions necessary to carry the TOb interface messages.
5.3.3
TRa
TRa messages from the CCTF to the MF in the IP-CAN operator’s network contain the DT command header information and the Identity of Originating Service Operator of the DT commands from the perspective of the IP-CAN Operator. It is a national option to omit the Identity of Originating Service Operator. 
5.3.4
TRb
TRb messages from the MF to the LEMF contain the DT command header information and the Identity of Originating Service Operator of the Dynamic Triggering commands from the perspective of the IP-CAN Operator. It is a national option to omit the Identity of Originating Service Operator. TRb messages shall be transported between MF and LEMF using existing HI2 interfaces.
EDITOR’S NOTE: A CR is required to TS 102 232 to include the necessary HI2 message extensions necessary to carry the TOb interface messages.
5.4
Message Flows

5.4.1
Single Operator Message Flows
This clause provides a high level message flow for DT in a single CSP’s network where there is a common MF and CCTF for both the service domain and the IP-CAN. The flow in figure 5.1 assumes that there is implicit trust in terms of the warrant between the AF, TOF, CCTF and TRF such that there is no requirement to pre-activate a warrant in the TRF prior to invocation of CC LI.

The message flow in figure 5.1 is a simplified message diagram. It is intended to show the relationship between DT specific LI messages and warrant steps required to invoke CC interception. For simplicity, messages such as the full HI2 and HI3 message flows are not shown in full in figure 5.1.
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Figure 5.1: Single Network Operator Dynamic Triggering Simplified Message Flow

5.4.2
Multiple Operator Message Flows (Single Legal Jurisdiction)
This clause provides a high level message flow for DT in a single legal jurisdiction. The flow in figure 5.2 assumes the TTP is required to validate DT requests being sent to CSP2 from CSP1. The IRI De-Activation and Revocation steps are not shown in figure 5.2 as the process is the same as figure 5.1. In addition for simplicity the GTO and GTR gateways are not shown in the figure 5.2.


[image: image6]
Figure 5.2: Multiple Network Operator Dynamic Triggering Simplified Message Flow

Figure 5.3 shows the high level message flow involved if a communication changes IP-CAN during an active session. For the purposes of figure 5.3, activation and invocation of IRI in the TOF has already been achieved and CC interception has already been started in CSP2 using the message flows in figure 5.2. 
HI2 and HI3 events are not shown in figure 5.3.

[image: image7]
Figure 5.3: Multiple Network Operators, DT Change of IP-CAN Message Flow
6
DT Commands and Messages

6.1
Command Types

DT commands between the TOF and TRF in figures 4.1, 4.2 and 4.3 in clause 4 have the following command types:

· Activation,

· Invocation,

· Combined Activation and Invocation,

· Deactivation,

· Revocation,

· Keep Alive,
· Authentication.

A description of each of the commands is given in the clauses 6.1.1 to 6.1.7. While the meaning of any command is the same regardless of over which interface the command is flowing, some parameters (e.g. target identities) may be changed as the commands flow between the TOF and TRF.

While commands flow in the direction from the TOF to the TRF, the TOF is not the source for all commands, nor is the TRF necessarily the termination point for all commands.

6.1.1
Activation

The Activation command is used to activate the warrant in the TRF, without applying the target identities against which the interception will be performed. 

If an activation command is received at a TRF which relates to an already activated warrant, the TRF shall update the details of the activation without removing any active interceptions which have previously been invoked.

6.1.2
Invocation

The Invocation command is used to apply target identities to a warrant which has been previously activated on a TRF.

An invocation command sent to a TRF, where a valid warrant activation has not been received shall be rejected by the TRF.

If an invocation command is received at a TRF which relates to an already invoked dynamic triggering interception, the TRF shall update the details of the invocation. Any active interception for which the target identities have been removed as a result of the update shall be immediately terminated.

6.1.3
Combined Activation and Invocation

The Combined Activation and Invocation command is simply the combination of the information carried in the activation and invocation in a single command, where activation and invocation are required to happen at the same time.

In scenarios where the TTP is used, in order to accelerate a combined activation and invocation the TTP shall immediately transfer the triggering information to the IP-CAN operator when it receives a DT command from the Service Operator’s GTO. The IP-CAN operator prepares interception in its network and waits for a certain period of time and/or buffer size for authorisation of interception given by the certified trigger information of the TTP.

As a second step, in scenarios where the TTP is used, the TTP shall authorise the interception by triggering the IP-CAN operator within the defined period of time and/or buffer size. Then the IP-CAN operator shall perform IRI and CC delivery to LEMF. The prepared activation and invocation shall be discarded if the IP-CAN operator does not receive the trigger information by TTP within a certain period of time.
NOTE:
The maximum wait time and/or buffer size before the IP-CAN operator will revoke the interception is a national issue.

A combined Activation and Invocation command may be split into a separate Activation and Invocation command or vice versa by a CCTF.

A combined Activation and Invocation command received at a TRF where a valid activation already exists shall be rejected.

6.1.4
Deactivation

The Deactivation command is used to remove an active warrant from a TRF. 

The deactivation command shall immediately terminate any invoked interception for that warrant and remove the associated target identities from the TRF. The deactivation command will therefore have the effect of both revoking and deactivating the warrant and the invoked target identities.

6.1.5
Revocation

The Revocation command is used to remove the active target identities from the TRF. Any active interception for which the target identities have been removed as a result of the revocation command shall be immediately terminated.

The revocation command does not change the warrant activation status.
6.1.6
Keep Alive

The Keep Alive command is an optional command sent from the Service Domain CCTF to the TRF in order to maintain the interception. This command is intended to prevent the case where the service domain session ends and the CCTF in the service domain fails to revoke or deactivate the CC LI in the IP-CAN (e.g. TOF fails to report end to CCTF).

6.1.7
Authentication
The Authentication message is sent by the TTP to the IP-CAN Operator’s CCTF via the GTR/CCTFCID3 interface and in turn to the IP-CAN Operator’s TRF to authenticate a previously transmitted invocation message.  This results in the IP-CAN Operator’s MF commencing the delivery of buffered intercepted IRI and CC to the LEMF.

6.2
Response Types

DT command responses between the TRF and TOF in figures 4.1, 4.2 and 4.3 in clause 4 have the following command types:

· Acknowledged,
· Rejected.
While responses flow in the direction from the TRF to the TOF, the TRF is not the source for all responses, nor is the TOF the termination point for all responses. 
The Acknowledged and Rejected commands are the only two commands that are allowed to flow in the direction from the TRF to the TOF.
6.2.1
Acknowledged

The Acknowledge command is a simple acknowledgement command to the previous node in the DT command flow that the next hop node has received the DT command, verified the security credentials and accepted the command for processing. 

The acknowledge command shall also be sent by the TRF to the originating CCTF to indicate that the DT command sent by the CCTF to the TRF has been accepted successfully.

In cases where the TTP is using the two step immediate invocation and subsequent authorisation process, the TRF shall generate an acknowledge command as usual to the CCTF, but the TTP shall not forward the acknowledge command to the CCTF. 

The TRF shall then acknowledge the subsequent authorisation command to the TTP. The TTP shall then generate an acknowledge command (or reject as appropriate) of the original invocation command to the CCTF in the service domain.

6.2.2
Rejected

The Rejected command is a simple rejection command to the previous node in the DT command flow that the next hop node has received the DT command and rejected it. The reject command shall indicate one or more of the following reject reasons depending on where in the command flow chain between the TOF and TRF the reject occurs.

· Security credentials,

· Invalid warrant,

· Target Identities Invalid for IP-CAN,

· Keep Alive Period Exceeded,
· DT not supported by IP-CAN.
The rejected command shall also be sent by any node receiving a reject to the originating CCTF to indicate that the DT command sent by the CCTF to the TRF has been rejected.

6.3
LEMF Message Types

LEMF Correlation messages between the CCTF and MF or MF and LEMF have the following message types:

· Begin,

· Update IP-CAN,

· End.
6.3.1
Begin

The Begin message is sent by the CCTF to the MF (over TOa and/or TRa) and in turn the MF to the LEMF (over TOb and TRb as HI2 messages), to indicate that DT interception is being invoked.

The Begin message is the result of the Invocation Command only and does not result from an Activation command.

A Begin message shall be generated by an IP-CAN CCTF (over TRa and TRb) where a new serving IP-CAN becomes responsible for providing HI3 to the LEMF following a change of serving IP-CAN in the service domain.

6.3.2
Update IP-CAN

The Update IP-CAN message is sent by the CCTF to the MF (over TOa and/or TRa) and in turn the MF to the LEMF (over TOb and TRb as HI2 messages), to indicate that the target identities or the IP-CAN identity being used for CC interception has changed.

If the IP-CAN operator does not support DT, the service domain operator shall send an Update IP-CAN message to indicate that CC interception is not possible via DT.

6.3.3
End
The End message is sent by the CCTF to the MF (over TOa and/or TRa) and in turn the MF to the LEMF (over TOb and TRb as HI2 messages) to indicate that CC interception has been terminated in the IP-CAN either due to the end of the target user communication or due to user mobility resulting in interception in the old serving IP-CAN being terminated.

The End message is the result of the Revocation command. 

The End message is the result of a Deactivation command only when the Deactivation commands results in the combined Revocation and Deactivation of the CC LI in the IP-CAN (i.e. a Revocation command has not been sent to the TRF prior to the Deactivation command).
7
Definition of the elements for DT Commands and LEMF Messages 

7.1
Header Elements

This clause defines the header elements which must be transported by the DT commands or messages.
The header information is common to all DT commands including Acknowledged and Rejected Command Response Messages. 

LEMF messages shall use the same message structure as DT commands, with the exception that the security related information is optional. 

7.1.1
DT Command/Message Type

Command or Message Type, as defined in clause 6.

7.1.2
DT Correlation Number (DTCN)

A unique Dynamic Triggering Correlation Number (DTCN) is required for the LEMF to associate the IRI with the 1 or more CC streams produced as the result of DT. This DTCN shall be included in all HI2 and HI3 messages sent to the LEMF in addition to any other correlation information provided by the underlying LI functionality.

The triggering command’s originating network TOF shall be responsible for generating all DTCNs to be used in conjunction with DT. The DTCN must be unique for each communication in the originating network such that if multiple communications are in progress the LEMF can uniquely identify all IRI and CC for each communication from any other communication which is in progress. A single communication may result in multiple IP-CAN CC streams which will share a common DTCN.

The network receiving a DT command shall ensure that all CC intercepted as the result of a DT command shall contain the received DTCN in all HI3 messages sent to the LEMF. Any HI2 information generated locally by the IP-CAN shall use existing correlation mechanisms to associate the local HI2 with the HI3 in the IP-CAN.

EDITORS Note: CR required for TS 102 232 to add Dynamic Triggering Correlation Number to HI2 and HI3 interfaces in TS 102 232.
7.1.3
Warrant ID

In multiple network scenarios, it is necessary for the TTP and/or the receiving IP-CAN CCTF/AF to verify that it has legal authorisation to accept the DTC from the TOF. The method (e.g. electronic or manual) used to verify the legal authorisation is a national option.
The Warrant ID is a globally unique reference number issued by the LEA. 

The LEA is required to issue the same Warrant ID to both the service provider (e.g. IMS operator) and all IP-CANs potentially involved in CC interception. When the appropriate IP-CANs cannot be determined at the creation of the warrant, the LEA is required to issue the same Warrant ID to the service provider and the TTP. 

When the IP-CAN CCTF or TTP receives a DTC, the Warrant ID may be used along with the security credentials of the dynamic triggering command to verify that the CC Invocation request is valid and that a corresponding warrant exists in the CCTF and/or TTP. If the electronic verification process fails, then an error message is sent to the LEMF by the service provider who originated the DTC. Some nations may implement a manual verification process to ensure that a valid warrant exists in the IP-CAN(s) domain. The Warrant ID is not sent to the LEMF via HI2 or HI3 as an additional parameter. However, the CSP may send the Warrant ID in the LIID field of HI2 and HI3 if required by national requirements.

Unlike the DTCN, the Warrant ID is not necessarily unique per communication or per target identity (a single warrant may contain multiple target IDs) and when a TOF initiates DT for multiple communication sessions for a single target identity, the Warrant ID alone cannot be used for correlation purposes.

EDITOR’S Note: What minimum level of structure needs to be standardised to ensure that the Warrant ID is globally unique. The equivalent of the CID, DCC field plus a unique LEA / issuing authority identifier are required. The rest could be left open to national definitions.
7.1.4
Target Identity

The TTP and/or IP-CAN AF may wish to explicitly verify that the target ID in the service domain is authorised to be intercepted. The method by which authorisation is verified is outside the scope of the present document, as warrants may list multiple target IDs to be intercepted. The warrant shall not be used by itself to confirm authorisation to intercept in the IP-CAN. 
The Target Identity (ID) against which the DT command has been generated shall be included in the DT command. The Target ID shall be the same as used by the Service Domain IRI interception. Where the Target ID differs from the target information included in the DT command for invocation at the CC-IIF the CSP shall ensure that the binding of Target ID to target information is valid at the time of interception. 

NOTE:
It is outside the scope of the present document to define the complete warrant format or distribution from LEA to CSPs. 
7.1.5
Timestamp

The time the message was created shall be included in the message.

All timestamps shall contain the time and date, and an indication of the time zone.
7.1.6
Warrant End TimeStamp
End time and date must be associated with the Warrant ID. This element shall take the same format as the TimeStamp element.

Use of this header element is optional. 

If the Warrant End TimeStamp is not included, the receiving node shall assume that the Warrant ID and DT Command apply indefinitely unless a Revocation or Deactivation Command is received. 

7.1.7
TTP Identity

The TTP Identity element is used to indicate via which TTP commands should flow. 

Use of this header element is optional.

If this header element is omitted in a command header then, the command shall flow directly between the service domain and IP-CAN and not via the TTP.
7.1.8
CC Delivery Parameters

The LEA may wish to explicitly define on a per warrant basis to which destination the intercepted CC should be sent.
This header element is used for Invocation and Combined Invocation commands to inform the service domain of the delivery destination of the CC.

Use of this header element is optional. Where the IP-CAN operator receives a command without inclusion of this element, IP-CAN shall use its default delivery arrangements.

Per delivery parameters can contain:

· Delivery addresses (for example: IP addresses, port numbers, E.164 numbers, UUS information, …);
· Delivery authentication parameters (for example keys to check the authenticity of source and/or destination).
NOTE 1:
Some parameters may require secured delivery.

NOTE 2:
If - due to an ongoing intercept in the IP-CAN - the CC is already being delivered to the LEA, it is a national option as to whether the IP-CAN delivers an additional copy of the CC as a result of the DT invocation to the destination indicated in this element or only deliver the pre-existing CC stream.

7.1.9
National Parameters

Any national parameters which are required by national law that are not otherwise supported by this standard.

NOTE:
The use of national parameters is not recommended as the use of such parameters across operator or national boundaries may lead to incompatibilities between nodes involved in DT in different operator networks. 

7.1.10
Security Related Information

TBC
7.2
Triggering Parameters

This clause defines the parameters and other information which when available, may be transported by the DT commands and LEMF Messages in order to allow invocation or revocation of CC interception. Each DT command sent towards the TRF may contain one or more of these parameters depending on the triggering scenario and the information available to each node involved in DT. 

Acknowledged Command Response Messages shall not contain any triggering parameters.

Rejected Command Response Messages shall only contain the Reject Reason Parameter.

For LEMF messages, only the Destination IP-CAN Operator(s) Identity or Originating Service Operator Identity shall be provided.
The following high level parameters shall be included where applicable;

· IP Address(s) and Port Number(s),
· Media Stream ID(s) or Media Resource ID(s),
· Transport Layer 2 Identifiers,
· SIP URI,
· Other Identity,
· Destination IP-CAN Operator(s) Identity,
· Originating IP-CAN Service Operator Identity,

· Keep Alive Period,
· Reject Reason.
Different DT Scenarios will require the use of different triggering parameters. While IP addresses and port numbers may be appropriate for some triggering scenarios the TOF shall provide the parameters which are applicable and available in each triggering scenario. 

Any DT node receiving a DT command may replace or update target parameters before forwarding them to the next DT node, such that the parameters originated by the TOF are mapped into parameters which can be used by the TRF where necessary.
7.2.1
IP Addresses and Port Numbers
The a specific user communication may be identified by the combination of source address (in IPv4 or IPv6 format) and source port pair, and the destination address (in IPv4 or IPv6 format) and destination port pair, as used by the transport network. In some scenarios port numbers may not be required. 

NOTE:
If the networks have deployed Network Address (Port) Translation (NAT) the values of address and port in the transport network may differ from those seen in the related signalling domain server (e.g. CSCF in IMS).
7.2.2
Communications Resource IDs

In some scenarios, it may not be possible to identify the transport domain IP address and port number associated with the specific communication of interest or it may be desirable to use other methods of linking between the signal and transport domains. In this case a Media Stream ID or Media Resource ID could be used to provide the necessary information about which communication to intercept at the CC interception function. 
7.2.3
Transport Layer 2 Identifiers

One or more transport layer 2 identities relating to a specific user communication, as used by the transport network. Such parameters include MAC Addresses, VLAN IDs, Stacked VLAN Identities and L2TP Identities. 

7.2.4
SIP URI
One or more SIP URIs as used by the service domain to request or control resources in the IP-CAN. Such SIP URI scenarios include triggering interception in Application Servers (AS) or Session Border Controllers (SBC) in an NGN. 

7.2.5
Other Identity

One or more identities as used by the service domain, which are not explicitly otherwise defined in this standard. This parameter has no defined structure in this standard. This parameter shall be ignored by any DT node receiving this parameter, unless that node implicitly understands the meaning of the parameter through arrangements outside the scope of this standard. 
NOTE 1:
This parameter is provided in order to allow this specification to be used in scenarios where the necessary parameters are not otherwise explicitly supported by this version of the present document.

NOTE 2:
If implementations require triggering parameters that are not explicitly included in the present document, those implementers are strongly encouraged to contact ETSI so that the list of triggering parameters can be updated at the earliest opportunity. Otherwise, incompatibilities between different CSP networks or DT implementations will prevent interoperability.
7.2.6
Destination IP-CAN(s) Operator Identity

For the LEMF to easily achieve correlation of CC to IRI across multiple operators, the LEMF needs to know the identity of the Destination IP-CAN(s) Operator(s). This is the identity of the destination IP-CAN operator from the perspective of the service operator (e.g. IMS operator) originating the DT command.

Due to Network Domain Security/Hiding, in most operators, it is likely that the service operator (e.g. IMS operator) can only uniquely identify the IP-CAN operator rather than the specific IP-CAN used by the communication.

7.2.7
Originating Service Operator Identity

For the LEMF to easily achieve correlation of CC to IRI across multiple operators, the LEMF needs to know the identity of the Originating Service Operator. This is the identity of the service operator as known by the IP-CAN operator.
7.2.8
Keep Alive Period

For an Invocation or Combined Activation & Invocation Commands, this optional parameter shall be used by the CCTF in the service domain to inform the TRF and IP-CAN CCTF (if applicable in particular DT scenario), the maximum interval before a keep alive message will be received from the service domain CCTF.

If this parameter is not present in the received Invocation or Combined Activation & Invocation DT commands, the TRF and IP-CAN CCTF shall assume that Keep Alive commands will not be received for this DT interception.

Use of Keep Alive Commands is optional.
It is a national or inter-operator issue to agree default or minimum keep alive periods.

7.2.9
Reject Reason

For the Rejected Command Response Message, this parameter is used to indicate the reason why a command was rejected by the receiving node.
Rejected Reasons are defined in clause 6.
8
Security

EDITOR’S NOTE: This clause should contain information relating to the security architecture and mechanisms required for Dynamic Triggering – Input from 3GPP SA3 and TISPAN WG7 required.
DT as defined in the present document provides a standardised mechanism for the dynamic invocation and revocation of CC interception. It is therefore extremely important that the DT functions are afforded an adequate level of security to protect them from misuse or eavesdropping of commands between the functions involved in DT.
This clause defines the minimum set of security mechanisms which must be applied on DT interfaces and the links between those interfaces for the generic case where the IRI node initiating the DT command and the transport domain CC node receiving the command are in different security or trust domains (security domains may or may not belong to the same operator).

It is accepted that in some countries or operator scenarios where all DT functions are contained within the same security domain and that domain provides an adequate level of security then it may be acceptable not to use one or more of the mechanisms listed in this clause. However the following principles must be observed in such cases which are the bias for the security mechanism in this clause.
· The security mechanisms applied to the DT interface must not increase the risk of exploit of the underlying network or service for which DT is being used.

· Each node or function must be able to authenticate the identity of the source of any DT command received at that node.

· All DT commands should be protected from malicious manipulation (integrity protection mechanism should be provided).

· All DT commands should be protected from exploit if intercepted (i.e. confidentiality protection mechanism should be provided).

· It should not be possible for an attacker to correlate an initiation of a communication at the service level with a corresponding DT command event (i.e. mechanism to protect against traffic analysis exploits should be provided).

· Only the minimum data set required to allow DT to occur shall be exposed and transferred between functions involved in DT. 

· Any national requirements which should be applied in addition to the mechanisms defined in this clause.

EDITORS NOTE: It is the current working assumption that TLS on transport level with additional integrity checks on protocol level will be used to provide DT security. However, IPSec is also considered as a possible candidate security mechanism as part of any final solution.
Annex A (Normative):
ASN.1 Syntax Trees
A.1
ASN.1 syntax tree for DT  Commands and LEMF Messages
Figure A.1 shows the object identifier tree from the point of view of DT.


[image: image8]
Figure A.1: Object identifier tree

Annex B (Informative):
Dynamic Triggering Scenarios
This annex is intended to show examples of how DT would work in different operator and network domain scenarios.

B.1
Multiple Operator Scenario

Figure B.1 shows an example multi operator DT scenario. In figure B.1, the IMS service provider is offering IMS services such as VoIP or video messaging but does not provide the basic IP bearer transport network access to the subscriber (e.g. ADSL line). The IP-CAN is purely acting as a bit pipe to allow the subscriber to access the services of the IMS service provider. As such the IP-CAN operator does not have any knowledge of the IMS service being used by a target subscriber.

From an interception perspective the IMS subscriber could potentially use one or more IP-CANs which may change during a communication as shown in the example message flow in figure 5.3. It is obviously possible to activate interception on the subscriber’s fixed line or other known access network services using traditional LI mechanisms and procedures but this does not guarantee that the target subscriber will use these network access services to access their IMS services. In addition the target subscriber may use an internet cafe or other shared access service to access the IMS service making it difficult to isolate the specific target communication from any other non-target communication. 
In this DT scenario it is assumed that it is the IMS service Identity used by the subscriber which is the target identity for interception. This IMS identity is not known to the IP-CAN operator and in any case the IMS service encrypts the SIP signalling containing the target ID within the IP-CAN.

Therefore in order for the LEA to receive a complete and correlated copy of the target communication, the IMS service domain operator and IP-CAN access network operator are required to co-operate. In this scenario the IMS service operator would trigger IRI interception in the IMS network during the SIP communication setup. The IMS service operator then passes target and triggering information to the IP-CAN operator in order for the IP-CAN operator to activate CC interception in the access network. 

If, during the communication, the target subscriber, through mobility management, moves from one IP-CAN or operator to another, the IMS service provider passes the target and triggering information on so that CC interception can be started in the new IP-CAN and terminated in the old IP-CAN as required. 
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Figure B.1 Example Multiple Operator Network Scenario

Annex C (Informative): 
Cross Legal Jurisdiction Dynamic Triggering
This annex is intended to show how cross legal jurisdiction DT could work under Mutual Legal Assistance or similar international agreements. The annex provides informative information on how the current normative standard could be extended cross legal jurisdiction.

C.1
Cross Legal Jurisdiction Dynamic Triggering 

Figure 4.3 in clause 4 assumes that both the service domain operator and the IP-CAN operator are located in the same jurisdiction. In figures 4.1 and 4.2 there is an assumption that the interception can be activated within a single legal jurisdiction even if the IP-CAN or service domains may physically span multiple legal jurisdictions due to the wide geographical implementation nature of modern telecoms networks. However, the reference models in figures 4.1, 4.2 and 4.3 do not support cross border DT where the CSP legal entities involved in DT are in different legal jurisdictions.

Figure C.1 shows the extension of figure 4.3 required to support cross legal jurisdiction DT. The internal interfaces within the service domain and IP-CAN operators are exactly the same as figure 4.3 but have been excluded from figure C.1 for simplicity.
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Figure C.1 Cross Legal Jurisdiction Dynamic Triggering Reference Model

In figure C.1, the service domain operator in legal jurisdiction A sends the request to the TTP A in legal jurisdiction A over the DT2 reference point. TTP A is then responsible for forwarding the command to TTP B in legal jurisdiction B over the Inter Trusted Third Party (ITTP) reference point. TTP B then sends the command to the IP-CAN operator over the DT3 reference point.

It is a national or international legal issue outside the scope of this specification to define how the LEMF in legal jurisdiction B will provide a copy of any HI2 or HI3 information to the LEMF in legal jurisdiction A over the CLJLEMF reference point or vice versa.

NOTE 1:
While not specifically prohibited by this specification, it is assumed that direct communication of triggering commands across country borders over the DT1 interface in figure 4.3 is not allowed in Cross Legal Jurisdiction dynamic triggering scenarios and therefore this option is not provided in figure C.1.

NOTE 2:
The present document only provides the technical capabilities required to perform Cross Legal Jurisdiction DT. It is a national or international legal issue to ensure that the necessary legal agreements are in place to support figure C.1. Any such agreements are outside the scope of the present document.

Annex D (Informative):
Trust scenarios

This annex contains some reference trust scenarios related to the use of a TTP.

Trust scenario A: Initial Trust

In the initial trust scenario no TTP is used. 

The service provider and access provider have a pre arranged trust agreement. This could be supported by a dedicated delivery means for the DT. There is no legal need for the access provider to have access to the warrant.

Trust scenario B: Electronic Warrant

In the electronic warrant scenario no TTP is used. 

The service provider receives an e-warrant from law enforcement. This e-warrant is sent on by the service provider to the access provider that is involved in the CC as part of the DT. 

The assumptions are: 

· The e-warrant can be checked in real-time by providers.

· The e-warrant is legally supported.

· The e-warrant contains all delivery parameters to deliver directly to the LEMF.
Trust scenario C: TTP with pre sent Warrant

In the TTP with pre sent warrant scenario, a TTP is used.

The warrant is sent from law enforcement in parallel to the service provider, the TTP and all access providers possibly involved in the communication of the target to initiate interception.  

All providers legally need to have the (paper) warrant before they can accept dynamic triggers.

The trust is based on the correct dynamic triggers being sent.

A TTP forwards the dynamic triggers from the service provider to the involved access provider. 

Trust scenario D: TTP with pre arranged trust

In the TTP with pre arranged trust scenario, a TTP is used.

The warrant is sent from law enforcement in parallel to the service provider and the TTP.

All access providers legally trust the TTP if they receive dynamic triggers from the TTP.

Trust scenario E: TTP with reduced responsibilities

In the TTP with reduced responsibilities scenario the TTP checks only the DT command.

The warrant is sent from law enforcement to the service provider.

All access providers legally trust the TTP if they receive dynamic triggers from the TTP. They  need not have the (paper) warrant before they can accept dynamic triggers.

The service provider sent the (paper) warrant only to the involved access providers.

The assumptions are: 

· There is no centralized location which knows all warrants.

· There is no distribution of the warrant to all access providers.

· The service provider keeps the responsibility to check the warrant.

· The inspection of the TTP is weaker than in other scenarios.

Trust scenario F: Multiple TTPs 

In the Multiple TTP scenario more TTPs are used.

This scenario is similar to the previous scenario only more TTPs are involved. This scenario might apply if different communities at the LEA side must legally be separated.
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