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12.3
1 Background
SA3 has developed TR 33.828, IP Multimedia Subsystem (IMS) media plane security, and TS 33. 33.328, IP Multimedia Subsystem (IMS) media plane security, for Release 9.    

Section 5.3 of TR 33.828 (v9.0.0) has the following text:

1.
Lawful interception requirements shall be met.

2.
The lawful interception solution shall not require the operator to reveal information to the interception agent that would allow him to intercept user communications that are outside the terms of the intercept warrant.

3.
It shall not be possible for users to determine whether their communications are subject to lawful interception.

NOTE:
Further study is needed on the exact requirements for lawful interception.

Attachment 1 includes excerpts of TR 33.828 regarding the six candidate solutions and LI analysis completed to date by SA3.  It is provided to SA3-LI in this contribution for the convenience of the group.  TS 33.328 (v9.1.0) has no pertinent text on LI.

SA3-LI has provided some feedback to SA3 with regards to the candidate solutions.
· SA3-LI first reviewed the initial five IMS Media Plane Security candidate solutions in July 2009 (MIKEY-IBAKE solution was not included in the document at that time).  At that time, the group provided SA3 with the following guidance (SA3LI 09_073r1).

· If potential solutions provide all necessary keys to perform decryption of encrypted media solutions, there is no specific requirement to decrypt the media streams within the Media Security Architecture.  If network decryption is required (for a regional/national requirement), SA3-LI will detail where the decryption could be performed.
· Media keys and any associated parameters required to perform decryption will need to be available in real time to allow the media streams to be decrypted in real time. However, to support deferred delivery scenarios in TR 33.828 and cases where it may not be possible to hand over the keys in real time, it may also be necessary for the Media Security architecture to store all relevant keys for a period of time, so that they can be disclosed retrospectively after the communication to which they related has ended.
· The requirement to provide keys for on-going sessions which started before interception was activated is still under discussion in SA3-LI.

· Specific comments on the five candidate solutions were provided.

· SA3-LI considered TBS as addressing LI requirements, providing the KMS is included as an LI node within the LI specifications.  The KMS would be required to support real time and post interception key disclosure.  The requirement to support starting surveillance after the key exchange occurs would require a storage/disclosure function.

· SA3-LI considered SDES as addressing LI requirements as the keys are available in the SIP signalling at the P-CSCF and S-CSCF.  The requirement to support starting surveillance after the key exchange occurs would require a storage/disclosure function.

· SA3-LI considered DTLS-SRTP did not meet LI requirements as none of the possible LI solutions identified (i.e., Lawful MiTM attack, Protocol-based hidden key recovery, and Key Disclosure) were acceptable from an LI perspective.
· The information was insufficient for SA3-LI to analyze the IMS AKA Keys for Media Protection over Access Network and the Otway-Rees candidate solution.  
· SA3-LI provided the additional guidance to SA3 on this topic in November 2009.  (SA3LI09_114r1 LS to SA3).
· Alternative mechanisms to storing keys and associated parameters (e.g., periodic rekey) could be used to meet the on-going communications requirement.

· Periodic rekeying of all communications based on a network wide timer would meet the LI requirement for most LI scenarios. However to support scenarios such as life at risk, national regulations in some countries require the option to force immediate rekeying for specific communications.
· In January 2010, Alcatel-Lucent provided a presentation on the MIKEY-IBAKE candidate solution.  SA3-LI again provided SA3 with feedback (SA3LI10_24r1)

· SA3-LI consider that a network initiated periodic re-keying solution would be preferable to a UE based solution. However, a UE based solution would be acceptable provided it could be implemented in an operator controlled tamper proof manner. SA3-LI has no preference whether such functionality is implemented in the UICC or ME providing it is tamper proof.
· SA3-LI requested further feedback from SA3 on the life at risk instant re-keying and security guidance on key handling outside of the media security architecture.
· SA3-LI provided specific feedback on MIKEY-IBAKE:  SA3-LI did not identify any major issues but has identified a number of potential LI shortcomings in the current IBAKE proposals which will require further consideration.
2 Discussion

SA3-LI has provided SA3 with very high-level LI requirements for consideration while they develop the IMS Media Security mechanisms.  Two IMS Media Plane Security approaches are now specified in TS 33.328.  TPS believes that these two approaches are technically stable enough for SA3-LI to begin work on addressing the LI solutions for TS 33.106, TS 33.107 and TS 33.108.  

With regards to the four remaining candidate solutions, it is unclear if SA3 will continue to develop each one for inclusion in TS 33.328.  The IMS AKA Key still has insufficient information for a complete LI analysis.  SA3 has added text on the Ottway-Rees candidate solution, so it might now be possible for SA3-LI to analyze and provide SA3 specific feedback on this approach, as SA3-LI has not yet had an opportunity to do so.  It does not appear that SA3 has changed the DTLS-SRTP candidate solution, which SA3-LI has previously had found that the three possible LI solutions were unacceptable from an LI perspective.    

TPS draws SA3-LI’s attention to the following text in DTLS-SRTP concerning Man in the Middle (MiTM):  “This “attack” could not be detected by the end user by applying the means available through the DTLS-SRTP mechanism, e.g. by comparing the certificate fingerprint from the signalling messages with the certificate used during the DTLS handshake. (End users could however agree on additional means allowing them to find out that there is a man-in-the-middle, e.g. transmitting the certificate fingerprints again by spoken voice and comparing them with the ones received during the DTLS-SRTP handshake. It is assumed that it would not be feasible for the operator to prevent such methods.)”

TPS has concerns that since the MIKEY-IBAKE solution only proposes a Man in the Middle (MiTM) attack LI solution, this may be unacceptable from an LI perspective as it may be detectable to the end user.  TR 33.828 claims, “This “attack” could not be detected by the end user by applying the means available through the MIKEY-IBAKE mechanisms.”  

TPS has concerns that the MiTM LI solution proposed as the sole LI solution for MIKEY-IBAKE solution can likewise be compromised by the end users employing alternative or additional means to discover that a MiTM attack is occurring.  SA3-LI has already discussed and concluded in July that the MiTM approach was not acceptable from an LI perspective.  

TPS therefore has concerns that the MIKEY-IBAKE solution, as currently defined in TR-33.828, may not be acceptable from an LI perspective.
3 Recommendation
a.  With the publication of TS 33.328, SA3-LI should begin work to analyze and define the LI solution for the two IMS Media Plane Security approaches TBS and SDES.
b. Since TR 33.828 now includes additional text/SA3 analysis on the Ottway-Rees candidate solution, TPS recommends that SA3-LI consider analyzing and providing specific feedback on this candidate approach to SA3.
c. SA3-LI should discuss TPS’s concerns that the current proposed LI solution for MIKEY-IBAKE does not protect against the end user (i.e., the surveillance target) detecting that a MiTM attack and that surveillance is occurring and therefore does not meet the LI requirement that “It shall not be possible for users to determine whether their communications are subject to lawful interception.”  If SA3-LI concurs with this assessment, then TPS recommends that SA3-LI sends SA3 a liaison providing them with this information.
Attachment 1:  TR 33.828 (v9.0.0) LI text on each of the proposed solutions

This is provided for information/convenience of the group.
1.  Ticket-Based System (TBS)
· Section 7.1.4.8 (Lawful Intercept) includes the following points

· Possible roaming scenarios and agreements between operators need to be considered. These facts would make a complete analysis of requirements and possible solutions quite extensive and we leave that work to the SA3-LI groups. In the following analysis we limit ourselves to the situation when it can be assumed that user traffic always is routed via the home network. 
· To be able to provide a clear copy of intercepted communication, the following conditions have to be fulfilled: 
1. 
It must be possible to intercept the traffic (both signalling and media). 

2. 
It must be possible to intercept the ticket and other signalling information (and correlate ticket and traffic).

3. 
If the ticket is a protected ticket, the keys used for actual traffic protection have to be available. To make the keys available from protected tickets some KMS functions/services would be required.
· With media traffic routed via the home network, intercept of the media traffic in the home network will always be possible. 
· If the SIP signalling is protected and that the P-CSCF always is located in the home network, which seems to be the normal situation in current IMS deployments, intercept of SIP signalling and decrypted content will be possible in the home network. 
· For roaming scenarios, while encrypted SIP signalling and content will always be available, in order to intercept SIP signalling and decrypt the content of communication, one of the following options would be required:
1. SIP signalling is performed in plain between IMS UE and P-CSCF;

2. The P-CSCF is located in the visited network. 

3. Keys are provided by alternative mechanisms from the KMS handling entity.
· SIP signalling in plain between IMS UE and P-CSCF rules out the use of unprotected tickets while use of protected tickets would allow intercept of the ticket but would require involvement of KMS functionality, i.e. there has to be an interoperation agreement between the visited network and the entity handling KMS. Typically, the KMS will reside in the home network so that, for LI performed by the visited network, cooperation with the home network is needed. With the P-CSCF in the visited network, intercept of tickets would always be possible while also in this case there has to be an interoperation agreement between the visited network and the entity handling KMS functionality/services.
· When the VPLMN is not involved in the encryption, only encrypted content would be available for LI in the VPLMN.

2. Using IMS AKA Keys for Media Protection over the Access Network
The TR currently provides no information on LI for this option.

3. Security Description (SDES)

· SDES complies with any LI requirements, as the master keys for protecting the communication are known to the P-CSCF and any other SIP proxy processing the INVITE dialogue. LI would also be possible in visited networks.
· For e2e scenarios

· Non-roaming case: there is no problem as the encryption key can be obtained from a node in the SIP signalling path in the home network.
· Roaming case:  LI is always possible in the home network, as the S-CSCF resides in the home network and can provide the master keys.  For LI performed by the visited network, we have to distinguish cases according to the SIP signalling encryption methods defined in TS 33.203: 
· For Early IMS = GIBA the encryption is at GPRS level and terminates at the SGSN, which is in the visited network. So there is no problem with LI performed by the visited network.

· for NIBA there is no encryption anyhow, and security is based on the assumption of physical security, so there is no problem with LI performed by the visited network.

· for IPSec and TLS the encryption terminates at the P-CSCF 

· when the P-CSCF is in the visited network there is no problem with LI performed by the visited network.

· when the P-CSCF is in the home network and SIP signalling encryption is enabled between IMS UE and P-CSCF then an LI entity in the visited network can obtain the key only with the cooperation of the home network. This is not a problem when home network and visited network are under the same jurisdiction, but may be otherwise.

· END-TO-MIDDLE SCENARIOS: The media is always available in the clear at the encryption termination point in the network.  There is no problem with LI in the home network. There is no problem with LI in the visited network in roaming situations if the encryption termination point resides in the visited network. The latter is always the case if the encryption termination point resides at the edge of the access network, For SDES, the end-to-middle scenario is described in clause 7.3.5.
4. Otway-Rees based Key Management Protocol
· As a KMS-based solution, Otway-Rees has a lot of similarities with the TBS solution with respect to lawful interception. But in the Otway-Rees solution, the KMS generates the master media key and distributes the master media key to the users. The master media key for an on-going call should be stored in the KMS. Once the call is completed, the master media key can be purged out of the KMS.
Editor’s Note: It is ffs on how KMS is notified when a call is completed. 

· To be able to provide a clear copy of intercepted communication, the following conditions have to be fulfilled: 

1. 
It must be possible to intercept the traffic (both signalling and media). 

2. 
It must be possible to intercept the identities of calling parties from signalling.

3. 
Based on the intercepted identities, KMS can provide the master media key. 
· If signalling messages can be intercepted in the signalling plane to determine the identities of calling parties, LI can be done by retrieving the master media key from the KMS based on the identities of calling parties. In roaming situations, if the P-CSCF is located in the home network rather than the visited network, the SIP message is always in encrypted format at bearer level in the visited network, in which case the SIP message may be transferred in plaintext. With the P-CSCF in the visited network, intercept of signalling would always be possible while also in this case there has to be an interoperation agreement between the visited network and the entity handling KMS functionality/services.
· The master media key is produced in the KMS. So the master media key should be retrieved from KMS as part of LI functions. If the terminal is roaming, LI may involve contacting a KMS in the visited network or a KMS in the home network.  
· From an LI point of view, the visited network should have the capability to interception all calls within its own network. But in this case, the visited KMS needs to communicate with user’s home BSF to authenticate the user, which can cause a lot of complexity. Thus the simplest way is that the roaming terminal still uses its home KMS. In case the visited network wants to intercept the call, it should have an agreement with the home network to transfer the master media key. 
· The LI should intercept the signaling messages between two parties to know that a call happens between two particular persons based on the SIP URI or TEL URI.  It is assumed that SIP URI or TEL URI won’t be changed for bypassing LI purpose because the SIP message otherwise won’t be routed correctly.  If the SIP URI matches the target identify, LI can use two methods to know which KMS it should go to in order to retrieve the master media key. The first method is that the user terminal always uses its home KMS and the URI of the user binds with the URI of the KMS by a natural way, such as if the SIP URI is username@abc.com, then its KMS URI is: kms@abc.com. The second method is more dynamic; that either terminal transfers its current KMS identity to the core network, or core network allocate a KMS for a user and then send the KMS identity to the user. This method is more flexible in that one user can use multiple KMSs. In this solution, the LI function can grab the user identity from signalling. All necessary key material or credentials for LI comes from KMS rather than signalling because the LI may otherwise grab the corrupted key material or credentials from signalling since the KMS-based solution has no security requirement on signalling. But with minor modification, this solution also supports the scenario where the LI picks the key material or credentials from signalling and then submits it to the KMS for resolving to get the master key.
5. Datagram Transport Layer Security  Extension to Establish Keys for Secure Real-time Transport Protocol (DTLS-SRTP)
· Requirements 1-3 require the support of LI. Three approaches to perform LI for DTLS-SRTP are outlined in the following sections. None of them is as easy and straightforward as it would be e.g. for SDES. Of the three approaches below, only “Key disclosure” seems to be feasible.  Note that on the other hand, it is currently not fully clear, to what degree an operator will be obliged to provide cleartext communication content, if the operator does not contribute to the encryption and does not know the keys (as it is the case for DTLS-SRTP).
· Lawful MiTM attack
· At its current state, LI for DTLS-SRTP would require a man-in-the-middle “attack” (it would be a “lawful attack”) in both the media and the signalling path to allow interception. This “attack” could not be detected by the end user by applying the means available through the DTLS-SRTP mechanism, e.g. by comparing the certificate fingerprint from the signalling messages with the certificate used during the DTLS handshake. (End users could however agree on additional means allowing them to find out that there is a man-in-the-middle, e.g. transmitting the certificate fingerprints again by spoken voice and comparing them with the ones received during the DTLS-SRTP handshake. It is assumed that it would not be feasible for the operator to prevent such methods.)
· This method obviously requires considerable effort for LI, and it is doubtful whether it is feasible.
· Protocol-based hidden key recovery
· The principles of such an approach are described in [15]. The idea is to use protocol fields that carry a random or an unspecified value to transport secret information (like e.g. a session key) to a party (the Law Enforcement Agency) that eavesdrops the communication and is informed about this kind of secret information disclosure. A prerequisite is, that the protocol implementation (on the user equipment) must include this „disclosure function“, i.e. it must be compromised (from the point of view of its unknowing user).

· An example would be the following: A client TLS implementation that performs RSA key exchange uses the 28 Byte nonce in the client hello to transport a value that can be used by the eavesdropping LEA  to compute the pre-master secret (and by this the session keys).
· One problem with this approach is, that suitable protocol fields are not always available – e.g. in TLS, the available fields are too short. Workarounds for this are available, but they require that secret information is disclosed during several consecutive sessions. The LEA must not miss one of these, and can only decrypt the sessions that are established after all necessary information has been disclosed (i.e. it cannot decrypt the first few sessions).
· There are more problems, e.g. it seems hard to ensure that users do not use other, non-compromised protocol implementations. When protocols change (e.g. improved, new versions), the method may have to be adapted or may even become unfeasible.
· Because of these weaknesses, protocol-based hidden key recovery is not considered to be a sound basis for LI.

· Key disclosure
· The Internet-Draft draft-wing-sipping-srtp-key-04 (formerly entitled “SRTP Key Disclosure”) ([16]) proposes that after the key exchange, user agents send SRTP keys to trusted nodes in the network. This is proposed in order to support scenarios, where the network has to decrypt the media, e.g. for recording or because of the need for transcoding. While this is expected to be done with knowledge and agreement of the end users, one could imagine that an operator mandates such a procedure for all calls and discards all call attempts that do not comply. (The operator will have to make this part of the subscription contract, and can justify this by legal obligations.) The operator will then get all SRTP keys, and can use them in case a call has to be intercepted.
· There are some issues with this approach. One of it is that one or two additional messages would have to be passed and processed per call. (Whether one or two messages depends on the method used for key disclosure – different options have been described.) Moreover, the solution currently does not cover roaming scenarios that require that traffic is decrypted in a visited network.
· Another issue is the question of how to prevent “cheating”, i.e. “disclosing” a wrong key. Note that this issue also arises for all other key management procedures: Two users could agree on performing a secret, additional transformation of the keys as known to a network element that supports LI before using them for encrypting media. There is however a difference: While typically, both end users must agree on a “cheating mechanism”, with key disclosure, the intercepted end user can sabotage interception without cooperation of the other end user in the call.
6. Multimedia Internet KEYing-Identity Based Authenticated Key Exchange (MIKEY-IBAKE)
· Editor’s Note: Lawful interception issues are for further study.
· To be able to provide a clear copy of intercepted communication, the following conditions have to be fulfilled: 
1. 
It must be possible to intercept the traffic (both signalling and media). 

2. 
The session keys used for actual traffic protection have to be available. To make the session keys available KMS functions/services are required.
· As stated before, the actual session keys used for traffic protection are generated between the sender and the recipient, thus not known by the KMS. Therefore, for KMS to obtain a session key between users A and B it needs to establish a session key between itself and user A and itself and user B. This approach is also referred as lawful man-in-the-middle-attack. This “attack” could not be detected by the end user by applying the means available through the MIKEY-IBAKE mechanisms,
· With signalling traffic routed via the home network, intercept of the signalling traffic in the home network can be done at SIP server(s). This signalling traffic then needs to be routed towards the appropriate KMS in order for this KMS to establish the needed session keys with the corresponding users. In roaming situations, as the SIP signalling traffic normally is confidentiality protected between the IMS UE and the P-CSCF and considering that in current deployments the P-CSCF is located in the home network, the SIP signalling is only available in encrypted format at bearer level in the visited network.
· For roaming scenarios, while encrypted SIP signalling and content will always be available, in order to intercept SIP signalling and decrypt the content of communication there has to be an interoperation agreement between the visited network and the entity handling KMS. Typically, the KMS will reside in the home network so that, for LI performed by the visited network, cooperation with the home network is needed. 
· In line with LI standards, when the VPLMN is not involved in the encryption, only encrypted content would be available for LI in the VPLMN

