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8.1
1 Introduction
SA3-LI has had discussions on whether or not revisions of TS 33.106 were needed as there have not been substantial revisions made for some time.  This contribution is meant for discussion on Action Point 09-04.
TPS offers the following areas for discussion and consideration.  This contribution has a mix of proposed text changes and areas identified for further clarification.
The concept of annexes for specific services is not addressed in this contribution.

2 Discussion

1. Section 1 (Scope):  “The present document provides basic interception requirements within a Third Generation Mobile Communication System (3GMS) based on ETSI TS 101 331 [2] and other national regulatory requirements and GSM specifications GSM TS 01.33 [5], GSM TS 02.33 [6] and GSM TS 03.33 [7].”  

a. SA3-LI should revisit the terminology “Third Generation Mobile Communications System (3GMS).  With EPS/LTE/SAE and 4G, this terminology is dated and may no longer cover the technology in the 3GPP LI documents.  Note:  33.107 uses “3GMS and EPS”.
b. SA3-LI should clearly define generic terms (e.g., 3GMS, UMTS, CS/PS, EPS) to define what technologies are explicitly included/excluded.  
2. Section 3.1 (Definitions):  

a. SA3-LI should revisit the Location Dependent Interception requirement.  

b. Is there still a need for Interception Area (IA) definition?

c. Should IRI be defined?

3. Section 3.2 (Abbreviations)

a. Add:  NWOs, APs, SvPs, MSISDN, IMEI, IMSI, CS, PS, GPRS, SIP URI, UMTS, QoS

4. Section 5.1.1 (General technical requirements):

a. Add text:  “Specific lawful interception architecture and functions are found in [9].”

b. (Figure 1):  The Figure should be updated.  

i. 3GMS node (It should be “nodes”)

ii. MS vice car

5. Section 5.1.2 (General Principles):  

a. ”Target Identities used for interception of CS and GPRS service shall be MSISDN, IMEI and IMSI. Target Identities for multi-media shall be SIP URL. Other target identities for multi-media are for further study.”  

i. Update target IDs:  IMPI/IMPU, NAI, TEL URL, others?  Alternatively, SA3-LI could eliminate the list in 33.106 and identify target IDs in 33.107/108 as needed.
b.  “When encryption is provided and managed by the network, it shall be a national option as to whether the network provides the CC to the LEA decrypted, or encrypted with keys and additional information to make decryption possible. “

i. Include similar requirements for encoding/compression.

6. Section 5.1.3 (Applicability to telecommunications services):  “The requirement for lawful interception is that all telecommunications services for the 3GMS standards should be capable of meeting the requirements within this document.”

a. Add text:  “The 3GMS shall isolate and report to the LEA all communications and signaling information sent to or from the target or on behalf of the target.”
b. Consider defining “telecommunications services”.   From TR 21.905, “Telecommunication service: What is offered by a PLMN operator or service provider to its customers in order to satisfy a specific telecommunication requirement. (source: ITU-T I.112). Telecommunication services are divided into two broad families: bearer services and teleservices (source: ITU-T I.210).  Where Teleservice: Is a type of telecommunication service that provides the complete capability, including terminal equipment functions, for communication between users according to standardised protocols and transmission capabilities established by agreement between operators.  Bearer service: A type of telecommunication service that provides the capability of transmission of signals between access points.
7. Section 5.1.4 (Interceptions within the Home and Visited Network): 

a. “The introduction of the Virtual Home Environment, VHE, means that significant portions of subscriber services can be executed in the home or visited network, regardless of where the target is physically located.

The visited network shall intercept only those UMTS services that the visited network provides to the target subscriber. Furthermore, the visited network shall not be required to intercept services executed by the home network.”

i. Why is this limited to UMTs services in the visited networks?  Should it not be any telecommunications services provided by the visited network?
ii. Is the first paragraph still needed? 

iii. What is the relationship between “subscriber services” and “telecommunications services in Section 5.1.3?

8. Section 5.2.1 (Intercept administration requirements):  “A secure means of administrating the service by the 3GMS operator and intercept requesting entity is necessary. This mechanism shall provide means to activate, deactivate, show, or list targets in the 3GMS as quickly as possible. The function shall be policed by appropriate authentication and audit procedures.  The administration function shall allow specific IAs to be associated with target subscribers when Location Dependent Interception is being used.”

a. Clarify the first sentence/“secure means of administrating the service” text.  Is this referring to the Network Operator’s Admin Function and the interface from LE?  If so, does the “intercept requesting entity” really securely administer the service?  What service?  The LI service?  

9. Section 5.2.1.1 (Activation of LI):   “As a result of the activation (of a warrant), it shall be possible to request for the specified target, either IRI, or both the IRI and the CC and designate the LEA destination addresses for the delivery of the IRI and if required CC. These shall be selectable on a 3GMS basis according to national options.”

a. Define “activation” of a warrant.  Is this different from provisioning, invocation, etc?  See Section 5.2.2.1 for use of “invoke”.  Consider scrubbing the LI specs for alignment/proper usage of the term.

10. Section 5.2.1.3 (Security of Processes):  “No indication shall be given to any person except authorised personnel that the intercept function has been activated on a target. Authentication, encryption, audits, log files and other mechanisms may be used to maintain security in the system. Audit procedures should be capable of keeping accurate logs of administration commands.”

a. Consider revising the first sentence to “Only authorized personnel shall be aware that the intercept function has been activated on a target.  Interception shall be performed in such a manner as to avoid detectability by the target or others to the maximum extent possible.”

b. SA3-LI should consider the implications of IMS Media Security to determine if revisions are necessary.

11. Section 5.2.2.1 (Invocation events for lawful interception):  “In general, Lawful interception should be invoked when the transmission of information or an event takes place that involves the target. Examples of when Lawful interception could be invoked are when:”

a. Does “invoked” in this case mean “reported”?  See my comment 9.

12. Section 5.2.2.2 (Invocation and removal of interception regarding services):  “The invocation of lawful interception shall not alter the operation of a target's services or provide indication to any party involved in communication with the target. Lawful interception shall not alter the standard function of 3GMS network elements.”

a. Revisit the last sentence.  Consider “Lawful interception shall be considered during the design and development of services and capabilities so that the design and development of lawful interception capabilities does not alter the standard function of network elements.”

13. Section 5.2.2.3 (Correlation of information and product):  “When both IRI and CC are invoked, an unambiguous correlation shall be established between associated IRI, IRI and CC, and associated CC within the single domain (for example different legs in CS or different packets in PS). The IRI and CC shall be delivered in as near real time as possible.

NOTE:
Clarification about correlation limitations during inter-PLMN call or session handovers is for further study.”

a. SA3-LI should consider specifying delivery requirements and the requirement to timestamp.

b. SA3-LI should consider adding text to support Dynamic Triggering.

14. Section 5.3 (Exceptional procedures):  “When a failure occurs while establishing the connection towards the LEA to transfer the CC this shall not result in any interruption of the ongoing telecommunications service. No further specific requirements apply for the CC in the 3GMS.

A national option may be that when failure occurs while trying to provide the IRI it shall be temporarily stored in the 3GMS and some further attempts shall be made to deliver it if available.”

a. Revise text:  “A failure with the establishment of the connection towards the LEA shall not result in any interruption of the target’s ongoing telecommunications service.

It may be a national option when such failure occurs, it shall be temporarily stored (i.e., buffered) in the 3GMS while further delivery attempts shall be made.  After successful transmission, the whole buffer shall be deleted.”

i. SA3-LI should consider specifying minimum buffer size/time limits.
15. Section 5.4 (Interworking considerations):  “For 3GMS, the network, homed or visited, shall not be responsible to interpret the protocol used by the target, or to remove user level compression or encryption.”

a. Add new paragraph:  “If the target accesses the 3GMS via another access network (e.g., a Wireless Local Area Network (WLAN), the 3GMS shall provide the LEA with the identity of the access network.  It may be a national option when the target’s communications or signaling information is no longer available to the 3GMS due to redirection or handover to another network operator, the 3GMS shall provide, when available, the LEA with the identity of the network operator that has access to the target’s communications or signaling information.”

16. Section 5.6 (Minimum service requirements):  “Quality of service, capacity, integrity and reliability are the subject of bilateral agreement between the relevant authorities and the 3GMS operator. The QoS towards the delivery function provided by the network must be at least that the network provides to the target.”

a. Revise the text:  “Quality of service, capacity, integrity and reliability are the subject of bilateral agreement between the relevant national authorities and the 3GMS operator.  Security is an attribute of the negotiated delivery mechanism between the operator and the LEA.  Network operators shall be able to provide a mechanism to verify that the data (i.e., IRI and CC) received by the LEA was the data the network operator sent.  The QoS towards the delivery function provided by the network must be, at the minimum, the same QoS as what the network provides to the target.”

17. Section 6 (Handover Interface Requirements):  “Handover interface requirements are defined in 3GPP TS 33.108 [10]. For national or regional specifications, see ETSI ES 201 671 [4] and J‑STD‑025‑A [8].”

a. Revise text:  “Handover interface requirements are defined in 3GPP TS 33.108 [10]. There may be national or regional specifications (e.g., ETSI ES 201 671 [4]).”
3 Recommendation
SA3-LI discuss and determine if there is support for future CRs to TS 33.106.
