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Abstract of the contribution:

This contribution presents the LI consideration on KMS based solution. It describes the threat of LI evasion when the KMS based solution is used, and proposes a LI solution to consolidate the current KMS based solution for IMS media plane security and suggests responding changes in the current TS.
1. Introduction 
In the latest TS33.328 v9.0.0, sub clause 4.1.1, KMS based solution is stated as a solution that independent of signaling security. With the current LI solution for KMS based solution, it still faces the threat that the LI can be evaded.

· Current LI solution for KMS based solution:

The LI consideration of each solution for IMS media plane security is just provided in the TR33.828 but not in the TS. As depicted in the following Fig.1, for KMS based solution the general idea of the current LI solution is that, the LI interception point, normally CSCF, grabs the KMS ticket as part of the normal signalling flow. Then LI interception point submits the ticket to appropriate KMS for resolving, the KMS resolves the ticket sent from LI and returns the related key(s) needed by LI. Then LI interception point can deduce the master media key.
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Fig. 1 Current LI solution for KMS based solution
2. Discussion 
· Threat of LI bypassing
MIKEY-TICKET provides the MIKEY Protect Key (MPK) to prevent MitM attack when MIKEY-TICKET messages are exchanged between initiator and responder. But MPK only ensures the end-to-end integrity, while LI interception point resides in the middle of signaling path thus it can intercept the passing signaling messages. Therefore MPK itself cannot guarantee the correction of signaling message grabbed for the LI interception point. 
The INVITE message mainly consists of two parts, the SIP header message and the ticket. As the SIP header message contains information including user IDs and Call ID, which is important for session setup and the normal network performance, such as charging, etc, this part of signaling will not modified by the attacker as the purpose of such attack is to bypass the LI but not violently sabotage a call. As shown in Fig.2, given the situation that there are two man-in-the-middle, one modifies the MIKEY-TICKET message before the LI interception point, while another one changes the modified message back to the original one after the LI interception point, the integration check on terminating side or KMS side can still can pass, making the session setup successful, however, the LI interception point gets the modified ticket and sends it to the KMS. The KMS checks the ticket and finds it is modified, and sends an appropriate error message back to the LI. Thus LI cannot get the master media key. 
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Fig. 2 Threat of bypassing LI

· Updated LI solution for KMS
The MitM attack makes it dangerous for LI to pick up key material from signaling path because the end-to-end integrity protection provided by MIKEY-TICKET cannot guarantee that LI get the correct key material as described in the above paragraph. But with end-to-end integrity protection, it can guarantee that the user terminating gets the correct key material and the KMS receives the message including the right ticket, otherwise the communication between initiator and responder will not be established. Therefore the proposed solution is that:

The CSCF should grab existing signaling flows, just as using the SDES approach, the LI interception point gets the signaling message, even the modified INVITE message, i.e. INVITE* as shown in the following figure, it then sends the grabbed signaling to the KMS to request for the key(s) used to deduce the media key. With the information contained in the SIP message, KMS can map the ticket information to the LI request uniquely. The difference from the current solution is that, the KMS does not resolve the ticket sent by the LI, but resolves the ticket contained in the RESOLVE_REQUEST sent by the end-user terminal and returns the related key(s) or other information to the LI. It guarantees the LI gets all necessary key materials from KMS instead of signaling, and then the threat of bypassing LI from the MitM attack will go away.
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Fig. 3 LI consideration for KMS

3. Proposal 
Based on the discussion of LI bypassing threat, it is proposed:

1) To approve the CR in 09-100014

2) To further study the issue in Rel-10.
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