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Abstract:

The Rel-9 MEDIASEC WID (TS 33.328) [2] has developed solutions for media protection over the access network (e2m) and peer-to-peer (e2e). Three solutions were standardized.
1. a media security solution to satisfy major user categories over access network
2. a media security solution to satisfy major user categories for end-2-end protection.

3. a media security solution providing high quality end-to-end media security for important user groups like enterprises, National Security and Public Safety (NSPS) organizations and different government authorities. 
The first and second solution is based on RFC 4568: "Session Description Protocol (SDP) Security Descriptions for Media Streams". These two solutions rely on the signalling security. The third solution, known as KMS-based solution,  is based on IETF draft “MIKEY-TICKET: An Additional Mode of Key .Distribution in Multimedia Internet KEYing (MIKEY)[1]".  This solution provide the end-2-end security independent of signalling security.  From LI point of view, the first two solutions have no significant impact on current LI solution.  The third solution, however,  introducing the new network element, KMS, cannot use current LI solution without substantial change.  So in this contribution, we focus on the how to address the LI issue for KMS-based solution.
The KMS-based solution is the one that use the ticket concept from the Kerberos protocol.  So even if the signalling is comprised, without the help of KMS the attacker still cannot learn the key used by two parties.   As illustrated by the figure 1,  the key shared by originator and responder is established with help of the trusted third party KMS.  The originator and responder may get different KMSs to serve them.  The trust relation between user and KMS can be achieved by GBA or other similar methods, through which the communication between user and its KMS can be securely protected.
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                                                                                Figure 1

The message exchange for KMS_based solution basically are:

1. Originator sends REQUEST_INIT to KMS_A to request the ticket.

2. KMS_A sends REQUEST_RESP  including the ticket and keys, to the originator.

3. Originator sends SDP offer(TRANSFER_INIT) to  responder via IMS core network. The SDP Offer contains the ticket received from KMS_A.

4. The responder sends received ticket to KMS_B by RESOLVE_INIT .

5. Because KMS_B cannot  resolve the ticket issued by KMS_A,  KMS_B  forwards the RESOLVE_INIT to KMS_A.
6. KMS_A resolves the ticket and send the keys to KMS_B through RESOLVE_RESP
7. KMS_B forwards  the RESOLVE_RESP to responder.
8. Responder sends the  SDP Answer(TRANSFER_RESP)  as the response to originator via IMS core network. 

You can refer to TS33.328[2] for more detail of this solution. The REQUEST_INIT, REQUEST_RESP, TRANSFER_INIT, TRANSFER_RESP, RESOLVE_INIT and RESOLVE_RESP are the message exchanges defined in the MIKEY-TICKET[1].
Because the involvement of KMS in key negotiation during session setup, the LI solution may be different with what it used to be in multi-media domain. Two LI solution for KMS-based media security are hereby proposed.  One is KMS-Push, the another is DF2-Pull.   
KMS-Push Solution:

KMS-Push, as indicated by name, KMS take the initiative to send the IRI to the DF2. As shown in the figure 2,  the ADMF send interception order to  KMS and IMS core network directly. CSCF and KMS send IRI to DF2 or DF2’ separately.  DF2’ can be a new network element dedicated to serve KMS or just enhanced version of DF2.   DF2 and DF2’ send their intercepted information to LEMF.  The correlation between SIP and KMS can happen either on the LEMF or DF2 depend on network policy.
Notes1: ADMF can get intercepted subscriber’s KMS address from HSS. 

Notes2: The correlation between SIP and KMS can be based on, among other information,  the observed SIP URIs and timestamp of the event.
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                                                                                        Figure 2
The figure 3 shows the message sequence for the  interception of the KMS-based call , where the originator and its KMS are under surveillance.
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                                                                                    Figure 3
Figure 4 shows the message sequence for the  interception of the KMS-based call , where the responder and its KMS are under surveillance. Because ticket can only be resolved by originator’s KMS, so here KMS_B should first get ticket resolved  by  KMS_A before it send ticket resolve result  to DF2’
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                                                                                              Figure 4
DF2-Pull Solution:
In this solution,  as figure 5 indicates, it is DF2 not ADMF that sends the interception order to KMS. When DF2 recognize that the intercepted message from IMS core network contain the MIKEY-TICKET, according to the network policy , it has two options. 
· If signaling security is applied,   DF2 gets the KMS address of the ticket issuer from the MIKEY-TICKET, and send the ticket resolve request to the KMS which can directly resolve the ticket and  send the resolve result back to the DF2.  

· If signaling security is not applied  or the KMS fail to resolve the MIKEY-TICKET by first option, then DF2 will send the intercepted message to corresponding KMS according to the intercepted subscriber’s KMS address stored in the S-CSCF. Then KMS should use the SIP URIs got from intercepted SIP message and timestamp of  the event got from IMS core network to extract the MIKEY-TICKET directly sent from user first. After that  KMS resolve it and send the resolve result back to the DF2..  


[image: image5.emf]ADMF

KMS

LEMF

Intercepted 

Subscriber 

P-CSCF S-CSCF Other Party

DF2


                                                                                           Figure 5
Figure 6  shows the message sequence for the  interception of the KMS-based call , where the originator  is the target user and signalling security is not applied.  The target KMS gets interception order from DF2 before it gets ticket resolve request from responder and the target KMS should wait until it get ticket request from responder directly or indirectly(from responder’s KMS)  and resolve it and then it will send the ticket resolve result to DF2.  
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Figure 6
Figure 7 shows the message sequence for the  interception of the KMS-based call , where the responder  is the target user and signalling security is not applied.  Because ticket can only be resolved by originator’s KMS, so here KMS_B should first get ticket resolved  by  KMS_A before it send ticket resolve result  to DF2
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                                                                                 Figure 7
Figure 8  shows the message sequence for the  interception of the KMS-based call , where the responder  is the target user and signalling security is applied.  
In this scenario, once  DF2 get intercepted MIKEY-TICKET message, it will directly send the ticket resolve request to the KMS of ticket issuer,  the address of  which is carried in the MIKEY-TICKET. 
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                                                                                  Figure 8
Conclusion:
It is for SA3-LI group to discuss which one is suitable for LI purpose  or whether we can  use either one of the them under different user scenarios.
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