Page 1



3GPP TSG-SA WG3-LI Meeting #37 
(
DocNumber SA3LI10_036
New York, USA, 4-6 May 2010
	CR-Form-v9.6

	CHANGE REQUEST

	

	(

	33.107
	CR
	CRNum
	(

rev
	-
	(

Current version:
	9.0.0
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	
	Radio Access Network
	
	Core Network
	X


	

	Title:
(

	Add support to KMS-based media security based on KMS PUSH solution

	
	

	Source to WG:
(

	ZTE Coporation

	Source to TSG:
(

	SA3-LI

	
	

	Work item code:
(

	LI-10
	
	Date: (

	21/04/2010

	
	
	
	
	

	Category:
(

	B
	
	Release: (

	Rel-10

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)

	
	

	Reason for change:
(

	KMS-based solution for IMS media security currently is released in R9, In the current version of the specification, there is no support for this user scenario.

	
	

	Summary of change:
(

	Add support to KMS-based solution for IMS media security

	
	

	Consequences if 
(

not approved:
	Cannot support the KMS-based solution for IMS media security

	
	

	Clauses affected:
(

	X

	
	

	
	Y
	N
	
	

	Other specs
(

	
	X
	 Other core specifications
(

	

	affected:
	
	X
	 Test specifications
	

	
	
	X
	 O&M Specifications
	

	
	

	Other comments:
(

	


*** FIRST MODIFICATION ***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
ETSI TS 101 331: "Telecommunications security; Lawful Interception (LI); Requirements of Law Enforcement Agencies".

[2]
ETSI ES 201 158: "Lawful Interception; Requirements for network functions".

[3]
ETSI ES 201 671: "Handover Interface for the lawful interception of telecommunications traffic".

[4]
GSM 01.33: "Lawful Interception requirements for GSM".

[5]
GSM 02.33: "Lawful Interception - stage 1".

[6]
GSM 03.33: "Lawful Interception - stage 2".

[7]
3GPP TS 33.106: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Lawful Interception Requirements".

[8]
ANSI J-STD-025‑A: "Lawfully Authorised Electronic Surveillance".

[9]
IETF RFC 2806: "URLs for Telephone Calls ".

[10]
3GPP TS 23.060: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; General Packet Radio Service (GPRS); Service description".

[11]
3GPP TS 33.108: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Handover interface for Lawful Interception".

[12]
IETF RFC 3261: "SIP: Session Initiation Protocol".

[13]
3GPP TS 21.905: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Vocabulary for 3GPP Specifications".

[14]
3GPP TS 23.234: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3GPP system to Wireless Local Area Network (WLAN) Interworking; System Description".

[15]
3GPP TS 23.008: "3rd Generation Partnership Project; Technical Specification Group Core Network; Organization of subscriber data".

[16]
3GPP TS 29.234: "3rd Generation Partnership Project; Technical Specification Group Core Network; 3GPP system to Wireless Local Area Network (WLAN) interworking; Stage 3".

[17]
3GPP TS 24.234: "3rd Generation Partnership Project; Technical Specification Group Core Network; 3GPP system to Wireless Local Area Network (WLAN) interworking; User Equipment (UE) to network protocols; Stage 3".

[18]
IETF RFC 1122: "Requirements for Internet Hosts -- Communication Layers".

[19]
IETF RFC 1123: "Requirements for Internet Hosts -- Application and Support".

[20]
3GPP TS 23.246: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Multimedia Broadcast/Multicast Service (MBMS); Architecture and Functional Description".

[21]
3GPP TS 24.147: “3rd Generation Partnership Project; Technical Specification Group Core Network and Terminals; Conferencing Using the IP Multimedia (IM) Core Network (CN) subsystem 3GPP Stage 3".
[22]
3GPP TS 23.401: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access”.

[23]
3GPP TS 23.402: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Architecture enhancements for non-3GPP accesses".

[24]
3GPP TS 29.273: "Evolved Packet System (EPS); 3GPP EPS AAA interfaces".

[25]
draft-mattsson-mikey-ticket-03 (April 8, 2010): "MIKEY-TICKET: An Additional Mode of Key .Distribution in Multimedia Internet KEYing (MIKEY)".

Editor's note: The above document cannot be formally referenced until it is published as an RFC.
[26]
3GPP TS 33.328: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; IP Multimedia Subsystem (IMS) media plane security.
*** END OF MODIFICATIONS ***
*** SECOND MODIFICATION ***
XY.Z
KMS-based Media Security over IMS

As defined in TS 33.328[26], KMS-based media security is a solution indepentdant of  signalling security  to provide  high quality end-to-end media security or important user groups like enterprises, National Security and Public Safety (NSPS) organizations and different government authorities.   
The solution is based on the IETF draft  “draft-mattsson-mikey-ticket-03”[25].
Editor's note: The above document cannot be formally referenced until it is published as an RFC.
-
As indicated in Figure x, The interception includes two parts: 
1.
The interception of  IMS network

            The interception is in accordance with the normal IMS interception as described in 7A.3
2.
The interception of KMS.
All ticket request/response , ticket resolve request/ response messages related to intercepted subscriber sent to/received from  taget KMS should be reported as Intercept Related Information for the interception of encrypted multi-media service.  Here the target KMS is the one that used by intercepted subscriber. As shown in figure x below, the ADMF send interception order to  KMS and IMS core network directly. P/S-CSCF and KMS send IRI to DF2 and DF2’ separately.  DF2’ can be a new network element dedicated to serve KMS or just enhanced version of DF2.    

· To intercept a session successfully , the correlation between SIP  and KMS should happen along with the correlation

between SIP and bearer. The correlation number between SIP and bear is accordance with the one in 7A.3. The correlation between SIP and KMS should be based on, among other information, observed SIP URIs and timestamp of the event.
Notes:  To begin the interception, ADMF should first get intercepted subscriber’s KMS address from HSS and then send interception order to the corresponding KMS. 
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        Figure x: Provision of Intercept Related Information for multi-media

*** END OF MODIFICATIONS ***
*** THIRD MODIFICATION ***


 X.1
Multimedia with KMS-based security service – Originator under surveillance

Figure xx shows the message sequence for the  interception of the KMS-based call , where the originator and its KMS are under surveillance.
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     Figure xx  intercept of the KMS-based call with originator under surveillance
X.2
Multimedia with KMS-based security service – Responder under surveillance

Figure xxx shows the message sequence for the  interception of the KMS-based call , where the responder and its KMS are under surveillance. Because ticket can only be resolved by originator’s KMS, so here KMS_B should first get ticket resolved  by  KMS_A before it send ticket resolve result  to DF2’ 
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Figure xxx  intercept of the KMS-based call with responder under surveillance
*** END OF MODIFICATIONS ***
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