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1 Introduction

Aspects of IMS Media Plane Security functionality were defined for Rel-9 and are continuing to be enhanced and refined. Two schemes are currently agreed: 
1.
SDES, which can be used for e2e or e2ae security, 

2.
MIKEY-TICKET which provides e2e security for high security user groups. 

The high security solution requires a Key Management Server (KMS) to provide key material to MS/UEs.

During discussions on additional schemes for IMS Media Security, it has become apparent that the requirements for LI in IMS Media Security have been insufficiently defined. A proposal of LI requirements is provided for discussion.  
2 Discussion

Generic Requirements

The list below shows IMS Media Plane Security specific LI requirements.
1. When an IMS Media Security service is provided by the PLMN, lawful interception shall take place as for a non encrypted communication. In addition encrypted content shall be decrypted, or the decryption keys and any required associated information (e.g.  roll over counters) provided to the LEMF.
2. Where a KMS solution is used, it is a national option for the KMS to be directly available to the LEMF to provide keys and any required associated information (e.g.  roll over counters) for the decryption of communications.
3. A surveillance mechanism shall be performed in such a manner as to avoid detectability by the Surveillance Subject or others to the maximum extent possible. In particular:

a.
There should be no significant difference in latency during call setup or during communications compared to a non intercepted communication.

b.
Surveillance of a Subject shall not prevent the use of key exchange applications which provide a user key confirmation mechanism.

NOTE: Key confirmation mechanisms such as an authentication string to be exchanged verbally are commonly used to provide additional assurance of authentication.

c.
Should interception fail during a call (or during call setup), the call shall be unaffected.
4. Where the PLMN operator provides decryption of the communication, it is the operator’s choice where in the network this decryption is performed. However, following decryption, all IRI and CC shall be provided to the LEMF using handover mechanisms as per a non encrypted communication. 
5. An IMS Media Plane Security solution shall not prohibit:

a.
Retrospective decryption of retained encrypted communications content and associated key material.

b.
Commencement of Surveillance during an existing call.
NOTE: These requirements do not explicitly place a requirement on the operator to retain key material after the end of a communication (except if required by national law) but do require that the encryption mechanism shall not prevent retrospective decryption by design if key material is still available.
Reference Specifications

These requirements relate to IMS Media Security.

3GPP TS 33.328: “IP Multimedia Subsystem (IMS) media plane security”

3GPP TR 33.828: “IP Multimedia Subsystem (IMS) media plane security”

3 Recommendation
SA3-LI members are requested to discuss the generic requirements to help scope future TS 33.107/108 CRs. In addition it is recommended that the general requirements 1-5 in this contribution are included in 33.106. A separate CR is provided to this meeting for this purpose.
