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Background

Some H(e)NB functionality was defined for Rel-8 and is continuing to be enhanced and refined. While H(e)NBs are defined as “customer premise equipment”, the reality is that their ownership could be a private customer or subscriber, a business or a commercial enterprise. However as the H(e)NBs use licensed frequencies the management stays under control of the PLMN operator.

H(e)NBs can be configured for three different access modes:

· Closed – provides service only to its associated Closed Subscriber Group (CSG) members

· Hybrid – provides service to its associated CSG members and to non-CSG members

· Open – provides service as a normal NodeB or eNodeB (i.e., provides service to any subscriber)

The CSG identifies subscribers of an operator who are permitted to access one or more cells of the PLMN but which have restricted access (CSG cells).  There is a concept of a CSG Manager or Owner, who in some text, is the owner or Hosting Party” of the H(e)NB, that can add, remove, and list/view the CSG membership under the supervision of the PLMN Operator.  
The H(e)NB Hosting Party has a contractual relationship with the operator for one or more H(e)NBs (e.g., “lead” user in a household or corporate IT manager for an enterprise).
Generic Requirements
The list below shows H(e)NB specific LI requirements.
1. It is a national option to allow H(e)NBs to operate.

2. When the Surveillance Subject’s MS/UE receives service from the PLMN via a H(e)NB, the interception shall take place as for normal PLMN use.
3. When the Surveillance Subject’s MS/UE receives service from the PLMN via a H(e)NB, the PLMN operator shall report:

a. Events containing:

i. The H(e)NB identity and H(e)NB Name.

ii. The H(e)NB location information that was used by the operator to verify the location for H(e)NB activation.
iii. The MS/UE registration on a H(e)NB.
iv. The handovers to/from the H(e)NB. The associated details on incoming and outgoing call and handover updates shall be in line with national requirements.

b. Content of the communication

4. When the Surveillance Subject is the H(e)NB Hosting Party or the H(e)NB is identified as the Surveillance Subject, then the PLMN operator shall report:
a. Events containing:

i. The activation and deactivation of the H(e)NB.
ii. The H(e)NB location information that was used by the operator to verify the location for H(e)NB activation.
iii. Tunneling information between the H(e)NB and the Femto Security Gateway in the home network.
iv. The modifications (e.g., additions, deletions, changes in time limits for temporary CSG Members) of the CSG list for the H(e)NB. When available, the Service Provider shall report the access method (e.g., via MS/UE or web) the Surveillance Subject used for the modification of the CSG list, if multiple access methods are allowed.

v. The handovers to/from the H(e)NB. The associated details on incoming and outgoing call and handover updates shall be in line with national requirements.

vi. All MS/UE registrations on the H(e)NB.
b. Content of the communication
i. For all communication if the H(e)NB is identified as the Surveillance Subject.

ii. When the Surveillance Subject is the H(e)NB Hosting Party this can be limited by national law (e.g. to only the Surveillance Subject’s communication).
5. It is an national option to allow local routing, selected IP traffic offload (SIPTO) or local IP access (LIPA) on the H(e)NB in relation to the use by a Surveillance Subject.

NOTE:  Surveillance on H(e)NB should be done in such a manner to avoid delectability by the Surveillance Subject or others to the maximum extent possible.
6. National regulations may also require the following concerning H(e)NB usage.
a. All H(e)NBs shall be sufficiently protected to avoid any hacking/tampering that allows alteration of operational integrity of the H(e)NB (e.g., the location and identity of the H(e)NB, the list of authorized users in case of a CSG). 
b. If any modifications on such information are made or attempted without the authorization of the provider, an alarm shall be sent to the operator and LEMF.

c. Tthe integrity, the uniqueness and the value of location of the H(e)NB shall be guarantee

d. If the H(e)NB is used with or without the authorization of the provider in a country other than those of the provider an alarm shall be sent to the provider and LEMF.

Reference Specifications
The following 3GPP Specifications and Technical Reports focus H(e)NBs.   Note that TS 22.011 includes Rel-8 requirements for H(e)NBs and TS 22.220 consolidates the requirements from Rel-9 onward.
3GPP TS 22.011: "Service Accessibility"

3GPP TS 22.220: "Service Requirements for Home NodeBs and Home eNodeBs"

3GPP TR 23.830: “Architecture aspects of Home NodeB and Home eNodeB”

3GPP TR 23.832: “IMS Aspects of Architecture for Home NodeB; Stage 2”

3GPP TS 25.367: “Mobility Procedures for Home NodeB; Overall Description; Stage 2”
3GPP TS 25.467: “UTRAN architecture for 3G Home Node B (HNB); Stage 2”

3GPP TS 25.469: “UTRAN Iuh interface Home Node B Application Part (HNBAP) signalling”
3GPP TR 25.820: “3G Home NodeB Study Item Technical Report”

3GPP TR 25.967: “Home Node B Radio Frequency (RF) Requirements (FDD)”

3GPP TS 33.320: “3GPP Security Aspect of Home NodeB and Home eNodeB”

3GPP TR 33.820: “Security of H(e)NB”

Recommendation
SA3-LI members are requested to discuss the generic requirements to help scope future TS 33.107/108 CRs.   

1 (3)

